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With the challenges accompanying the recent uptick in illegal immigration at the U.S.
southern border, Security & Border and CST/CBRNE thought it only fitting to provide a
platform for U.S. Customs and Border Protection (USCBP) in this issue. Though much
of what we hear about border operations is land-based, much of what USCBP leverages
comes from the sky. In joint exclusive interviews with Troy Meridith, Director, National Air
Security Operations Center-San Angelo, and Jose Muriente, Director, National Security
Operations Center-Sierra Vista, we hear about the latest in intelligence, surveillance, and
reconnaissance (ISR) and unmanned aircraft systems (UAS) being employed to address
critical vulnerabilities.
U.S. Army North (ARNORTH), in cooperation with U.S. Northern Command, may be
the most important Army unknown to a majority of Americans. Tasked with homeland
defense, defense of support of civil authorities, and security cooperation with Canada and
Mexico, ARNORTH represents the Joint Forces Land Component Command (JFLCC) of
the nation’s homeland defense force. ARNORTH’s Communications Systems Directorate
(CSD) is at the fore of disaster response scenarios where interagency National Response
Framework (NRF) data flow is of utmost importance. On the state level, Maryland’s
Emergency Management Agency (MEMA), headed by Russell Strickland, is a key player
in homeland defense and emergency preparedness. As a resource management entity,
MEMA facilitates multi-faceted emergency response within the state in addressing the
complex logistics of modern-day disaster mitigation.
On the CBRN side, New Mexico’s 64th Weapons of Mass Destruction-Civil Support Team
(WMD-CST) offers readers a snapshot of their daily life in the Fall issue. From field to
classroom, the U.S. Army’s CBRN School (USACBRNS), Ft. Leonard Wood, MO, is at the
tip of the spear when it comes to preparing young men and women to face what the rest
of us could never outrun: a mass chemical biological, radiological, or nuclear (CBRN)
attack. In an exclusive with the USACBRNS Commandant COL Daryl Hood, we get insight
into ways the Army is accurately matching skill to threat in CBRN scenario response.
Don’t miss this issue’s industry perspectives as they provide insight into current Acoustic
Hailing Device (AHD) capability and Countering Weapons of Mass Destruction (CWMD)
challenges. And be sure to catch S&B and CST/CBRNE’s first-ever International Spotlight
on cooperation between the U.S. and North Atlantic Treaty Organization (NATO) in
bringing greater ground mobility to global NATO operations.
Your comments and suggestions are welcome. Thank you for the continued readership!
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64TH WMD-CST PREPARING FOR ANY THREAT ENVIRONMENT

RESPONSE READINESS AT MULTI-ELEVATION
The 64th Weapons of Mass Destruction-Civil Support Team (WMD-CST), New Mexico Army
National Guard (NMARNG), is responsible for assisting local public safety agencies in both
preparation and response to emergency incidents involving Chemical, Biological, Radiological
and Nuclear agents whether deliberate or accidental.
By LTC Anthony M. Lopez, Commander, 64th WMD-CST, NMARNG

The 64th WMD-CST NM Army National Guard, recently conducted a scenario based joint training exercise with local fire departments. (NMARNG)

My role as Commander of the 64th CST is to ensure that our team
is properly manned with competent and qualified Soldiers and Airmen
filling specific positions on the team as well as ensuring they are up to
date in extensive and constantly evolving training requirements.
Covering over 120,000 square miles with over 2 million people
residing in this high-elevation desert state, it is crucial for the 64th CST
members to be in top physical condition, rapidly deployable as well
as highly trained and proficient in their individual skill sets. It is also
critical to establish and maintain positive working relationships with
civil authorities in order to keep them aware of CST capabilities. Training
with civil authorities also builds trust and confidence for future response
missions. In the event of a CBRN emergency, the CST Commander is
primarily responsible for the proper and timely deployment of the 64th
CST to the incident site as well as interaction with the civilian Incident
Commander and other supporting/assisting agencies throughout the
event.

Environment-Driven Preparedness
Training opportunities in NM comes with both challenging and
unique experiences. Albuquerque is the most populated city in the state
and is over a mile high in elevation. Other frequent training and response
areas can rise above 7,000 feet which presents a challenge to a CST
member operating in a HAZMAT suit and a limited air supply. Average
summer temperatures of 90-100 degrees at these elevations can further
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complicate efforts. However, NM is also home to Los Alamos and Sandia
National Laboratories, and White Sands Missile Range. Additionally, NM
Tech hosts the Incident Response to Terrorist Bombings (IRTB) course
which provides unique and realistic training to CSTs to improve and
expand their skills. The 64th CST stays updated on emerging CBRN
threats, trends, and training requirements. Additionally, the 64th CST
places great emphasis on ensuring the local emergency response
agencies are familiar with our assets and capabilities and know how to
request support to deploy and assist them at an incident as well as the
conditions appropriate for our involvement.

Mass Event Ready, Standby or Otherwise
The majority of the 64th CST deployments are standby missions
for various events drawing large crowds. Annually, the Albuquerque
International Balloon Fiesta averages almost 1 million attendants over
the course of 9 days and can see a crowd of over 100,000 each day.
The 64th CST works together with local law enforcement and other
public safety departments by conducting CBRN detection sweeps for
any HAZMAT agents or conditions that may exist prior to and during the
event. In the event of an actual HAZMAT incident, the 64th CST is relied
upon by local emergency response agencies to assist in identification of
hazardous substances as well as aid officials in the assessment of the
threat and follow on procedures to help mitigate the threat and prevent
further contamination. n
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U.S. ARMY CBRN SCHOOL READINESS CLASSROOM TO FIELD

MAXIMIZING SKILLSET
FOR REAL-WORLD
APPLICATION
Colonel Daryl Hood received his commission from the University
of Georgia (UGA) in December 1991, graduating with a Bachelor
of Science Degree in Agriculture Technology Management. He
holds a Master of Arts Degree in Human Resources from Webster
University and a Master of Strategic Studies from the Air University.
His military education includes the U.S. Army Chemical Officer
Basic and Advanced Courses, the U.S. Army Combined Arms
Services Staff School, the U.S. Army Command and General Staff
College, and the U.S. Air Force Air War College.
While at the Pentagon from 2017-2019, Colonel Hood served
as the Chief, Full Dimension Protection Division, G8, Headquarters,
Department of the Army and dual-hatted as the Deputy Director and
Division Chief, Joint Requirements Office for Chemical, Biological,
Radiological and Nuclear Defense, J8, Joint Staff.
His previous assignments include Battalion Chemical Officer,
4th Battalion, 7th Air Defense Artillery; Platoon Leader, 4th
Chemical Company, 2d Infantry Division (Republic of Korea); G3
Assistant Training Officer/Chemical Officer, U.S. Army Garrison at
Fort Polk; 2d Armored Cavalry Regiment (2ACR) Chemical Officer
and later Commander of the 87th Chemical Company, 2ACR; NBC
Recon Branch Chief, 84th Chemical Battalion Operations Officer,
and Small Group Leader for the Chemical Captains Career Course;
NBC Operations Officer, J3, U.S. Central Command (USCENTCOM);
Chemical Officer, 8th Military Police Separate Brigade (Republic of
Korea); Operations Officer and later Executive Officer, 23d Chemical
Battalion; Deputy and later Chief, CBRN Branch, Force Protection
Division, Joint Security Office, J3, USCENTCOM; Commander of
the 110th Chemical Battalion; Deputy Commanding Officer (DCO)
of the 3rd Chemical Brigade. After concluding his assignment as
the DCO, COL Hood completed Air War College and served as the
Commander for 3rd Chemical Brigade.
Colonel Hood’s deployment experience consists of serving
as the Chemical Officer for 2d Armored Cavalry Regiment and
1st Armored Division Forward as part of OPERATION JOINT
ENDEAVOR, Bosnia-Herzegovina in 1997; Executive Officer of the
23d Chemical Battalion and Task Force Cincinnatus in support of
Operation Enduring Freedom (OEF), Afghanistan in 2007; and the
J3 USCENTCOM Liaison Officer to ISAF and USFOR-A as part of
OEF, Afghanistan in 2010.

CST/CBRNE had the opportunity to speak with COL Daryl Hood,
Commandant, U.S. Army CBRN School, Ft. Leonard Wood, MO, regarding
current focus areas and targets for ensuring students are better prepared
for real-world threat trends and skills deployment.
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COL Daryl Hood
Commandant
U.S. Army CBRN School
Ft. Leonard Wood
CST/CBRNE: Provide some brief background, role, and mission focus for
the CBRN School to present.
COL Hood: The Army’s Chemical, Biological, Radiological and Nuclear
Regiment is agile and adaptive; a team of over 18,000 strong across all
components. CBRN Soldiers are trained and ready operators, experts
at providing critical capabilities to enable the Army to fight and win
in a complex CBRN environment. We provide the Army with CBRN
reconnaissance, CBRN hazard mitigation and CBRN expertise to ensure
freedom of action and survivability at home and abroad. The United
States Army CBRN School will support the Army in posturing to fight and
win in a CBRN environment; we will continue to design, acquire and build
the Army’s future CBRN capability and constantly improve it.
CST/CBRNE: From a current day threats preparedness perspective, talk
about some current trends in training.
COL Hood: The USACBRNS at Fort Leonard Wood, Missouri, continues to
train, educate and develop the best qualified CBRN warriors and civilian
specialists for the nation and its international partners. The USACBRNS
is in the initial phases of constructing a large-scale production training
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U.S. ARMY CBRN SCHOOL READINESS CLASSROOM TO FIELD

CBRN Soldiers decontaminating an M1135 Nuclear Biological, Chemical Reconnaissance Vehicle (NBCRV). (U.S. Army)

venue that will replicate peer/near-peer threat
CBRN facilities. Exposing our Soldiers to
industrial-sized, state-sponsored Weapons of
Mass Destruction (WMD) infrastructure will
be critical to preparing them to support largescale ground combat operations (LSCO).
Additionally, we recently renovated our
Chemical Defense Training Facility (CDTF) to
include training scenarios that support LSCO
portrayed in globally relevant areas of operation uniquely tailored to CBRN Defense and
Counter WMD missions. These scenarios provide live-agent toxic training to meet Army
training objectives. We are able to host training for the institutional, operational, joint and
international communities requiring integration of chemical warfare agents, toxic industrial chemicals/materials and precursors to
meet future challenges in an uncertain and
complex strategic environment. Finally, we are
identifying scenarios that can be replicated in
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virtual, constructive and interactive (VCI) gaming using augmented/virtual reality platforms
and other synthetic training environments to
maximize task repetition in expected operating
environments.
CST/CBRNE: In terms of chem-bio attack
readiness, what are some areas of focus in
fielding CBRN-skilled personnel?
COL Hood: Our near-term goals include a
force design update which will establish the
groundwork for a component restructuring
and equipment transition to provide a fixed
site terrain decon capability in Component
(COMPO) 1 and Army prepositioned stocks in
order to maintain access to our sea and air ports
of debarkation in the opening hours and days
of a campaign. Our long-term goals include
building an organic crew-level mitigation
capability and procedures that allow first-line

leaders to assess and mitigate contamination
at the lowest level, focused on reducing risk
to their squads and crews without reliance
on CBRN enablers. For the CBRN enablers,
the focus is on developing automated and
waterless mitigation capabilities to reduce the
logistical burden and increase responsiveness
of our CBRN units. This includes autonomous/
semi-autonomous mitigation capability to
expeditiously reduce contamination on fixed
sites and key terrain to ensure freedom of
movement.
CST/CBRNE: From a rad nuke perspective, how
are current threats being covered in readiness
training?
COL Hood: The USACBRNS Edwin R.
Radiological Laboratory at Fort Leonard Wood,
Missouri, trains scientific and operational
domains of radiological and nuclear
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U.S. ARMY CBRN SCHOOL READINESS CLASSROOM TO FIELD

CBRN Soldier monitoring munitions (Photo by Sgt. 1st Class Brent Powell, 76th Operational Response Command)

operations. Our radiological laboratory training
provides consequence management and
safety spectrums to protect, support, survive
and operate effectively in a contaminated area.
CST/CBRNE: With field lessons learned, what
are some ways the CBRN School is partnering
with industry to ensure capabilities are better
targeted to threats?
COL Hood: The CBRN Regiment is developing
new training with industry opportunities
for Chemical officers, warrant officers and
noncommissioned officers. We also invite
our partners in industry every year during
our regimental week to share the wide range
of equipment designed to support Soldiers
operating in a complex CBRN environment
CST/CBRNE: Feel free to speak to other goals
and challenges moving forward.
COL Hood: As we focus on winning against
near-peer threats in a CBRN environment, we
are changing the paradigm of CBRN operations,
providing decision space for commanders,
protecting the force through leadership,
materiel and non-materiel solutions, and
enabling movement and maneuver to retain
freedom of action in order to fight and win

on future battlefields. At the forefront of our
materiel efforts is the NBCRV sensor suite
upgrade. This upgrade improves on every
sensor, increases operational-readiness
rates and significantly increases the standoff
range by not only improving currently existing
sensors, but also integrating unmanned
aircraft systems and unmanned ground vehicle
(UGV) capabilities onto the platform.
Under contamination mitigation, through
several recent experiments and exercises,
we have established that we must integrate
and leverage advancements in assessment
and protection to modernize contamination
mitigation. I have signed the Interdependent
Contamination Mitigation White Paper that is
serving as the conceptual framework to help
guide modernization of this capability and
establishes three objectives: gain real-time
understanding, establish inherent protection
and negate hazard effects. Bottom line, there
are bad actors who will continue to challenge
us with new capabilities and ever more dangerous threats. To counter this, we must be proactive, not reactive, and always remain at the
leading edge of modernization and technology.
Our nation and our service members are counting on the USACBRNS and CBRN Soldiers to
always bring their best to defend the homeland
and win against any threat.
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CBP AIR AND MARINE LEVERAGING ASSETS FOR TARGETED EFFECT

STRATEGIZING
MULTI-SECTOR
DOMAIN AWARENESS
Director Meridith has over 33 years of combined military and
federal law enforcement experience, beginning with his service in
the U.S. Air Force as a C-141 and C-5 aircraft flight engineer. He
retired as a reserve Chief Master Sergeant with over 26 years of
service in 2011.
Director Meridith has served in multiple leadership positions
at AMO, both in the field and at Headquarters. His previous
experience as the Director at National Air Security Operation
Center – Sierra Vista (NASOC–SV) affords him an intimate
understanding of the centers’ operations and the demands of his
new position.
Director Meridith entered civil service in 1995 as a Border
Patrol Agent with U.S. Border Patrol (USBP) stationed in Carrizo
Springs, Texas. In 2003, he transferred to Laredo, Texas, where he
successfully completed the pilot trainee program and became a
USBP pilot. He transitioned to AMO as an Air Interdiction Agent
(AIA) in 2005 and was assigned to the Laredo Air Branch. Two
years later, he was promoted to Supervisory Air Interdiction Agent
(SAIA).
While at Laredo, he served as the Acting Deputy Director of
Training, Safety, and Standards at AMO Headquarters. In this
concurrent role, he was responsible for conducting aviation
program evaluations, participating in the formulation and
implementation of new aviation policies and activities, and
assisting with long-range strategic planning. In June 2010, he was
selected as the Director, Air Operations, at the Laredo Air Branch,
responsible for overall branch management, operations, safety,
training, and aircraft maintenance. In 2012, he was appointed as
the Acting Director, South Texas Campaign, providing strategic
oversight for all AMO assets and personnel within the South
Texas Corridor. In June 2014, he was selected as the Deputy
Director of NASOC–Corpus Christi and has served as Director
NASOC-SV since March 2017.
Director Meridith is a command pilot with more than 3,800
hours in a variety of aircraft including the MQ-9 UAS. He
holds fixed and rotary-wing commercial certificates and a flight
engineer turbojet rating
Security & Border had the chance to speak with Troy Meridith,
Director, NASOC-San Angelo, USCBP, regarding efforts to provide
enhanced intelligence, surveillance, and reconnaissance (ISR) capability
to expand situational awareness reach for U.S. border assets to better
protect infrastructure.
S&B: Provide some overview as to your area of responsibility (AOR) and
the responsibilities that come with that AOR.
Meridith: National Air Security Operations Center-San Angelo
(NASOC-SA), U.S. Customs and Border Protection (CBP), area of
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Mr. Troy Meridith
Director
National Air Security Operations Center-San Angelo
U.S. Customs and Border Protection
responsibility includes the U.S.-Mexico border from Brownsville to El
Paso, TX, and the Gulf of Mexico maritime approaches. Our primary
missions are to provide strategic, high-altitude border surveillance
and enhance federal, state, local, and tribal land and maritime domain
awareness. We accomplish this mission through the dedicated efforts of
a team of 34 federal and contract support personnel and the employment
of the MQ-9 Predator B UAS (land domain awareness missions) and
the MQ-9 Guardian UAS (maritime domain awareness missions). We
also support disaster response, search and rescue, law enforcement
investigation, and National Security Special Event missions.
In October 2018, NASOC-SA transitioned from a UAS deployment
site to a permanent location. I couldn’t be prouder of the NASOC-SA staff
and the amazing work they’ve accomplished in a very short time. These
aviation and aviation support professionals have been drawn to the
uniqueness which comes with operating UAS technology and a desire to
be an integral part of U.S. Customs and Border Protection’s (CBP) border
security mission.
S&B: In looking at UAS application to present, what are some critical
target areas that unmanned assets have/and continue to work in helping
CBP gain any advantages possible?

www.tacticaldefensemedia.com

CBP AIR AND MARINE LEVERAGING ASSETS FOR TARGETED EFFECT
Meridith: First, I want to point out that the term “unmanned” aircraft
system is a misconception. A typical NASOC-SA UAS mission is
staffed with multiple crew members, radar operators, command staff
and maintenance personnel. UAS missions flown from NASOC-SA
normally last from 13 to 18 hours, but can extend longer if necessary.
Support for these missions is staff intensive and requires multiple
crew rotations.
NASOC-SA’s UAS crews detect, locate and monitor border activity
overland and on the water. With our high-altitude surveillance
platforms we collect and pass surveillance information, primarily
suspected illegal border activity, to tactical commanders who are then
able to deploy aircraft, vessels and ground forces to investigate and, if
necessary, interdict illicit activity.
An example of a critical CBP focus area is the South Texas’
Rio Grande Valley; one of the highest volume human and narcotics
smuggling corridors in Texas. NASOC-SA routinely assigns MQ-9
Predator B UAS to patrol the region and to provide tactical commanders
with the strategic domain awareness they need to effectively shift their
air and ground assets to most efficiently meet the border security
threat.
AMO does not only operate the UAS for border security functions.
We also coordinate with other Federal agencies to conduct damage
assessments during natural disasters, and conduct surveillance during
law enforcement activities in coordination with other federal, state,
local and tribal entities.
S&B: In terms of Land Domain Awareness, what are some CBP focus
objectives seeing achievement and needing work?
Meridith: One of our most successful recent advancements in land
domain awareness is the use of the MQ-9 outfitted with the Vehicle
Dismount Exploitation Radar (VADER). We deploy these assets on long
range, high endurance land border surveillance missions to provide our
ground and aviation partners with single and multiple-target detection.
VADER operators detect, track, and communicate location of persons
and vehicles suspected of engaging in illegal activity to responding air
and ground forces.
S&B: From a maritime perspective, what type of threat awareness do
you see as critical to current day national security?
Meridith: Monitoring maritime security threats approaching from the
Gulf of Mexico presents NASOC-SA with a unique set of challenges
primarily due to the expanse of the gulf waters and misperceived open
corridor for illegal entry into the United States. To meet these border
security threats and achieve maritime domain awareness, we utilize
the MQ-9 Guardian UAS equipped with the SeaVue maritime radar. Our
crews provide CBP’s maritime partners with a strategic look at the Gulf
and a focus on suspected illegal activity at sea. To further close the
maritime approaches to illicit activity and illegal fishing, NASOC-SA,
exchanges maritime domain awareness information with the U.S.
Coast Guard and other regional intelligence sources through the Corpus
Christi Regional Coordinating Mechanism (ReCOM). The ReCOM is a
diversified group of federal, state, and local law enforcement agencies
who meet to increase air and maritime asset coordination. Given the
expanse of the Gulf of Mexico, this partnership affords NASOC-SA
Guardian crews better opportunities to patrol in the right place at the
right time.
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MQ-9 UAS VaDER and Guardian aircraft standing by for their respective land and marine
domain awareness missions. (USCBP)

S&B: As joint training and partnering seem indispensable to achieving
current day readiness levels, talk about any program efforts that CBP is
undertaking to maximize personnel preparedness through capabilities
availability.
Meridith: Joint training and partnering is a key NASOC-SA line of effort
in advancement of land and maritime readiness, preparedness and
effectiveness. To advance this effort, CBP Air and Marine Operations
(AMO) National Air Security Operations (NASO) created the UAS program’s
Joint Program Office (JPO) in partnership with the U.S. Coast Guard
(USCG). The JPO is located at NASOC-SA and is designed to maximize
UAS capability by enlisting crew members and subject matter experts
from multiple Department of Homeland Security and CBP components.
Members attached to the JPO come from agencies such as USCG,
U.S. Border Patrol (USBP), and AMO’s part-time UAS qualified crew
members and bring their unique expertise in land and/or maritime domain
awareness law enforcement thereby enhancing UAS border security
capability. For example, USCG crew members bring their experience in
maritime search and rescue, contraband interdiction and countering
of illegal fishing to our maritime domain awareness mission and USBP
personnel bring their knowledge of the land border and land security
issues to our land domain awareness missions. All JPO staff are trained
as either pilots, sensor operators or radar operators under NASO’s MQ-9
UAS training program in Grand Forks, ND. A typical NASOC-SA crew
can be comprised of members from multiple JPO components who
fly and operate together gaining experience in tactics, techniques and
procedures from different perspectives.
S&B: Feel free to speak to any other goals or challenges not already
mentioned.
Meridith: UAS technology is relatively new and can be challenging as
changes take place with the same regularity as smartphone upgrades.
Rapid-fire technological changes can, if not properly managed,
interfere with the safety of law enforcement aviation operations.
A primary objective as we build our UAS community is promoting
a positive aviation safety culture. I am committed to applying safe
aviation methodology to sound land and maritime law enforcement
tactics, techniques and procedures to effectively and safely ensure
national border security objectives.
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CBP AIR AND MARINE LEVERAGING ASSETS FOR TARGETED EFFECT

TARGETING THREAT WITH
MULTI-LEVEL CAPABILITY
Jose Muriente is the Director of Air and Marine Operations,
National Air Security Operations Center – Sierra Vista
(NASOC-SV), Air and Marine Operations (AMO), U.S. Customs
and Border Protection. AMO is a federal law enforcement
organization dedicated to serving and protecting the American
people through advanced aeronautical and maritime capabilities.
With approximately 1,800 federal agents and mission support
personnel, 240 aircraft, and 300 marine vessels operating
throughout the United States, Puerto Rico, and U.S. Virgin Islands,
AMO conducts its mission in the air and maritime environments
at and beyond the border, and within the nation’s interior.
As Director for NASOC–SV, he oversees all unmanned aircraft
systems (UAS) operations along the southwest border covering
more than 1,000 nautical miles from El Paso, Texas, to San Diego,
California. Director Muriente is also leading the integration of
light enforcement helicopters at NASOC–SV, as well as the
expansion of UAS operations at the Tucson Air Branch.
Director Muriente has more than 31 years of combined
military and federal law enforcement experience. He started his
career with the U.S. Customs Service as a Detection Systems
Specialist in 1999 at the Caribbean Air and Marine Operations
Center in Puerto Rico. From 2000 to 2008, he served as a P-3
Detection Enforcement Officer in Jacksonville, Florida, where he
conducted domestic and international air and marine interdiction
operations.
In 2008, Director Muriente transferred to the Jacksonville
Air and Marine Branch as an Aviation Enforcement Agent
where he managed the Communications Security, and tactical
communication programs. He was promoted to Operations
Officer in 2011 and helped to stand up the National Air Security
Operations Center – Cocoa Beach. This was AMO’s first center
to implement UAS maritime patrol operations in domestic and
international environments. In 2014, he transferred to NASOC-SV
where he managed UAS operations and streamlined Vehicle
and Dismount Exploitation Radar operations. He was promoted
to Supervisory Aviation Enforcement Agent in March 2016 and
Deputy Director in 2018.
Director Muriente served in the U.S. Air Force Air National
Guard from 1990 to 2002 specializing in National Air Defense
operations and counterdrug programs in Central and South
America and the Caribbean.
Security & Border spoke recently with Jose Muriente, Director,
NASOC- Sierra Vista, USCBP, regarding the integration of unmanned air
system (UAV) assets at border points in freeing up manpower for critical
law enforcement execution.
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Jose Muriente
Director
National Air Security Operations Center-Sierra Vista
U.S. Customs and Border Protection
S&B: Provide some overview as to your area of responsibility (AOR)
and the responsibilities that come with that AOR.
Muriente: National Air Security Operations Center – Sierra Vista
(NASOC-SV) area of responsibility includes El Paso, TX, New Mexico,
Arizona and California including its coastal waters covering over
1,000 miles of the international border. We are part of a multilayered comprehensive border security solution that integrates our
technologically advanced airborne sensors with CBP field intelligence
groups, ground sensors, and ground agents resulting in safe and
effective law enforcement operations. In addition to our ground
interdiction operations, we collaborate with other federal, state, local,
and tribal partners during contingency operations, National Special
Security Events and investigations.
S&B: From a cooperative standpoint, can you talk about the evolution
of CBP strategy in integrating ground and air assets for maximizing
border surveillance?
Muriente: CBP is continuously taking steps to not only integrate
CBP air and ground assets to maximize border surveillance, but also
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the integration of those capabilities provided by our federal, state and
local law enforcement partners. As an example, during early program
inception, the UAS operated relatively autonomously along a limited
portion of the southwest border. Today, the UAS is fully integrated with
other law enforcement ground and air assets. Integration for the UAS
is multi-layered and spans from strategic employment, using Synthetic
Aperture Radar for change detection, to tactical employment of day and
night optical/IR sensors. In addition, we capture, record, and disseminate
full motion video and radar data to CBP Office of Intelligence Joint
PED Operations Center – West (JPOC-W), Joint Task Force West
(JTF) – Arizona, and to deployed ground forces on the frontline
of our nation’s borders. The JPOC-W provides real-time support to
intelligence and law enforcement operations, by ingesting, processing,
and exploiting CBP Intelligence, Surveillance, and Reconnaissance (ISR)
data to create operational, tactical, and strategic products and facilitate
the dissemination of actionable and time-critical intelligence products/
information to the customer. JTF-W Arizona is comprised of federal,
state and local law enforcement entities leveraging intelligence and
targeting methodologies to determine priority threats presenting the
greatest risks to border security.
S&B: On the humanitarian front, what kinds of challenges are you
seeing as most important for CBP to address in preparing for the next
disaster?
Muriente: As border activity increases, our biggest challenge is to
continue maximizing our efficiencies with existing assets and personnel
to sustain border enforcement operations while simultaneously
responding to diverse humanitarian needs. Our humanitarian efforts
include immediate responses to natural disasters and man-made
crises, domestically and often internationally. Most recently, the
increased migrant flow from Central America through Mexico has
heightened our operational posture, sustainment of our assets, and the
need to optimize our processes and refine our tactics and procedures.

A Predator unmanned aircraft system (UAS) and light enforcement helicopter (LEH) returning
from patrol. (USCBP)

Muriente: Our MQ-9 Predator B UAS, to include the ground control
stations and aircraft, are continuously upgraded with the latest
technology to bring unique capabilities to law enforcement aviation.
Future upgrades will include expanded remote operations with the
use of remote taxi and automatic takeoff and landing systems. In
addition, we are establishing a Mission Control Element (MCE) at CBP
AMO Tucson Air Branch located at Davis-Monthan Air Force Base in
Tucson. This expansion will increase our UAS flight operations tempo
and flexibility. Furthermore, this fiscal year, we added AS-350 ASTAR
helicopters to our local operations. This complement of rotary and
UAS aircraft will expand our pilots’ opportunities, experience and
career diversity while also increasing our organizational flexibility and
local capability leading to a more optimized workforce focused on the
homeland security mission.
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ARNORTH COMMS PRIORITIZATION AND COORDINATION

AT THE SPEED OF NEED

As the theater Army for U.S. Northern Command (USNORTHCOM), U.S. Army North (ARNORTH)
protects the nation and its approaches through three primary mission sets: homeland defense,
defense support of civil authorities, and security cooperation with Canada and Mexico.
By Luis Caban, Deputy Chief Information Officer, U.S. Army North

Airmen with the 502nd Logistics Readiness Squadron load the Sentinel, a communication and command vehicle, on a C-17 Globemaster III cargo plane in preparation for Task Force-51's
support to exercise Vigilant Guard - Ohio at Kelly Field, San Antonio, TX, August 2019. VG - Ohio was held by U.S. Northern Command and the National Guard Bureau to test the state's
emergency response capabilities with a simulated attack. The Sentinel was also used in response to Hurricane Maria to support 160 Joint users with voice, data, and video services.
(Photo by SGT Andrew Valles, U.S. Army North)

ARNORTH works closely with the Federal Emergency
Management Agency (FEMA) to support requests for
federal military assets such as trucks, helicopters, and
medical support. Timely communication, efficient sharing
of information, and interoperability are crucial parts of
a response. Communication is key to ARNORTH’s ability
to successfully command and control military response
forces and tie in with other responding federal, state, and
local agencies.
Right Data, Right Person, Right Time
Luis Caban
ARNORTH’s Communication Systems Directorate (G6)
is
the
information technology department charged with
Disaster responses like Maria are one of the many
ensuring communication remains ready, reliable, and interoperable
reasons why anticipating communication and information sharing
with interagency National Response Framework (NRF) partners
requirements is a critical component of U.S. Army North (ARNORTH)
throughout the JFLCC area of operations. Success hinges on Army
and its ability to protect the United States and its interests. Although
North’s ability to get the right information to the right person at the
Homeland Defense is ARNORTH’s top priority, its most visible mission
right time within its command and control structure. During disaster
is Defense Support of Civil Authorities (DSCA). If called upon, Army
relief efforts, Army North must operate in a complex, rapidly changing
North oversees all Title 10 military land forces as the Joint Forces
operational environment that affects Department of Defense (DoD)
Land Component Command (JFLCC). During a hurricane response,
When Hurricane Maria slammed into Puerto Rico
on September 20, 2017, few could have anticipated the
destruction to key infrastructure, including power and
communication systems that would unfold. The immediate
need to communicate and share knowledge following
Maria was vital to coordinating and prioritizing incoming
forces and resources needed to save lives.
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response requirements to assist civil authorities and interagency
partners. As a disaster evolves, requirements also evolve to meet
demands and manage incoming forces from multiple governmental
and military partners all operating with different information systems.
Technology and clearly articulated requirements are key to proper
allocation of resources.

Communication Platform Evolution
As ARNORTH was being stood up in 2005 into 2006, the G6 team
worked to meet those communication needs and procured mobile
communication platforms. The goal was to enable mission success
through acquisition of mobile and agile systems capable of quickly
delivering data and voice services on demand, anytime and anywhere
in U.S. Northern Command’s (USNORTHCOM) Area of Responsibility
(AOR). Critical components were interoperability, information sharing,
and collaboration support requiring a whole of government approach
based off existing Army and Joint doctrine and the extension of Army
North’s portion of the Department of Defense Information Network
(DODIN). Network engineers and technology experts worked closely
with a commercial vendor to develop mobile communication platforms
to ensure the platforms could communicate with the Department of
Homeland Security (DHS) and the U.S. Army National Guard.
In addition, the command created a tactical communication
architecture that addressed the communication requirements of its

The U.S. Army North Super Sentinel emergency response vehicle was coined the Super
Sentinel as it uses commercial Satellite Communications (SATCOM) to deliver Internet,
multiple router networks, commercial voice, video and data services for deployed critical
Army North staff supporting Defense Support of Civil Authorities (DSCA) in response to
complex catastrophic events requiring federal military support.
(Photo by Randy Mitchell, U.S. Army North)

Main Command Post (MCP), Contingency Command Post (CCP), and
ten Defense Coordinating Elements (DCE). The DCEs are co-located with
FEMA in their 10 regional offices to continually plan, synchronize, and
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train with FEMA and other state, county, and city emergency response
authorities. As a result, the MCP uses a satellite-equipped vehicle that
has internal workspace for the response-critical ARNORTH staff. This
vehicle was coined the Super Sentinel as it uses commercial Satellite
Communications (SATCOM) to deliver Internet, multiple router networks,
commercial voice, video and data services for multiple users. The CCP
uses another platform called the Sentinel. This vehicle is similar to the
Super Sentinel, but includes its own tactical network infrastructure
to ensure its delivery of services is available to the CCP. This allows
personnel to continue to work internally as a staff if communication
links are lost due to unexpected outages or environmental factors. The
Sentinel was used in response to Hurricane Maria to support 160 Joint
users with voice, data, and video services. The Sentinel also has the
ability to extend all communication services from the vehicle to other
facilities as needed.
ARNORTH also uses an Emergency Response Vehicle (ERV) for each
DCE. This Suburban-based communication platform allows the DCEs to
quickly deploy within their region, arrive at a designated location set by
the lead federal agency, establish a tactical operations center, and be able
to communicate in less than 20 minutes. The ERV is comparable to the
Super Sentinel in that it can support up to a number of users with data,
voice, and video services within a compact work space. The platform has
evolved over time and has been effectively life cycled to keep up with
ever-changing technologies. Presently this vehicle leverages its own
satellite transport, existing terrestrial commercial infrastructure, and
cellular capacity in order to load balance the demand on different types
of reach back capabilities. It can run internal communication equipment
with its own generator or shore power where available. All vehicles are
equipped with radio bridging capabilities to communicate with first
responders on various frequencies.

Trends and the Future
ARNORTH understands it must keep up with trending and
developing capabilities and technologies. Recognizing the value of
maintaining robust broadband capabilities, the command continues
to research ways to integrate mobile communication modernization
efforts into its platforms. While sustaining Northern Command’s
environmental framework that supports interoperability with DHS and
the National Guard, Army North envisions leveraging public sector
priority services, utilizing existing cellular 4G LTE capacity, and the
next generation of cellular service, 5G. Lessons learned from past
contingencies have helped develop dismounted transport capabilities
to support split-based operations and allow ARNORTH the flexibility
and agility to provide scalable communication services from small
initial entry teams to Joint Task Force elements. Another leading trend
is the ability to leverage a National Security Agency (NSA) developed a
platform which provides DoD a flexible wireless capability that can be
utilized by our mission partners while ensuring complete separation of
multiple networks.
During Hurricane Maria, the immediate need for more than 17,000
DoD response forces to communicate and share information with
their civil authority mission partners proved to be a crucial part of
synchronizing and prioritizing disaster response operations. It also
provided leaders with the information needed to identify, prioritize,
and place capabilities where military forces would be most effective
to save lives. To remain current and value-added within a whole of
government approach, ARNORTH will remain disciplined in consistently
implementing the full spectrum of communication tactics, techniques,
and procedures while continuing to lean forward in obtaining secure,
agile, and modular technologies that are scalable to deliver immediate
communication capabilities. n
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INDUSTRY PARTNER
CLEAR COMMUNICATION AND SCALABLE ESCALATION OF FORCE
By Richard Danforth, Chief Executive Officer, LRAD Corporation

Today’s military forces are required to support
the full spectrum of missions - from combat
and counterinsurgency to disaster response and
humanitarian assistance. Acoustic Hailing Devices
(AHDs) were innovated by LRAD Corporation in
response to the deadly October 2000 attack on the
USS Cole. While equipped with an arsenal of lethal
force, the Sailors on the U.S. destroyer had no way
to determine the intent of the suicide mission bent
on destroying it until it was too late. AHDs broadcast
audible warning tones and voice messages with
exceptional clarity from close range out to
Richard
5,500 meters to communicate, unequivocally
determine intent and safely initiate and scale
escalation of force (EOF).
AHD applications have expanded from maritime force protection to
becoming an essential intermediate force capability for the U.S. Military.
As part of the military’s intermediate force capabilities portfolio, AHDs
are being increasingly fielded in response to gray zone challenges in
theaters of operation.

under the Army’s $110 million AHD program, will
provide intermediate force capabilities to active
duty, Reserve and National Guard units.
Low profile, lightweight and designed for
temporary or fixed mounting on tripods, vehicles,
small vessels and Common Remotely Operated
Weapon Stations (CROWS), the LRAD 450XL
is rugged, reliable and easy to operate. LRAD’s
advanced driver and waveguide technology ensures
voice and warning tone broadcasts cut through
background noise and are clearly heard and
understood. By maintaining a smooth frequency
Danforth
response, LRAD eliminates the audio variability
inherent in bullhorns and other voice broadcast
systems by preventing fading and producing clear, unambiguous
communication across all broadcast frequencies.

Filling the Gray Zone Warfare Capabilities Gap
U.S. military forces must have more than the binary choice of standing
down or using lethal weapons to ‘fire warning shots across the bow’.
Without intermediate force capabilities, U.S. Army and U.S. Marine Corps
warfighters are limited by the tools they have and may either not respond
to aggression or overreact with lethal force and escalate a situation.
As part of a communication and layered EOF strategy, AHDs give
military personnel more time and distance to distinguish between security
threats and non-combatants and scale EOF accordingly before using lethal
force. As an essential component in all EOF protocols, AHDs have proven
highly effective for many applications including:
•
•
•
•
•
•
•
•
•
•
•
•
•

Communicating to groups or individuals in their native language
Determining intent
Crowd communication and control
Establishing large standoff zones
Perimeter control /Area denial
Checkpoint security
Convoy protection & vehicle-to-crowd communications
PSYOPS
Diversionary tactics
Dismounted operations
SAR operations
Air-to-ground and ship-to-ship/ship-to-shore communications
Humanitarian assistance & Disaster response

U.S. Army’s AHD of Choice
Since its first AHD deployments in Iraq, the Army has steadily
increased the use of LRAD systems for communication and scalable
EOF. In August, the Army awarded LRAD Corporation $20 million
in LRAD 450XL AHD and accessories orders. The orders issued
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LRAD 450XL CROWS integration

U.S. Marine Corps – AHDs Proposed
for New Amphibious Combat Vehicles
CROWS systems on the Marine Corps’ in-construction Amphibious
Combat Vehicles (ACVs) could include AHDs for communication
and scalable EOF. Marines will deploy around the world with ACVs,
using them for training and for humanitarian assistance and disaster
relief missions. Following major disasters or in the midst of civil
unrest, AHDs have proven invaluable for communicating notifications,
instructions and information.
The National Guard used AHDs for helicopter mounted air-to
ground communications to those stranded on rooftops after Hurricane
Katrina. The Army deployed AHDs to direct ships in and out of Port
international de Port-au-Prince after the devastating 2010 earthquake,
and the Colorado National Guard used helicopter mounted AHDs to
broadcast evacuation notifications during the 2013 floods.

Saving Lives
AHDs enable military forces to quickly make accurate life and death
decisions by using communication and scalable EOF to determine
intent, resolve uncertain situations and save lives.
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MEMA PROMOTING WHOLE COMMUNITY EMERGENCY PREPAREDNESS

SHAPING STATE
RESILIENCE FOR
LONG-TERM PROSPERITY
Russell J. Strickland was appointed as the Executive Director
of the Maryland Emergency Management Agency by Governor Larry
Hogan in July 2015. In this role, Mr. Strickland leads an agency that
has the primary responsibility and authority for disaster risk reduction
and consequence management for the state of Maryland. This
includes serving as a direct advisor to the Governor during disasters
and coordinating support for local governments as requested. The
agency focuses on solving complex problems, resource management
and situational analysis. Directly prior to his appointment, Mr.
Strickland worked as a Senior Law & Policy Analyst at the University
of Maryland Center for Health and Homeland Security (CHHS), where
he led CHHS’ work with the United States Department of State
Anti-Terrorism Assistance Program and developed strategy for the
Montgomery County (Md.) Fire Department to meet compliance with
the National Incident Management System (NIMS).
CST/CBRNE had the opportunity to speak with Russ Strickland, Director,
Maryland Emergency Management Agency (MEMA), regarding current initiatives the agency is targeting at national, state, and local levels.
CST & CBRNE: Provide some brief background on MEMA and its evolution
to the present.
Mr. Strickland: If you were to look at the field of emergency management
and what it encompassed only 20 years ago, and you compare it to
emergency management today, you would see some resemblances in
the theme, surely. But the field has grown rapidly and has expanded to
include novel technologies, public-private partnerships, predictive analytics,
sophisticated marketing and communications, international collaborative
partnerships, and a cadre of multifaceted, interdisciplinary professionals
who care and bring diverse solutions to emergency management problems.
When you look at MEMA, we are a markedly different agency than we
were 10 years ago, and are different than we were even 5 years ago. That
evolution has been part keeping up with a transforming world and emerging
threats impacting the state of Maryland , but also, and for the most part, it
has been a purposeful and strategic evolution. MEMA is an influencer at the
local, state, and national level, and we hope to influence and inspire many
in our community and beyond. After all, whole-community preparedness
involves everyone, and the public’s participation is key.
CST & CBRNE: From a current emergency response focus, what are some
MEMA priorities for maintaining high-level preparedness?
Mr. Strickland: Enhancing situational awareness throughout the state of
threats and hazards and incidents is a priority. With this in mind MEMA
strives to maintain full capacity in the State’s 24/7 watch center (The
Maryland Joint Operations Center) as well as to ensure stakeholders have
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Mr. Russell Strickland
Director
Maryland Emergency Management Agency (MEMA)
the information needed to make sound operational decisions. This will
enhance the State’s overall preparedness.
Preparedness also requires an investment in emergency management
stakeholders. MEMA’s priorities include preparing stakeholders to operate
in a variety of capacities in the State Emergency Management System
including MEMA staff and allied partners. MEMA is also working with state
agency partners to build capacity for functional areas that support statewide operations.
In addition to investing in people, MEMA is focused on enhancing
the State’s resource management capability. From enhancing logistics to
resource identification and mapping, MEMA is committed to improving the
speed of service delivery during disasters. Today’s modern disasters require
modern solutions that reduce the overall suffering of disaster survivors.
CST & CBRNE: With the high likelihood of multi-state and jurisdictional
emergency response, how is MEMA working to address Joint cooperation
challenges?
Mr. Strickland: Maryland coordinates regularly with neighboring states
given the compressed geography of the Mid-Atlantic. The relationships
and routine collaboration that occurs during these routine incidents
build capacity and capability for major incidents. The Mid-Atlantic is
subject to the impacts of hurricanes, snowstorms, and other regional
impacts, thus, it is likely that the entire region can be impacted. In these
circumstances, it is possible that resources might be limited and states
will need to share resources. MEMA routinely engages with regional
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partners through a variety of preparedness activities including planning,
training, and exercises.

CST & CBRNE: In terms of humanitarian response situations both at home
and abroad, how is MEMA prepared to respond when and where needed?

CST & CBRNE: With MD’s proximity to the nation’s capital, what is MEMA
doing to addressing multi-jurisdictional challenges?

Mr. Strickland: MEMA coordinates the activities of several partner
organizations and agencies in humanitarian response efforts, such as the
Maryland Department of Human Services, the Maryland Department of
Health, the Governor’s Office of Community Initiatives, and the Maryland
Voluntary Organizations Active in Disaster (MD VOAD). Through these
partnerships, MEMA provides resources, both material and human, when
incidents occur anywhere within the state. Examples of the services we
coordinate include sheltering, mass feeding, distribution of cleaning kits and
other supplies, and access to state and federal individual assistance assets.

Mr. Strickland: The National Capital Region (NCR) is a geographically,
politically, and culturally diverse landscape consisting of local units of
government within the state of Maryland , the District of Columbia, and the
Commonwealth of Virginia. MEMA has been, and continues to be, a vital
stakeholder and leader within regional governance structures and forums
by developing and advocating for critical homeland security, emergency
management, and public safety projects and programs.
Within the NCR, MEMA partners closely with other State level emergency management agencies to share information and best practices in
matters of policy and operational support to local jurisdictions. Within the
Maryland NCR subregion, MEMA works very closely with Montgomery and
Prince George’s counties and embedded non-governmental partners to
ensure we are providing an optimal level of support to Maryland communities. MEMA is constantly partnering with Maryland State executive organizations such as the Governor’s Office of Homeland Security, Maryland State
Police, Maryland Transit Authority, and Maryland Department of Disabilities
to create holistic emergency management, homeland security, and public
safety solutions that are scalable and adaptable for use across the state of
Maryland , the larger NCR, and our rapidly changing world.
In an era of globalization, success is contingent upon cross-discipline,
intergovernmental, and cross-sector collaboration and communication.
MEMA is very fortunate to live and work in a microcosm of this reality right
here in our backyard. The NCR presents a very challenging and demanding
environment but is also an opportunity to create cutting-edge solutions and
push the limits of our discipline to the benefit of our entire nation. As such,
I can proudly say MEMA is among the national leaders in emergency management; in turn, Maryland citizens can remain confident that MEMA will
continue to shape a resilient Maryland where communities thrive!
CST & CBRNE: What has MEMA done/is doing to aid in the recovery efforts
of local jurisdictions and neighboring states?
Mr. Strickland: Maryland was spared most of Dorian’s fury and saw only
minimal damage. However, MEMA always remains vigilant and available
to coordinate recovery resources for disasters of all types. MEMA has a
robust resource management section that coordinates resource requests
and deployments through the national Emergency Management Assistance
Compact (EMAC), an agreement among state emergency management
agencies which allows the sharing of resources from one state to another,
and the Maryland EMAC.
Many resources can also be deployed in response to requests from
assistance nationally through arrangements such as the EMAC. Generally,
the resources made available through EMAC are highly trained and skilled
personnel who can coordinate the engagement of local resources in humanitarian response activities. We have fulfilled multiple requests from local
jurisdictions as well as neighboring states in the past. If we have it or can get
it, and another state is asking for help, we want and will help.
As it relates to Maryland, we also lead the Non-Governmental Services
State Coordinating Function, which works to connect volunteer and private
sector (i.e. business) recovery resources with communities in need. Our
Individual Assistance, Public Assistance, and Hazard Mitigation programs
are also available to leverage funding for recovery in communities that have
been impacted by a Presidentially-declared disaster.
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CST & CBRNE: Feel free to speak to other to challenges or goals going
forward.
Mr. Strickland: Overall, our goals for Maryland include:
• Improve MEMA’s organizational efficiency and efficacy through
planning, training, and exercising; staff development; and tracking
agency goals and objectives while transforming our stakeholders’
perceptions of emergency management.
• Build a culture of preparedness in Maryland. This includes outreach
efforts and personal preparedness, but also community resilience
through programs, policy, and projects.
• Prioritize disaster risk reduction. Expand and broaden MEMA’s
hazard mitigation program to include areas outside of traditional
emergency management. Further incorporate the private sector and
non-governmental services into our preparedness, response, and
recovery mission areas.
In terms of challenges, there are two things that keep me up at night.
One is turnover. The nature of this profession is such that turnover is high.
That, unfortunately, slows down our pace and carries a real cost. Our team
goes well beyond the call of duty to cover operations during the period of
replacing and training a new employee, but it is one of those things that you
have to address in order to move the Agency forward. We work strategically
to create a better workplace for everyone. We know this can be a high-stress
work environment, so we try to maximize being kind and having a good time
during those less stressful days. We also work very hard to create a purposedriven career here at MEMA. We know that what each MEMA team member
does matters and we believe we are a family. #CareersThatMatter is our
hashtag and recruiting campaign’s name. We take it seriously.
The second thing that keeps me up at night is mitigation. Mitigation
is the center of the universe. The problem is that there are way too many
things we have to do in mitigation in order to get us to the improved whole
community resilience state where we need to be. There are things to do
from the public sector, including identifying gaps in mitigation projects,
creating these projects, and funding them. And there is also what each
individual can do. And that, right there, is where we probably have the
largest roadblock to overcome. It is not only a cultural change that needs
to happen to make preparedness and mitigation a priority, but it is the
financial impact that is the harder-to-move object. With 40% of us not
being able to deal with an unforeseen $400 emergency by either paying
cash or credit, or covering it from our savings, something has to be done
to deal with the reality of this profound problem. Imagine then, even with
mitigation tactics, like purchasing flood insurance, there is a large portion
of the population who could not cover their $400 or above deductible.
Thus, tackling this gap head-on is crucial if we aim to be truly resilient.
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INTERNATIONAL SPOTLIGHT MOBILITY IN NATO OPERATIONS

NEXT-GENERATION GROUND SECURITY

The ability of a ground force to maneuver has always been critical to determining success
or defeat on the battlefield. On the future battlefield, this maneuver will remain essential with
predictive intelligence central to mission completion.
By Dr. David Gorsich, Dr. Richard Gerth CCDC GVSC, Scott Bradley, MI Tech Univ, and Michael Letherwood, Alion S&T

U.S. Army Paratroopers of 1st Battalion, 503rd Parachute Infantry Regiment (Airborne) drive in the Army Ground Mobility Vehicle, the newest vehicle edition to the 173rd Infantry Brigade Combat
Team (Airborne), in order to prepare for sling load operations during exercise Immediate Response 19 at Udbina Air Base, Croatia. Exercise Immediate Response is a multinational exercise co-led
by Croatian Armed Forces, Slovenian Armed Forces and U.S. Army Europe. The logistics-focused exercise is designed to test and improve the ability to move forces and equipment rapidly from
one location to another. The exercise will improve readiness and interoperability among participating allied and partner nations. (U.S. Army Europe)

Engineers at the U.S. Army’s Combat Capabilities
“At present, mobility models are not terribly precise,
Development Command (CCDC) Ground Vehicle Systems
as mobility depends on a large number of interdependent
Center (GVSC) have been involved in work to predict
variables, like soil characteristics, moisture, temperature,
vehicle mobility since the 1950s. GVSC and engineers from
vehicle characteristics, and so forth. The convergence of
the Engineering, Research and Development Center (ERDC)
better ability to measure the key parameters either directly
developed a mobility model back in the early 1970s for the
or remotely coupled with the increase in computational
Army that was later updated by the North Atlantic Treaty
power and advanced vehicle design is bringing the promise
Organization (NATO) and used across all countries to
of more accurate terrain and mobility models. Imagine a
evaluate mobility systems. The NATO Reference Mobility
battlespace where we could accurately advise our forces
Dr. David Gorsich
Model (NRMM) is a simulation tool aimed at predicting
where it is possible and not possible to maneuver, while
the capability of a vehicle to move over specified terrains.
the adversary does not have such an advantage. While the
Although NRMM has proven to be of great practical utility to the NATO
efforts described in this article will not deliver an operational model,
forces, it exhibits several inherent limitations when compared to
it will provide insight into future terrain mobility models. Being able
modern modeling tools and GVSC is now working on a new version of
to shape the battlefield to give your forces the greatest maneuver
the model called the Next-Generation NATO Reference Mobility Model
advantage would have the potential to provide a very large advantage
(NG-NRMM).
in a ground fight—perhaps as significant as the ability to accurately
“The current model is outdated, it’s old, it’s still useful but current
predict the performance of things like thermal imaging devices. The
systems are different nowadays” according to GVSC’s Chief Scientist
United States used the ability to forecast sensor performance in the
Dr. David Gorsich. “Our vehicles have stability control systems, tire
First Gulf War’s Battle of 73 Easting, where U.S. forces defeated Iraqi
pressure systems, and all those systems make a difference in your
forces by a score of over 340 Iraqi main battle tanks and armored
mobility off-road, and we really do need to update NATO standards to
vehicles lost to 1 lost by the U.S.”, remarked Mr. Alan Shaffer, former
be able to predict those types of things. Also, computers in simulations
Director, NATO STO Collaboration Support Office.
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Figure 1. Hardware and graphic imagery of a high mobility demonstrator vehicle.

Figure 2. Example of simulations models.

have come a long way since the 70s. We’re talking about simple
and complex terra mechanics where we’re really trying to model the
physics of the soil and the interaction of vehicle and soil. There’s a
lot that can be done if we understand the variability in the soil and
the terrain when predicting mobility.”
GVSC’s former Director, Dr. Paul Rogers, emphasized, “Technology
doesn’t stand still. So the NATO reference mobility model we’ve used
for several decades has been a very important and successful tool.
But vehicle technologies are now advancing and we’re dealing with
smaller vehicles as we learn to look at autonomous vehicles. So the
empirically-based models that we have been using are not quite as
accurate as they need to be. This effort has been to improve the
models so that they’re relevant for that next generation of vehicles.”

analysis (Figure 2), compare model results to live test results (Figure
3), and finally to conduct the CDT demonstration event (Figure 4).

Cooperative Focus for Holistic Capability
To address the problem, a NATO Research Task Group (RTG),
which consisted of 70 members from 15 nations, was formed
to develop a Next-Generation NATO Reference Mobility Model.
In September 2018, a 3-day NATO Cooperative Demonstration
of Technology (CDT) event took place at the Michigan Technical
University / Keweenaw Research Center (MTU/KRC) in northern
Michigan to showcase the committee’s work and the key differences
between legacy and next-generation mobility prediction software.
The objective of the CDT was to demonstrate the most advanced
capabilities in ground vehicle modeling and simulation, with a
particular focus on mobility over soft and marginal terrains, typical
of ground combat operations. On the battlefield, mobility is the
key to survivability and it’s crucial for commanders to know which
vehicle to deploy on what terrain. Commanders need to have the
ability to assess their own and opposing vehicle mobility in the area
of operations, which will increase confidence in mission planning
and reduce the risk of mission failures due to compromised vehicles.
William Mayda, National Research Council of Canada, noted,
“Since Hannibal crossed the Alps with elephants, mobility is always
a challenge for vehicles, whether it’s getting stuck in 1917 in the
fields in France or in current day Afghanistan. When vehicles
become immobilized, troops are put at risk and then the mission is
jeopardized.”
The CDT included technical sessions, demonstrations of field
soil sampling in relevant soil types, vehicle mobility displays,
simulations using a high mobility platform on representative terrain
and soil, and extensive field testing. An off-road, high mobility
vehicle demonstrator, shown in Figure 1, was designated as the test
vehicle for the CDT and was ideal for NG-NRMM purposes as it had
considerable design and technical data available, as well as partially
validated models for dynamic and powertrain performance.
The CDT was divided into four phases: collect vehicle test data to
calibrate computer-based models, conduct a mobility simulation and
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Advancing Predictive Intelligence
“NATO in Europe ranges from Norway in the north to Romania
in the south which means we have the whole range of terrains
imaginable. In addition, we then have north America and stabilization
operations in very desert areas like Iraq or Afghanistan so when we
are able to predict what vehicle we need or which terrain our troops
have to fight, it gives us a big advantage over our enemy,” explained
Christoph Mueller, NATO’s Applied Vehicle Technology Executive
Officer. There are many different factors that affect mobility such as
the design of the vehicle, the many different types of soil parameters,
as well as moisture, vegetation, temperature and seasonality effects
and of course, the numerous types of terrains. Scott Bradley, MTU/
KRC Assoc. Dir. added, “Certain areas of the test course have been
reconstructed to represent various types of interesting terrains,
especially those that we might not have, such as desert terrain, rocky
terrain, and such. The whole point of doing the testing is collecting
real world data and bringing it back into the design area so that
we can manipulate the vehicle design and look at different design
changes that might affect or improve ground vehicle mobility. To do
that, we have to collect data on heavily instrumented vehicles using
accelerometers, wheel force sensors, GPS trackers, etc., in order to
create a large database which can be digested and reduced into a
usable, comprehensible data set that is useful to vehicle designers
looking for improvements.”
Commercial software vendors as well as other interested
developers were invited to participate in the committee’s activities
and, subsequently, in the CDT event to gauge their software’s
effectiveness and accuracy in modeling and simulating vehicles in
off-road and soft soil environments. The software developers were
tasked with modeling the vehicle using their respective M&S codes,
and GVSC with using the legacy NRMM as a baseline simulation
analysis for comparison purposes. The data received from the
vehicle and soil testing was passed onto the software companies for
use in their models to predict terrain traversability.
Dr. Ole Balling, Aarhus University, explained, “So what we’re trying
to do is create a common framework that people in the mobility
industry can use for predicting soft soil mobility. In particular, we are
leveraging new simulation technologies that are already mature on
hard surfaces and now taking that off road. The importance here is
being able to predict when a vehicle that might not have even been
designed yet, that’s still in the design process, and determining the
capabilities of this vehicle on the type of terrains and soils it will
experience off road. You don't want to have a vehicle where you don't
know what its' mobility performance is so we're trying to do this in an
accurate way using the latest simulation technologies.”
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Figure 3. Model comparisons to live test results.

Figure 4. NATO CDT vehicle/course demonstrations.

The NG-NRMM virtual demonstration was an “end-to-end software
demo” that demonstrated how NG-NRMM adopted new technologies,
modeling techniques, and computational tools to enable physicsbased simulation of any vehicle design, in complex environments and
scenarios. It described how an open and modular architecture was
used to weave together CDT technologies to include GIS data inputs,
terrain and soils data, the latest modeling and simulation technology,
terramechanics, mobility event studies, uncertainty quantification,
and mobility maps into an integrated set of tools and methodologies
for mobility prediction that allows for incorporation of new methods
as they become available.
To be clear, NG-NRMM will not be a specific computer code but
a set of NATO standards and benchmarks spelled out in a STANREC
(Standardization Recommendation) which is a NATO standardization
document defining processes, procedures, terms, and conditions
for common military technical procedures or equipment between
the member countries of the alliance. It’s a non-binding document
employed on a voluntary basis and does not require commitment of
the Nations to implement the standards listed therein.
“Ultimately this is the first step and we’re hoping to develop a
standard modeling approach that will allow NATO nations to use
various levels of multi body physics models at the procurement stage
and at the notional design stage of the vehicle, and operationally in
the field for the operational user at the end,” noted Mayda. These
investments will need to be focused in several directions such as
the generation of relevant soil and terrain datasets using remote
sensing, understanding how legacy datasets may be leveraged,
understanding, interpreting and correlating disparate data sources,
and finally, uncertainty quantification, which will require a better
understanding of both the probability distribution of key parameters,
and the sensitivity of soft soil mobility prediction results. Software
developers will need to demonstrate their capabilities while moving
towards NG-NRMM compliance. Soft soil simulation will also remain
a critical investment requirement and understanding the range of
soil types, and the effect of moisture (and other parameters, such
as vegetation) on the soil trafficability is vital to its success. Using
modern methods, such as NG-NRMM, will significantly improve the
ability to make more accurate mobility predictions and assessments
which holds the promise of reducing prediction errors by an order of
magnitude.
Dr. Gorsich further noted, “The NATO reference mobility model
is so important, from an acquisition perspective, when we buy
systems we need to understand how good they are from a mobility
perspective. But also in operation, we need to understand how well
a vehicle can go from point A to point B and can it carry out this
operation with this vehicle or a set of vehicles. There are maps for
the planet, right? So people have gone around and there are a lot of
satellites up there and there are maps of soil, there are maps of the
elevation of the terrain, there are maps of moisture content, weather

models. So we try to look at all those types of maps and fuse them
as best we can to get an idea of what that terrain looks like, what
types of soil are in that terrain and how mobile might that vehicle be.”
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Looking Out
The future of analytical soft soil mobility analysis rests with
NG-NRMM as it holds the promise of allowing manufacturers, planners,
and users the ability to model virtually any platform, over any soil and
terrain type. The CDT has demonstrated that NG-NRMM can offer
significantly better mobility and trafficability predictions. Dr. Rogers
noted, “At the end of the day, it’s all about supporting the war fighter
and making them more effective, keeping them safe and letting them
come home alive and in good health after we ask them to do our
nations work and its as important to us as it is to every NATO ally that
is participating in this activity.” n
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TECH UPDATE
JPEO-CBRND Competency-based Restructuring
The Joint Program Executive Office for Chemical, Biological,
Radiological and Nuclear Defense (JPEO-CBRND) recently reorganized
to a portfolio-based structure to focus on CBRN Protection, Medical
and Sensors. These core focus areas contribute to building a more
lethal force, a priority in the National Defense Strategy, and streamline
JPEO-CBRND efforts to meet the Joint Service’s needs in combatting
chemical, biological, radiological and nuclear (CBRN) threats.
“Restructuring under a portfolio-based construct allows us to
be more flexible in aligning investments to goals and priorities,
and balancing risk against performance in order to enable mission
success,” said Mr. Douglas Bryce, the Joint Program Executive Officer.
Three Joint Project Managers (JPMs) will provide oversight for
the portfolios, including JPM CBRN Protection, JPM CBRN Medical,
and JPM CBRN Sensors. Four Joint Project Leads (JPLs) will
focus on CBRN special operations forces, information management/
information technology, portfolio resources and enabling
biotechnologies. The JPLs will also provide portfolio-wide enabling
support across the JPEO-CBRND.
JPM CBRN Protection will develop, field and sustain CBRN
protection and increase mitigation capabilities for the nation. Their
focus in coordination with JPL CBRN Special Operations Forces will
be to unencumber the warfighter by developing a next-generation
protective ensemble that reduces the physiological burden on the

user and enhances protection to emerging threats. They will also
focus on developing contamination mitigation technologies including
decontamination systems, protective coatings and barriers to
significantly decrease the time required to decontaminate and reset
personnel and equipment in CBRN environments.
JPM CBRN Medical will facilitate the advanced development
and acquisition of medical solutions to combat CBRN and emerging
threats. Their focus, in coordination with JPL enabling biotechnologies,
will be to provide new and improved medical countermeasures to
enable treatment for many threats, rapid medical countermeasure
responses, genomic sequencing and the capability to diagnose CBRN
threats before the onset of symptoms.
JPM CBRN Sensors will develop, field and sustain CBRN
sensors, reconnaissance systems, mobile laboratory systems, and
obscuration capabilities for the Army. Their focus in coordination
with JPL Information Management/Information Technology will
be to provide integrated early warning by bringing together the
products in its portfolio along with robotics and autonomous
systems, decision support tools, machine learning and artificial
intelligence to provide situational awareness and understanding of
CBRN threats.
More info: jpeocbrnd.army.mil

Increased Funding for Disaster Response
The Department of Homeland Security recently notified
Congress of its intent to reprogram and transfer $271 million of
available funds to support requirements via authority provided in
the FY 2019 DHS Appropriations Act. The Trump Administration
submitted a supplemental request on May 1, for resources to
address the humanitarian emergency, including funding for
Immigration and Customs Enforcement (ICE) detention beds.
On July 1, the Emergency Supplemental Appropriations Act was
signed, providing $1.339 billion for DHS, but without funding for ICE
Detention Beds for single adults.
Given the rise of single adults crossing the border, ICE has
already had to increase the number of detention beds above what
Congress funded. Without additional funding for single adult
detention beds and transportation from the U.S. Border Patrol to
ICE detention facilities, ICE will not be able to support the influx of
migrants from U.S. Customs and Border Protection apprehensions.
Congress was notified of the Department’s intent to reprogram
and transfer $116 million to fund ICE single adult detention beds
and transportation under the authority provided in the FY 2019
DHS Appropriations Act. DHS also notified Congress of its intent to
transfer $155 million to establish and operate temporary Migrant
Protection Protocol (MPP) Immigration Hearing Facilities along
the Southwest border. MPP court docket backlogs will continue
to grow and ICE will not be able to effectively and efficiently move
single adult migrants between detention centers and courtrooms
without the funding.
More info: dhs.gov
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COUNTERING WMD VIEWPOINT

ENVISIONING THREAT PROGRESSION
of WMD, Health Security) as well as the call outs
within the National Security Strategy, National
Defense Strategy, National Military Strategy, yes
there is still grave concern about these WMD
threats. Further in just the last two years, we have
seen numerous incidents of WMD use and public
awareness of interdictions of violent extremists’
attempts to develop WMD weapons. The threat
of WMD use truly is not a matter of “if it will be
CST/CBRNE: What have you been up to since
used” but now a matter of “when, where else, and
retiring from the Army in 2017?
to what extent will it be used”. I recently Chaired a
National Defense Industry Association forum
BG King: It has been a very busy two years, but
BG William King (USA Ret.)
where for the first time in recorded memory, we
my work with Booz Allen Hamilton has kept me
started the conference with a discussion of the
in the CWMD mission space and contributing
threat highlighting the North Korean use in Malaysia of Nerve Agent
to the effort to better prepare and respond. As a Senior Fellow, I have
to publicly assassinate an opponent and remind all within the region
served as the Thought Leader and Forum Chairman for several U.S. and
of their capability and blatant willingness to use it. We discussed
Allies conferences where I have attempted to drive the efforts to not
Syria’s use of nerve and blister agents against its own people to put
just admire the challenges with CWMD but to proactively discuss and
down unrest and concerns of civil resistance, Russia’s attributed use
take measures to better plan, prepare, and respond. Most importantly,
of the formerly highly classified Novichok nerve agent to assassinate
I have been preaching the critical need for a Teamed or Network of
a defector and his daughter in Salisbury and Ansbury, England. Finally,
Networks approach to dealing with those challenges.
the numerous interdictions, now publicly known and reported upon
by International Media, of terrorist and violent extremists groups
CST/CBRNE: Is WMD still seen as great a threat to U.S. National
attempting to make Ricin and Anthrax. Equally concerning are the
Security today as it was when you were serving on Active Duty?
growing threat of fentanyls and other similar pharmaceutical based
agents being used as true traditional weapons, as well as advances in
BG King: Yes and the nature of the specific threat aspects continue
synthetic biology and additive manufacturing, and the potential use
to evolve. Besides the several newly released National Strategies
of those techniques to enable greater access and better engineered
addressing various aspects of CWMD (Nuclear Posture Review and
WMD agents.
its Implementation Plan, Biological Defense, Counter Terrorism Use
CST/CBRNE had the opportunity to speak with BG
William King (U.S. Army Retired), Senior Fellow and
Executive Advisor, Booz Allen Hamilton, Inc, regarding
his thoughts on challenges in bolstering the nation’s
countering weapons of mass destruction (CWMD)
policies and threat trends likely to shape the country’s
approach to national defense.

1st CAV Division, Special Operations, and augmented CBRNE Technical Escort Team practice Hard Target Entry Operations while training together at the National Training Center, CA before
deploying to Korea. (1st CAV Div PAO)
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CST/CBRNE: What do you see as the greatest CWMD Challenge today?
BG King: I still see the greatest challenge is firstly, acceptance that the
traditional prohibitions on use of WMD due to International treaties
and public and diplomatic condemnations that would result are no
longer valid. In fact, given the last two years of usage, I would offer that
we will see greater use and unfortunately mass casualties and global
level terror of its use. Secondly, the greatest limitation in our ability to
prepare and respond is self-imposed lack of situational awareness and
unity of efforts across the U.S. Federal Government and amongst our
allies and partners. Finally, a lack of proactive means to control access
and nefarious use of synthetic biology and additive manufacturing that
could result in domestic development of WMD agents that could defeat
our current means to detect, protect, and mitigate these threats.
CST/CBRNE: How has SOCOM changed the mission space since it
assumed the COCOM Lead as the Integrator/Synchronizer of U.S. DoD
CWMD Efforts in January 2017?
BG King: SOCOM has taken a very proactive and demanding approach
to the mission. SOCOM is able to push across the joint force, because
of its role and responsibility as a functional combatant commander – it
looks across the breadth of the joint force and can drive a coordinated
strategy to addressing this mission, just as they did with counter
terrorism. SOCOM’s expertise and success in counter terrorism was
due to an ability to take a highly complex, geographically dispersed
and overlapping threats and instantiate a networked, coordinated,
interagency approach to mitigating that threat. This enabled the
USG to move from reactionary to anticipatory – which is what we
need today for counter wmd. The other point of emphasis is that
SOCOM is able to leverage a set of partnerships and relationships
that span regions, providing force multiplier to geographic combatant
commands with regional expertise.
Just as they have done with Counter Terrorism, they have demanded
elements across DoD to not just analyze the problems and challenges
associated with this mission, but offer immediate solutions with what
can be done today and tomorrow about those challenges even if the
proposed action(s) do not completely resolve the challenges. The challenges associated with CWMD preparedness and response have often
been described as massive and unmanageable, so SOCOM has begun
by taking a bite(s) out of the problem to bring it into a more manageable problem set. Its CWMD Coordination Conferences have become
more effective synchronization efforts, as they are deliberately bringing representation from across the 19 Federal Agencies, Departments,
and Organizations that have a U.S. Code responsibility together. Much
more is required, but SOCOM is on the right path to get there.
CST/CBRNE: What actions would you recommend to SOCOM today to
better prepare and what else is required?
BG King: The sheer scale and relative complexity of the WMD threat;
the support needed to sustain a “unity of effort” approach to the
mission; and the extreme stakes intrinsic to CWMD that demand zero
tolerance for failure, all require a more deliberate approach to the
intelligence and coordination needed to keep the command and its
mission partners on the front foot. Furthermore, these coordination
challenges extend not only to USSOCOM’s many mission partners,
but also to the fundamental Federal and International components of
the CWMD mission itself — people, policies, operations, management
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U.S. CBRNE Technical Escort Team practicing Sensitive Site Exploitation Operations TTP under
limited light conditions. (1st CAV Div PAO)

and technology. They each need to be optimally integrated to deliver
assured mission success, even as the threat intensifies. I am convinced
that until we have a National CWMD “Czar” and/or a designated Lead
Federal Agency that is empowered to take lead and, just as importantly,
be held accountable, we will continue to struggle with this mission and
will only react in time of crisis and, unfortunately, accept great loss of
life and capital.

Expert Insight.
Innovative Solutions.
Critical Connections.
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security technologies. At this year's event, you'll
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National Security
Alexandria, VA
Digitalforensics.dsigroup.org
DEC 10 – 12
Sensors Summit 2019
San Diego, CA
Sensorsglobalsummit.com
JAN 14 - 15, 2020
DoD CBRN Survivability
Conference
San Diego, CA
Eventmanagement.cvent.
com/CBRNSurvivability2020
JAN 14 – 16, 2020
Surface Navy Symposium
Arlington, VA
Navysna.org
JAN 21 – 24, 2020
SHOT Show
Las Vegas, NV
Shotshow.org

FOLLOW US
ON SOCIAL MEDIA
@tacticaldefensemedia
@tacdefmedia
Tactical Defense Media
@tacticaldefensemedia

JAN 29 – 31, 2020
Military Radar Summit
Washington, DC
Iqpc.org

www.tacticaldefensemedia.com
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MISSION READY.

Improving Outcomes for Every Role in Military Healthcare
For more than 25 years, ZOLL has been a trusted partner, delivering acute critical care technologies to the military.
ZOLL is proud to honor your trust with unmatched commitment to those who care for others during operational,
humanitarian, disaster, and peacetime missions.
ZOLL is honored to be selected as the joint monitor and defibrillator standard. Field-proven, telemedicine capable
and mission ready, they are designed to support your mission to improve survival outcomes and operational
efficiencies.

For more information,
please visit zoll.com/military.
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