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n the spring 2015 issue of CST & CBRNE Source Book and Security & Border
Protection, we address an array of homeland security issues from incident
response to illegal cross-border intrusions. In the massive, diverse effort that is
the homeland security enterprise, our coverage underscores the idea that, as U.S.
Senator Tom Carper says in his interview (page 25), “There aren’t a lot of silver
bullets; there are a lot of silver BBs.” Every attack cannot be prevented and every
mile of border cannot be watched, but this doesn’t mean that mitigation—while
important—should be the focus of U.S. efforts. We hope this issue highlights the
variety of efforts needed to respond to and prevent terrorist attacks at home.
In an exclusive interview with Dr. Joseph Corriveau, director of the Army’s
Edgewood Chemical Biological Center (ECBC), readers will gain insights into the
myriad ways ECBC is addressing changing requirements to meet evolving threats
to U.S. security at home and abroad. Across the nation, the 9th Civil Support
Team, California National Guard, is putting that research into practice by training
to protect more than 22 million southern Californians.
On the R&D front, the Army Research Lab (ARL) contributed a synopsis of its
short- and long-term research plans to support the Army’s future vision. Part of
that vision is the Army’s belief in precision resupply through “smart” parachutes.
CST & CBRNE invited engineers working on this project at Yuma Proving Ground,
AZ, to weigh in.
In an effort to examine both policy choices and equipment, we look at rail
security and consider whether terrorism has moved from the air to the ground.
With the increase in oil transportation by train, this question has become
increasingly important over the past few years. Then in an interview with Senator
Carper, S&BP delves into the legislative side of topics from cybersecurity and lone
wolf terrorism to technology as a force multiplier in border security.
Finally, we report on important DHS-funded research at two DHS Centers
of Excellence: the National Center for Border Security and Immigration at the
University of Texas-El Paso (UTEP) and the National Consortium for the Study
of Terrorism and Response to Terrorism (START) at the University of Maryland
in College Park. In an era of constant (and sometimes justified) complaints about
government waste, the software tools that UTEP and START are pioneering could
help DHS allocate resources more efficiently in the face of budget constraints.
Sincerely,
Kevin Hunter
Editor
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Training and Readiness 9th WMD-CST California

HOLLYWOOD’S

CIVIL SUPPORT TEAM
9th WMD-CST Trains and Coordinates with Responder Community to Protect 22
Million Southern Californians
By LTC William Lee, Commander, 9th WMD-CST

T

he 9th Weapons of Mass Destruction-Civil Support
Team (WMD-CST) is one of the first ten teams (now 57)
originally fielded in October of 1998. The designation
of the “9th” refers to the FEMA region that covers California,
Arizona (91st), Nevada (92nd), Hawaii (93rd), Guam (94th), and
a second team in Northern California (95th). The first large scale
event for which the 9th CST deployed was the 2000 Democratic
National Convention held in Los Angeles, CA. Those first ten
teams were fielded state-of-the-art technology, making us the
cornerstone of the region’s WMD response capabilities. Post 9/11
Urban Area Security Initiatives (UASI) grant funding allowed
for local first responders to drastically increase their equipment
and capabilities. Not all counties received the same funding and
thus not the same equipment or training; equipment without
training is just inventory.
It is no small task to actively train and engage with such an
enormous responder community. The 9th CST has initiated
and sustained a program we call ACE (Automated Capabilities
& Equipment Database). This program entails assigning
9th CST members to develop direct working relationships
with each area assigned and ensure that our capabilities are
briefed to them, and in turn we get briefed on their specific
capabilities. We enter these skills into a relationship database
so that mutual aide between counties can be more easily
attained; for example, one agency may find themselves short
on a radiation detector or a chemical detector. That agency can
find where to locate the needed equipment and directly access
information to increase the likelihood of mission success. This
is just one way in which the 9th CST actively works to assist
our first responder community. We also host multiple large
scale WMD exercises that are designed to test our capabilities
and stress current technologies in order to remain state-of-theart.
Our current focus is to further the integration of the
Mobile Field Kit with LINCS remote sensor technology. Most
of the Los Angeles County WMD responder agencies are
utilizing LINC technology to have a fully integrated response.
We can see what is going on at the scene before we deploy from
our unit on Joint Forces Training Base, Los Alamitos, CA.
Specifically, this technology allows for real-time data logging
and sensor readings. For example, captured radiation spectra
collected downrange can be seamlessly transmitted back to

tacticaldefensemedia.com

the cold zone, where they can be assessed and packaged to be
sent for full analysis at the Department of Energy (DoE). This
means that a downrange team could have an answer or be able
to repeat the spectra if needed without ever leaving the hot
zone. A spectra taken off the California coast miles off shore
would take hours to download because maritime movement
is slow. Since time matters a great deal, anything that we
can do to accelerate the process of achieving the incident
commander’s goals and objectives is productive.

The Next Generation of RaSOR-EM!

THE INDISPENSABLE SOFTWARE FOR ORGANIZATIONS
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Access over 40 layers of critical emergency management
data anywhere in the U.S. in seconds. Then add your own!
• Law Enforcement
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Members of the 9th WMD-CST retrieving a “man-down” in a training exercise. (9th WMD-CST)

Support through Training

Our current mission focus is always
to support our region with the most
advanced trained and equipped WMD
response element possible. The CSTs are
the first Department of Defense asset on
scene. Some examples of the target areas
we have been called on to pre-stage at
multiple high value target events are the
Rose Parade and Rose Bowl; Academy
Awards; NASCAR races; Super Bowl;
World Series; Grand Prix; Coachella
Festival; Emmy Awards; 2002 Winter
Olympics, Utah; and the 2010 Winter
Olympics, Vancouver, Canada.
In April, the unit’s Federal External
Evaluation will take place at Universal
Studios-Hollywood at the “War of the
Worlds” movie set airliner crash site.
We are very fortunate to be located
in Southern California and have such
generous and patriotic partners that
allow the 9th CST to train at such
a venue. We have done exercises
on Universal back lots along with
participating in their annual disaster
drill. Not surprisingly, they have the best

moulage around.
Aside from the iconic nature of these
venues, it is quite beneficial to train in
a city street. We have planned training
on actual city streets, but there are
significant drawbacks. In one exercise,
we set up training in downtown Los
Angeles and wound up next to the
shooting of a TV show.
Our exercise was planned for the
AON building, which is the second
tallest building in L.A., and the objective
was to figure out how to get to the
middle of the building in a Level A suit
with the power off and no elevators. We
coordinated with the Coast Guard, who
graciously agreed to f ly our team to set
up on top of the building and work down
to the 45th f loor. While we worked at
the top of the skyscraper, our tactical
operations command (TOC) had to
move to the other side of the building,
where, it turns out, the Hotel Standard
was hosting a “Top Models” show.
Another rather unique day for the
9th CST involved a real-world call out
for a suspicious barrel f loating in the
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Kern River. This barrel had multiple
hazard stickers from bio toxic to
radiation hazard. Upon arrival, our
technical reference (tech ref) team
concluded that something did not
add up. This barrel had been held
in a warehouse for two weeks when
we arrived. It was being prepared to
be shipped at great cost to Texas for
disposal. The 9th CST tech ref team
made a calculated decision based on
their extensive training that caused them
to ask the question, “Have there been any
movie shoots up here?” It turned out that
“The Return of the Zombies” had in fact
been shot nearby, and one of the scenes
involved a truck load of these barrels and
one had fallen off into the river.
Yet over the 16 years that the 9th
CST has been in existence, many call
outs have had a significant potential
lethality to them. Proving a negative is
always the most difficult task. The team,
and especially our survey section, must
treat every threat as if it is real. The tech
ref team methodically goes through its
sequence of narrowing down what might
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Survey team trailer with radiation portal monitoring capabilities. (9th WMD-CST)

be the WMD agent in the hot zone. They must ask the difficult
questions—what does a lack of readings really mean? Is it truly not
there or is it something that we don’t have the ability to test?—that
could make a huge difference in thousands of lives.

Upcoming Training Scenarios

underwater breath-holding sport, but not quite to the degree we’d
imagined. We share the pool with the U.S. Women’s Olympic Water
Polo Team, who won the Olympic gold in 2012. Eventually, they got
curious and challenged us to an underwater football match. It was a
great workout, but our egos have yet to recover.

Vigilant Guard: Scenario of a large hurricane hitting the islands of
Hawaii. There will be a request for multiple CSTs to respond. The
9th CST has been tasked with supporting Maui. We are bringing in
two other teams (1st, 33rd) to make a task force that will respond
to the island. Additionally, we are bringing in a group from the
DoE, Domestic Nuclear Detection Office, and Defense Advanced
Research Projects Agency to test new technology for detecting
radiation.

Upcoming Pre-stage Mission

The World Games Los Angeles July 2015: We are currently
assembling a Task Force of approximately 200 CST members to
support this week-long event. There will be five separate venue sites
in the Los Angeles county area with 18 event sites within these five
venues. Over 170 countries will be represented.

The World's Leading Supplier of
Inert Training Products & Services
including replica weapons, IEDs,
ordnance, & explosives.
Use code TD2015 when ordering to
receive a free t-shirt.

Physical Training & Conditioning

The fully encapsulated hazmat suit requires exceptional cardio
vascular conditioning. We have a bi-annual physical fitness
standard that requires each team member to maintain a 250 or
above score on. The Army standard is 180. Our physical fitness
program is managed by our very motivated and capable NCO
corps. They do a great job of incorporating new fitness challenges
to improve our physical readiness.
A tradition was developed working off of the Hawaii CST
(93rd), who play a sport called “Underwater Football.” This entails
two teams attempting to move the specially designed football to the
opposite side of the Olympic-size pool. Players may not swim with
the ball, only pass it underwater. One must swim to catch the ball
and then pass it.
Of course, the other team will also be swimming to it as well.
The fitness of the team has been greatly enhanced by this extensive
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Director’s Corner

Agility in Innovation
ECBC’s Ongoing Efforts to
Stay Ahead of the Threat

Dr. Joseph L. Corriveau began serving as the Director of the U.S.
Army Edgewood Chemical Biological Center (ECBC) on 6 October
2014. Dr. Corriveau is a member of the Senior Executive Service
(SES) and a DoD expert in countering emerging chemical and
biological threats.
Interview by CST & CBRNE Editor Kevin Hunter

CST & CBRNE: Please speak to your role as director of
Edgewood Chemical Biological Center (ECBC).
Dr. Corriveau: I view my role as one that ensures we remain
vigilant about defending ourselves against known threats and
adapting our core competencies to counter new ones. Just to
illustrate how far the Center has evolved over its nearly 100 years of
service to the nation, ECBC conceived, designed, built and operated
the equipment used to destroy 600 tons of the Syrian chemical
stockpile at sea aboard the MV Cape Ray last year. Not only was
this an innovative and unprecedented approach that removed these
weapons from a volatile region of the world, it underscores the
ability for ECBC to provide innovative technological solutions in a
timely manner.
The same team that deployed aboard the Cape Ray is now
working with partner organizations in Pueblo, Colorado to begin
the work of destroying the 2,611 tons of mustard agent stored there
as part of the remaining U.S. chemical stockpile. Another team is
developing next generation biosurveillance technologies as part of
a national strategy to counter biological threats. Still another team
is developing novel additive manufacturing techniques that have
begun to revolutionize the way we will equip the future warfighter
and first responder.
To remain agile, it is sometimes necessary to assess our own
competencies to determine if they are what we are going to need to
adjust to new challenges and new threats. My leadership team and I
are assessing our core competencies so that we are prepared to meet
the challenges of today, but also those of the next 100 years. We are
doing this with close cooperation from our higher headquarters,
the U.S. Army Research, Development, and Engineering
Command, which provides oversight and integration for seven
Research, Development, and Engineering Centers across functional
areas vital to the Army. Their role is to create, integrate, and deliver
technology-enabled solutions to our soldiers.
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Dr. Joseph Corriveau
Director
U.S. Army Edgewood Chemical Biological Center
Aberdeen Proving Ground, MD

CST & CBRNE: Please speak to primary 2015 ECBC
program focus areas for CBRN response unit
preparedness.
Dr. Corriveau: When a mass casualty incident occurs, it is
imperative that first responders and Civil Support Teams (CST)
have the tools and training to execute against a sound plan that
manages the consequences of a weapons of mass destruction
(WMD) event. No group is more important to that mission than
ECBC’s Advanced CBRNE Training Team. They work to prepare
warfighters and first responders around the world for emerging
threat response through scenario-based simulations, seminars,
classroom instruction, and on-site equipment training.
We’ve worked with WMD first responders around the world,
from New York City and Alaska to Guam and Kuwait. These
partnerships are crucial for fielding new equipment, sharing
knowledge and improving decontamination proficiency. And
like everything we do, we keep safety at the center of these
exercises. Through our training, it becomes second nature for
these teams as they perform inherently dangerous duties in harsh
environments.
Imagine the chaos associated with a mass casualty event.
The people we prepare are the same people who would be called
upon for a domestic or overseas mission, which could include
oppressive heat, loud noises, flashing lights, and large crowds.
Adapting to such conditions requires a tremendous amount of
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Often, our work is the result of an immediate need of operators in
the field, so we are always looking to provide solutions directly to the
warfighters so they can fulfill their mission.
focus and versatility. Our CBRNE Training Team provides the
knowledge and preparation that allows first responders to perform
efficiently and effectively in these conditions.
ECBC’s training teams utilize their one-of-a-kind training
facility at Skipper’s Point to provide real-world experiences to first
responders and warfighters. The abandoned housing complex on
the Edgewood campus features retrofitted facilities that provide
realistic simulations of a wide variety of field scenarios that could
be encountered by trainees. Soldiers from the Special Operations
Forces, the Chemical Corps, U.S. Central Command, Explosives
Ordinance Disposal teams, and CSTs have been trained at
Skipper’s Point.

many of whom have diverse backgrounds and cultures, [some of
which require men to wear beards.]. Our respirators may not fit
properly because of facial hair interference, so one of the solutions
we are currently working on is a scarf respirator that can be put on
rapidly and work regardless of face size or shape. It’s an incredibly
innovative technology because it gets away from the idea of
donning a traditional mask. This idea could solve a real-world
problem with an improved seal for better protection.
CST & CBRNE: How is ECBC working with industry to
share knowledge on training techniques and attack
scenario preparation?

Dr. Corriveau: One way ECBC helps to keep warfighters and first
responders safe is to provide them with opportunities for modern
technical training through scenario development with a wide
variety of partners.
Dr. Corriveau: Take the recent Ebola outbreak as an example.
In 2012, for example, the Joint Improvised Explosive Device
ECBC engineers had worked on a system in 2010 that would later
Defeat Organization’s (JIEDDO) training arm, the Joint Center
be used to transport American aid workers from Africa to the
of Excellence, sought out ECBC for a cost-effective approach to
U.S. for life-saving treatment. Called the Aeromedical Biological
training warfighters on surrogate equipment to minimize the
Containment System (ABCS), the system is designed to isolate
risk of damaging expensive equipment they use in real-world
an infected person during transport without endangering the
situations. The result is the Husky Mounted Detection System
flight crew. This is but one example of the prominent role the
Surrogate (HMDSS), a trainer that was designed and built with
Army played in the U.S. military response to the Ebola virus crisis
aluminum panels and plastic nose cones in place of the real, and
in West Africa, to include constructing facilities to treat Ebola
expensive, detection system. The HMDSS uses radio waves to
patients and provide the logistics, engineering, and medical skills
simulate the detection of hidden improvised explosive devices
to help contain the epidemic that gained worldwide attention in
(IEDs). The system’s cost is one quarter that of the original
the summer of 2014.
detection system. The panels only cost $1,000 for a complete
Even products developed years ago at ECBC are getting
replacement, but
modern makeovers to
generally, only the
make them responsive
nose cones suffer
to modern threats.
damage, which cost
The traditional gas
only $100 to replace.
mask and respirator
The HMDSS has
system have been an
already been fielded at
ECBC cornerstone
17 different locations,
technology for nearly
including three
a century. Most of
locations outside of
the CBRN equipment
the continental United
used in the Gulf War
States, and it will go to
had touch points at
11 others.
ECBC, whether it was
In addition to
protective ensembles,
creating the physical
respirators or
training detector
detectors. As we move
for the vehicle, the
into the future, we
project was taken
are recognizing that
a step further by
our warfighters will
working with industry
be fighting alongside
partners in the
our coalition partners, A solider demonstrates an ECBC-created virtual training session using the Oculus Rift. (ECBC Communications)
CST & CBRNE: How do ECBC’s research priorities play
out in real scenarios?
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development of an iPad application for training. The application brings
all the same features of driving with the HMDSS to the iPad screen.
The user simulates driving a vehicle and receiving alerts of potential
threats. From there, the driver must determine a safe course of action.
Additionally, the HMDSS application allows the user to go on virtual
route clearance missions, and includes a full user manual for the
vehicle. The iPad application enlisted the help of ECBC’s Conceptual
Modeling and Animation Branch as well as the Electronic Drawing
and Development Branch. The iPad application includes an installation
manual as well as simulations that are based on events that could
actually happen. The manual allows warfighters to have something light
and easy to carry and refer to for questions while in theater, as well as
having the ability to do refresher training on an iPad.
ECBC is now taking those same training capabilities and is working
with specialized industrial partners to incorporate cutting edge
technology. ECBC has a team of “gaming” designers who are working
to incorporate “virtual technology” into the training experience. Using
off-the-shelf equipment such as the Oculus Rift, which is a headset
which gives the user an immersive experience, the ECBC team is
working with industry partners to create training scenarios for both
warfighters and first-responders. These virtual trainers will allow
“hands on” training in vital areas like sensitive site response, which will
provide unparalleled experience in a manageable and safe environment.
Also in the scenario realm, ECBC’s engineers are partnering with
industry and medical professionals to create new guidance on Mass
Casualty Decontamination for Hazardous Material (hazmat)/WMD
incidents. The report is based on input from community responders,
Army responders, DoD, and DoD chemical-biological technical experts.
While there is no perfect solution to mass casualty decontamination
and there is no single process or method that can account for all
variables, the information provided by the ECBC experts helps to
identify a simple, consistent mass casualty decontamination process
that can be applied with reasonable effectiveness to any hazmat/WMD
incident.
CST & CBRNE: How does ECBC further U.S. homeland
security goals?
Dr. Corriveau: One only has to pick up a newspaper or turn on the 6
o’clock news to understand ECBC’s relevance in the world. Bad actors
in the Middle East reportedly have been using chemical weapons
with increasing regularity. Reports from August 2013 of the Syrian
government using chemical weapons on rebels in their ongoing civil war
led to international outcry. Fortunately, this led to Syrian government
handing over to the international community its declared chemical
weapons stockpile. This year, there are reports that ISIS militants are
using chlorine gas in their ongoing struggle to spread across the Middle
East. One of ECBC’s core capabilities is the destruction of WMD
materials. Indeed, it was ECBC whom the government called upon to
design and build the capability to destroy Syria’s stockpile last year.
There are also biological threats that challenge our safety and
security. Anthrax-laced letters that were sent to Congress in 2001
initiated ECBC involvement in biological defense that supported the
placement of state-of-the-art detection systems in mail sorting facilities.
There is also the threat of naturally occurring biological threats. Among
the current efforts underway to deliver new capabilities to counter
the Ebola virus, ECBC researchers are attempting to find a surrogate
(a non-infectious substitute that behaves in the same way) for the
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The Field Deployable Hydrolysis System was used to destroy Syria’s chemical stockpile at sea
on the MV Cape Ray in 2014. (Todd Lopez)

Ebola virus, thereby allowing researchers to safely test protective
and decontamination equipment in laboratories other than the
relatively few BSL-4 laboratories available for such testing today.
As a research organization that works to protect people from
CBRNE threats, it is always a challenge to have our work fielded
fast enough to stay ahead of emerging threats. Often, our work is
the result of an immediate need of operators in the field, so we are
always looking to provide solutions directly to the warfighters so
they can fulfill their mission.
For example, ECBC saw greater potential in our recently
developed Colorimetric Reconnaissance Explosive Squad
Screening (CRESS) kit. CRESS is a small, easy-to-use and
lightweight explosive screening kit that provides soldiers in
the field with the capability to screen for suspected homemade
explosive materials (HME) using proven colorimetric chemistry
in a handheld detector. The kit is low-cost, internally produced
and was put directly into the hands of the soldier. As we were
perfecting the CRESS technology, our scientists recognized the
potential for using this basic method to detect drugs in the field.
ECBC researchers have since modified the CRESS’s chemistry
to detect illegal drugs and their precursors. Hence, we now have
an innovative prototype kit that will allow the user in the field to
quickly screen suspect drug shipments or possible drug labs in the
field.
CST & CBRNE: What are some of ECBC’s recent
accomplishments and long-term objectives?
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Dr. Corriveau: ECBC core competencies span from basic and
applied research to developing technological solutions that provide
technological advancements to meet the needs of the warfighter
and first responders. This includes acquisition and business
development professionals that steer these new technological
solutions through the acquisition process. They seek out partners in
industry to further develop these solutions into products. But what
happens when the need is so critical that a typical acquisition cycle
is not possible? We found out last year when we developed the Field
Deployable Hydrolysis System (FDHS).
Rapidly designing and building FDHS required an integrated
approach across the entire organization. Indeed, we worked across
multiple Center core competencies to come up with a technology to
neutralize Syria’s declared chemical weapons stockpile in less than
six months—from concept to a working prototype. Our scientists
and engineers collaborated to develop a technology to destroy
these dangerous chemical weapons materials while our acquisition
personnel helped to fast track the technology, clearing away time
consuming obstacles that slow down development.
It was a monumental undertaking, further complicated by
domestic and international political realities. Production of this
system happened as furloughs of key personnel were mandated by
sequestration. Around the globe, one nation after another refused to
allow Syria’s chemical weapons stockpile on their soil, meaning that
an alternative location to destroy these chemicals had to be found.
It was decided that the 600-ton Syrian stockpile destruction
would occur at sea, presenting a whole range of new technological
and engineering challenges. Working together through all these
obstacles, and with a wide array of national and international
partners, ECBC persevered, and completed this historic mission
aboard the MV Cape Ray in the Mediterranean Sea last summer.
From concept to a completed mission in less than a year, ECBC
demonstrated the power of innovation and collaboration.
ECBC is committed to several initiatives that will enhance the
workforce, including developing the next generation of scientists
and engineers through programs like our recent partnership with
the Minority Servicing Institutions (MSI) STEM Research and
Development Consortium, which has allowed ECBC to expand
its partnerships with academic institutions and tap into latest
university research. Currently, there are thirty-one minority
serving institutions—including Hispanic Serving Institutions and
Tribal Colleges—that have notified MSI of their intent to join the
consortium. Such partnerships ensure a steady flow of new talent,
approaches, and ideas that will move us into the future.
Finally, those young people who find their way to critical roles
here at Edgewood will require solid leadership. That is why we focus
heavily on developing adaptive leaders here at ECBC. They will lead
the charge to develop new technologies that will benefit soldiers
and first responders for years to come. For example, one of the
programs we have in place is the Aberdeen Proving Ground Senior
Leader Cohort, which is leveraging the wisdom and experience of
current leaders to guide the next generation. Another program,
ECBC’s Mid-Level Cohort, offers newer employees the opportunity
to gain experience by working with more senior employees in the
organization. In this way, they gain valuable experience that not
only helps them to grow professionally, but ensure that our next
generation of mid-level managers will be equipped to take on more
responsibility when they are called upon to do so.
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Industry Partner 908 Devices

THREAT DETECTION TO NEW HEIGHTS

BRINGING MASS SPECTROMETRY TO THE FIELD
By John Kenneweg, Vice President of Sales, 908 Devices

T

oday’s first responders require many different tools to get
answers. Whether big, small, simple, or complex, these
tools and technologies are each critical to the mission.
What matters most is the ability to identify threats in the field
as quickly and confidently as possible. More often than not, the
answers are not obvious and require the right mix of technology
to obtain situational understanding. When approaching a
clandestine laboratory, do responders have the right tools to
identify potential threats? Is it drugs, explosives, or something
worse? Here, timeliness is critical. Together the right tools can
enable responders to quickly and safely monitor the air for
harmful airborne hazards and continue on to conduct analysis
on seen and unseen targets to discern threats and protect lives.

Chemistry is Dynamic

With more than six billion chemicals in the world,
understanding which present the biggest threats is key to timely
response. Most of the new chemicals that responders encounter
in the field are used for industrial purposes and can be found
in common household products. Some chemicals can be helpful
when used correctly and harmful at other times, and some have
no other purpose than to cause pain and suffering. Because of
these dynamic chemicals, first responders require a toolkit that
can evolve with both the direct and indirect threats posed to
themselves and the communities they protect.

Expanding the Toolkit

mass spectrometry™ (HPMS) to provide first responders, civil
support teams (CSTs), and the military with capabilities to
detect and identify a wide range of priority threats in seconds,
with high confidence and extremely low false alarm rates. M908
is designed to specifically address requirements for MilSpec
rugged tools that operate reliably in extreme conditions, are
easily portable, and are battery operated for the duration of the
mission. M908 weighs just 4.4 pounds, analyzes threats as gas,
liquid, or solid phase and has unmatched dynamic range from
low ppb to headspace concentrations.

Multiphase. Multimode. Multimission.

M908 brings unique capability to each mission. The ability to
identify priority threats, or rule them out at the scene, makes
M908 a critical tool for downrange operations and beyond. A
targeted threat list and multiphase capabilities enable rapid
chemical analysis on materials from surface residues to ambient
and headspace gases. Alerts are provided in seconds to the
presence of priority chemical warfare agents, toxic industry
chemicals, and precursor materials with incredibly low false
alarm rates. From the threat of a potential chemical warfare
attack or toxic industrial spills, to a clandestine laboratory
interdiction and sensitive site exploitation, M908 enables you to
survey surroundings in seconds.

Powerful Capabilities

The need for more diverse technology in the field is being
driven by the increased risk and varying degree of CBRNE
At the scene, first responders will always need to be equipped
threats that require immediate and accurate detection. In the
with tools to help them detect and identify present threats.
pursuit of new technologies for CBRNE and HazMat detection,
Boston-based 908 Devices has expanded responder capabilities
the powerful capabilities of M908 will
with M908—the first and only
provide the speed, power, and
handheld mass spectrometer
fidelity required for today’s
for use down range. M908
first responders, CSTs, and
was specifically purposemilitary at the point of need.
built to fill technology
gaps and meet the unmet
needs of today’s response
About 908 Devices Inc.
mission. This handheld mass
908 Devices is bringing the
spectrometer complements
powerful capabilities of mass
the capabilities of IMS,
spectrometry out of the
Raman, and FTIR
confines of centralized
devices that are
facilities and mobile
fielded today by
laboratories. We make
adding focused
battery-operated,
priority threat
handheld, chemical
detection
detection tools,
capabilities
rugged enough to
for downrange
exceed military
operations.
standards and
M908
trusted enough for
To learn more about M908 and the
utilizes highimmediate action in
advanced technology developments
pressure
the field.
brought to you by the team at 908 Devices,
please visit www.908devices.com.
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R&D Spotlight Army Research Lab

IN FOCUS FOR THE FUTURE
The U.S. Army Research Laboratory has defined and made public its cornerstone efforts in fundamental
research for the next 20 years.
By Joyce P. Brayboy, ARL Public Affairs

T

he U.S. Army Research Laboratory (ARL) takes a first look at
fundamental ideas for innovation that could protect or make
things easier for soldiers in the deep future. It is critical to
align ARL’s goals with the common operational challenges that
Army leaders forecast. With a recently released technical strategy,
stakeholders can see the laboratory’s overarching vision to support
Army operational goals more clearly than ever before.
ARL’s mission to discover, innovate and transition science and
technology is increasingly important as we shift from a military
at war to one planning for a future where operations in complex
environments will be the norm. ARL, the Army’s corporate research
laboratory and one of the nation’s defense laboratories, has had a
long-term research perspective for land forces since its inception.
What was not available to military leaders, collaborators—and to a
larger extent, the American public—is a new set of documents that
clearly define how the laboratory plans to devotes its time, resources,
and personnel to solve enduring Army challenges.
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“ARL is involved in fundamental research to address S&T
[science and technology] challenges that advance Army capabilities
in the long term,” said Dr. Troy Alexander, ARL Associate for
Strategic Planning. “The Technical Implementation Plan increase
transparency to our approach.”

Homing in on Army Needs

Last year, ARL formulated its technical strategy with a macro view,
followed up by the Science and Technology Campaign Plans in
December 2014, which provided high resolution insight of research
that will be critical for the future Army. Next, the laboratory drilled
the thought process down even further into 24 key campaign
initiatives clearly describing the corner stone research needs today to
build tomorrow’s land capabilities.
“It was important to put the ARL vision in a single document
that guides research across the range of military of operations,”
Alexander said.
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R&D Spotlight Army Research Lab
Released in February, the Technical Implementation Plan
was the final of the three published documents. It defines the
steps ARL has to take internally over the next fifteen years
with an emphasis on the next five years to implement its
strategic goals, he said.
The plan addresses near-, mid-, and long-term technical
goals, as well as individual program objectives. It anticipates
the resources, personnel and infrastructure that will make the
programs effective. ARL’s plan also aligns with the Army’s
Operating Concept and needs expressed by the Army’s eight
Centers of Excellence.
Operational leaders could see where the laboratory is
going from a fundamental research perspective and how we
could link the proposed technology as changes happen in
doctrine, organizational structure, training and other elements
of combat effectiveness that are important to the Army,
Alexander said.
According to the Army Operating Concept, “Ensuring
that the future Army forces are prepared to win in a complex
world requires a focused, sustained and collaborative effort
across the institutional Army, the operating force, the joint
community, industry, academia, and other interorganizational
and multinational partners.”
ARL is planning science and technology efforts into the
future that are critical, Alexander said.
“For instance, if the Army has to operate in a particular
way, the ARL plan identifies the long-term science and
technology challenges to get from here to there,” Alexander
said. “The in-house guidance is written according to the
science and technology campaigns within the organization.”

Research Program Cornerstones

The major in-house research thrusts are computational
sciences; materials research; sciences-for-maneuver;
information sciences; sciences-for-lethality and protection;
human sciences; and assessment and analysis. Among those
seven campaigns, there are 24 key campaign initiatives—
substantive, long-lived, primarily in-house technical programs
focused on pursuing scientific discoveries, innovations, and
knowledge product transitions that are expected to lead to
greatly enhanced capabilities for the operational Army of 2040.
Each of the campaigns has several areas of interest. Here
are examples of what they hope to achieve in the long-term:
Computational sciences will develop tactical highperformance computing that provides 100 Petaf lop computing
power in the battlespace to enable real-time processing for
soldiers operating in hostile environments, for one.
Materials research seeks alternative energy sources
for tactical energy independence relevant to individual
dismounted soldiers.
Sciences-for-maneuver is centered on creating the machine
cognition and behaviors that can, in certain scenarios, replace
a driver or pilot in unmanned vehicles.
Information sciences will be concerned with acting
intelligently in a dynamic battlefield of information, agents
and humans. Experts want to develop the models, methods and
understanding to overcome existing barriers to realization of
intelligent agents.
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Sciences-for-lethality and protection will explore a
mechanism-based understanding of the human response to
blast and ballistics events that could lead to advances in soldier
protection.
Human Sciences is concerned with teaming skilled soldiers
with advanced technologies in ways that fit the machine to the
soldier to maximize the benefits of sophisticated technology
faster.
Assessment and analysis is one program that provides
detailed insight for the design, development, and integration of
systems and technologies that inform investment decisions.
The process to transition new advanced technologies to
soldiers begins in the earliest stages of the scientific process
within ARL, where scientists and engineers have to take what is
many times the first look at scientific research with possibilities
for soldier efficiency or protection.
“We can only address gaps in the existing technology if
we can present a clear vision, know our role and make it our
business to support innovation for our nation’s land forces,”
Alexander said.
For more information about other research within each of
the campaigns, visit http://www.arl.army.mil/www/pages/172/
docs/ARL_Technical_Implementation_Plan.pdf.
Lead art: Dr. Rick Beyer, propulsion science expert, aligns a sample in a Bruker Wide-angle
X-ray scattering camera at the Army Research Laboratory in Adelphi, MD. (ARL)
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Capability Upgrades Precision Airdrop

PARACHUTE

ON TARGET

U.S. Army Yuma Proving Ground, AZ tests
precision parachutes for targeted combat and
humanitarian mission supply drops.
By Mark Schauer, Public Affairs, Yuma Proving Ground

I

n theater, ground troops depend on airlifts for resupply, and
in the worst conditions, time can be a matter of life or death.
When opened at high altitudes, a large payload from a
cargo plane could take 25 to 30 minutes to reach the ground.
Conversely, a payload falling with only the braking power of an
initial drogue parachute falls an average of 1,000 feet every five
seconds.
The second half of the equation is precision, and Yuma
Proving Ground (YPG), Yuma, AZ, has long tested parachutes
guided by the Global Positioning Satellite (GPS) to ensure the
troops’ materials, no matter what it is, lands in their hands, not
the adversary’s.

Test-driven Technology

One of the latest of these high tech parachutes tested at YPG
is manufactured by a Canadian company called Mist Mobility
Integrated System Technology (MMIST). This company’s
Sherpa Provider parachute system can safely land items of
various sizes using either round or ram air parachutes.
“The systems are designed for 100 pounds to 10,000 pounds
of guided delivery to a spot, but the minimum we’re doing is
500 pounds,” said Salomon Sanchez, test officer. “They want to
test their different systems under different configurations.”
MMIST has tested at YPG since 2002, and plans to do
so for the foreseeable future. “Obviously you have a lot of
infrastructure here that is advantageous to us,” said Alexandre
Cote, vice president of MMIST. “The load building is
premium-class. When we test elsewhere, we have to build all
of our own loads, and it’s very arduous. This saves two to three
weeks of work for us.”
“They have a fully-configured aircraft and the advantage
of a large drop zone which gives us a lot of altitude,” added
Trevor Fitzpatrick, manager of parachute systems. “They have
recovery systems and trucks and payload loaders to load the
systems. It’s basically one-stop shopping.”
Currently, engineers are pushing the system’s envelope,
performing drops that take the system close to its limits.
“Deployment conditions for parachutes vary greatly once you
get into higher altitudes,” said Fitzpatrick. “Having already
done preliminary testing on next-generation experimental
systems at 10,000 and 12,000 feet, we’re now essentially
doubling that up to 25,000 feet.”

Readiness by Live Evolution

Recently, the company combined two entirely different
scenarios. “We’re dropping absolute max on a small system and
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Cargo parachute testers rely on U.S. Army
Yuma Proving Ground personnel to build and
load cargo bundles of multiple sizes, configurations, and weights. This rigged bundle is being
loaded onto a K-Loader, from which it will be
loaded onto a cargo aircraft. (Mark Schauer)

absolute minimum on a heavy system,” said Fitzpatrick.
The rigged air drop bundles were carefully loaded into a
white C-130 aircraft in the pre-dawn hours and took to the air
after giving the ground crew prepared to witness the drop a
chance to get into position.
After several dry passes, the bundles were released. Within
minutes of the final landing, a parachute recovery team
arrived on the drop zone to carefully untangle and pack the
parachutes, then tie them into bundles which were loaded onto
large f latbed trucks. The test was a mixed bag: one system
performed exactly as planned. “It was as close to f lawless as we
could find,” said Fitzpatrick.
Meanwhile, one of the other bundle’s parachutes had a
catastrophic failure, with the canopy shearing away from its
risers in the intense conditions. No people or cargo were hurt
as it fell on the isolated drop zone, and engineers were already
looking forward to gathering the ill-fated drop’s in-f light data
to make the necessary improvements to prevent a recurrence.
“That’s why we test,” said Fitzpatrick. “We’re here to
move the state-of-the-art forward to provide the best possible
product for the warfighter.”
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Capability Upgrades Precision Airdrop

On Top
of Airdrop
CST & CBRNE asked Ryan Tiaden, team leader, Air Delivery
Systems Branch, Aviation System and Electronic Test Division,
Yuma Test Center, about the state of a key Army precision airdrop
program.
CST & CBRNE: Please provide some background on
precision airdrop operations, specifically JPADS.
Tiaden: The Joint Precision Airdrop System (JPADS) 2K is
the U.S. Army’s currently fielded precision airdrop capability
for 500 to 2,200-pound cargo loads. This system provides the
ability for airdrops to be conducted up to 25,000 feet and up to 25
kilometers from the impact point, which reduces risk to aircrews
from hostile fire. Additionally, this system will land within 150
meters of its intended impact point, which improves U.S. Army’s
ability to resupply soldiers with limited means for conventional
resupply. The research and technology development for the
JPADS 2K system, and other systems at different weight classes,
has been has been ongoing for over two decades.
CST & CBRNE: What are the significant technological
challenges to developing a precision guided system?
Tiaden: Some of the technological challenges are system
deployment from an aircraft, developing a guidance system, and
reacting to environmental changes. For environmental changes,
knowing the wind prior to the airdrop is critical and being able
to react to unknown or changing wind conditions is changing
for designing a robust guidance system that can react to these
changes.
CST & CBRNE: What are the some of the missions that a
capability like JPADS can support?
Tiaden: Beyond the resupply of soldiers with food, water, and
ammunition, the JPADS capability can be used for rapid medical
resupply and supplying remote locations. Additionally, the
JPADS systems can be programmed for different impact points
for a single airdrop, which allows the aircraft to conduct a single
airdrop pass and resupply multiple areas. It represents a major
contribution toward improving the national defense capabilities
of the United States.
CST & CBRNE: Are there any uses for a JPADS
capability outside of military operations?

Within minutes of the final landing, a parachute recovery team carefully untangled and packed
the parachutes. They then tied them into bundles that were loaded onto large flatbed trucks.
(Mark Schauer)
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Tiaden: Yes, just as in military operations, the ability for medical
supply airdrops would be an excellent use of JPADS. The ability
to deploy medical supplies from an airplane at speeds a helicopter
cannot achieve and to locations impractical for a helicopter would
allow perishable supplies, such as blood, to be accessible in a
shorter amount of time. Anytime you need to drop a parachute
cargo load at a specific spot, JPADs provides a reliable solution.
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TechUpdate
FDA Approves
Anthrax Treatment

Emergent BioSolutions Inc. has
announced that the U.S. Food and Drug
Administration (FDA) has approved
Anthrasil [Anthrax Immune Globulin
Intravenous (Human)], also known as
AIGIV, for treatment of inhalational
anthrax in combination with appropriate
antibacterial drugs. Achievement of this
milestone triggers a $7 million payment
to the company under a development
contract with the Biomedical Advanced
Research and Development Authority
(BARDA).
Anthrasil is a sterile solution of
purified human immune globulin G
(IgG) containing polyclonal antibodies
that targets the anthrax toxins of
Bacillus anthracis, the bacteria that
causes anthrax disease. It is prepared
using plasma collected from healthy,
screened donors who have been
immunized with Emergent’s BioThrax
(Anthrax Vaccine Adsorbed) vaccine,
the only FDA-licensed vaccine for the
prevention of anthrax disease.
In support of the U.S. government
stockpiling strategy for AIGIV,
Emergent continues to perform under a
$63 million BARDA contract awarded
in 2013 for the collection and storage
of anti-anthrax human plasma. This
plasma is necessary for the potential
future manufacture of bulk drug
substance and AIGIV final drug
product. Anthrasil was developed as part
of a $160 million contract with BARDA,
within the office of the Assistant
Secretary for Preparedness and Response
in the U.S. Department of Health and
Human Services. Under this contract,
awarded in 2005, Anthrasil has been
delivered to and is stored in the U.S.
Strategic National Stockpile.
More info: emergentbiosolutions.com

EOD Community
and NASCAR
TechUpdate

Federal Resources, a government
contracting company based in
Stevensville, MD, is honoring fallen
explosive ordnance disposal (EOD)
soldiers at the upcoming NASCAR race
taking place in Bristol, TN, on 19 April
2015. Teaming with Germain Racing,
Federal Resources will be displaying the
names of all EOD technicians killed in

IED Defeat Training Aids

action on the trunk lid of the #13 GEICO
car, driven by Casey Mears. The names
were obtained from the EOD Warrior
Foundation’s online virtual Memorial
Wall that replicates the names on the
physical Memorial at Eglin Air Force
Base in Florida.
“We are excited to take this
opportunity to pay our respects and
remember the warriors who risked
everything to ensure our freedom and
way of life,” stated Federal Resources
CEO Robert McWilliams. “The EOD
Warrior Foundation has done so much
to help the families of fallen servicemen
and women as well as wounded EOD
warriors, so we couldn’t think of a
greater charity to get involved with for
the race.”
Federal Resources has invited
wounded EOD Technician, Staff
Sergeant Derek Bowman of Knoxville,
TN, to join them at the race to represent
the EOD Warrior Foundation and to
help honor the fallen soldiers. SSG
Bowman was wounded in action by an
improvised explosive device (IED) blast
and electrocuted by fallen power lines
caused by the blast. The Foundation has
helped SSG Bowman and his family with
medical fees and emotional stress caused
by the blast by connecting them with
other wounded EOD warriors.

Inert Products is the industry leader
in the design and production of high
quality, durable, and realistic training
aids. All of our products are made in
the USA to support almost any training
scenario for the armed forces, law
enforcement, and other government
agencies committed to America’s
protection and defense.
Insert Products focuses on IED
defeat, and the company has developed
a huge inventory of static and functional
IED training aids specifically designed
to withstand rigorous training in the
harshest environments imaginable.
They hold a large collection of real
inert weapons systems and munitions
to reverse engineer some of the most
realistic replicas on the market today.
The design team consists of
former military personnel, electrical
engineers, tooling and mold making
professionals, chemical engineers, and
a military historian. Inert believes the
most important part of their design
team is customers. “Their expertise,
personal experience, and willingness
to share their observations from past
conf licts and current operations both
domestically and abroad have led to the
development of almost every product in
our inventory,” Rick Carrick, director of
sales and product information for Inert,
wrote in a press release.
“We constantly strive to enhance
our capabilities and are able to bring
a new product or idea from concept
to production faster than anyone else.
We can take on large manufacturing
projects with limitless quantities, have
no minimum quantity requirements,
and will take on any size project,” he
continued.
Inert’s website serves as a constantly
evolving encyclopedia on IED defeat,
and their products and services continue
to play a major role in the market. “In
addition to our large selection of IED
training aids and devices, we also offer
Inert Explosives, Inert Munitions,
Inert Ordnance, replica weapons, blast
simulators, machine gun simulators,
X-Ray correct munitions and explosives,
functional training boards, and a
huge selection of posters and videos to
enhance any training scenario,” Carrick
added.
More info: inertproducts.com

More info: federalresources.com
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TechUpdate
NBC Recon Kitting for DoD

FLIR Systems, Inc., producer of thermal
and infrared imaging technologies, has
announced that it has received the first
full-rate production orders under a
five-year indefinite delivery, indefinite
quantity contract from the Department
of Defense (DoD) to support the Nuclear,
Biological, and Chemical Dismounted
Reconnaissance Sets, Kits, and Outfits
(DR SKO) program. The contract is for
FLIR’s integrated chemical, biological,
radiological, nuclear, and explosives
(CBRNE) threat response system and
related spares and services. Initial
delivery orders totaling $27.1 million
were received for systems and support.
The DR SKO program, in
development since 2008, is a jointservice, Department of Defense initiative
centered on CBRNE threat detection
systems that will be utilized by the
Army, Navy, Air Force, Marines, and
Civil Support Teams. The FLIR DR SKO
system provides an integrated set of
CBRNE detection, identification, sample
collection, testing, and personal safety
kits that allow personnel to perform
site assessment and consequence
management missions.
“This award is the outcome of our
ability to design and produce highlyintegrated systems that leverage many
different types of sensing and CBRNE
technologies,” said Andy Teich,
President and CEO of FLIR. “These
advanced threat detection systems will
serve to protect troops and citizens and
we are proud to be able to support the
DoD in this endeavor.”
Production under the contract is
expected to be performed out of FLIR’s
facility
More info: flir.com

Fence Detection
System Released
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More info: southwestmicrowave.com

Lightweight EOD
Suit Debuts

Morgan Advanced Materials’
Composites and Defense Systems
business has announced the debut of
its new lightweight ERGOTEC 4025
explosive ordinance disposal (EOD) suit.
The ERGOTEC 4025 combines high
level protection with the user mobility
required for EOD mission execution.
The ERGOTEC 4025 features a
new streamlined chemical, biological,
radiological, and nuclear (CBRN)
facemask. Fitting under the suit’s
helmet, the facemask, alongside the
CBRN bodysuit, gloves, and foot
protection, acts as a critical CBRN
shield while maintaining the helmet’s
streamlined design. Another leading

innovation is the suit’s quick release
mechanisms, allowing the user to selfextract from the suit in an emergency
situation in less than 20 seconds.
Further advances include a
decoupling breastplate with an
innovative three-piece design, providing
f lexibility to users. An integrated
back protector provides blunt trauma
protection while delivering cooling air,
and the cooling system fits neatly into
the rear of the suit. Available in five
different mix and match sizes and a
range of colors, the ERGOTEC 4025 can
be customized to meet market needs.
More info: morgancomposites.com
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TechUpdate

Southwest Microwave, supplier
of outdoor security systems and
interconnect products, has announced
the availability of the INTREPID
MicroNet II Fence Detection System.
Designed for use at U.S. correctional
facilities, this is the next-generation
version of Southwest Microwave’s
field-proven MicroNet perimeter
fence detection system, designed for
applications where the detection of

cut or climb attempts is required. A
newly enhanced FSK communications
system increases the range for system
communication across the sensor cables.
With a coverage area of 400 meters
(1,312 feet) per processor, the MicroNet
II system consists of a processor module
and two sensor cables that are tiewrapped to a perimeter fence or topper
wire. The processor module provides
the system intelligence to perform
powerful alarm signal processing,
DC power distribution, and data
communications networking (via FSK),
eliminating the need for extra wiring.
The cable detects fence vibrations,
permits easy connection of the perimeter
system, and supports DC power, data
communications, and escape detection
capabilities. MicroNet II detection zones
are set in software to cost-effectively
tailor zoning to suit each correctional
facility’s unique requirements.

Public Safety Rail Security

RAIL SECURITY:
REDUCING THE RISKS,

RESPONDING TO ATTACKS
Tracking Trends and Technologies in Rail Security
By Steve Melito, S&BP Editor

T

he U.S. Department of Transportation
(DOT) predicts that trains hauling
crude oil or ethanol could derail an
average of 10 times a year over the next two
decades, causing up to $6 billion in damage
and claiming hundreds of lives. Since
2006, the United States and Canada have
experienced over 50 oil and ethanol train
accidents that involved a fire, derailment,
or significant fuel spill, according to federal
statistics. Though approximately 16 million
Americans live less than a kilometer away
from train tracks that transport flammable
fluids, DOT reports that a derailment in
a densely-populated part of the U.S. is
“unlikely.”
That’s cold comfort to Fred D.
Millar, a rail security consultant who has
characterized the DOT-111 rail cars that
haul flammable goods as “Pepsi cans on
wheels” with steel walls that are too thin
to withstand derailments. During the
last decade, rail shipments of flammable
materials have increased dramatically,
driven largely by the oil shale boom in the
northern Great Plains. This year alone,
U.S. rail lines are expected to move nearly
900,000 car loads of crude oil and ethanol
in these tankers, each of which can hold
30,000 gallons of fuel. The DOT-111 rail
cars that Millar criticizes were designed in
the 1960s and used originally to haul nonhazardous substances such as corn syrup.
In the aftermath of the February 2014
oil-train derailment in Kanawha County,
W.V., the most recent in a series of such
accidents which have destroyed property
and required residents to evacuate, DOT
may consider new requirements such as
thicker steel shells on tanker cars and
automatic, electronically-controlled brakes.
Yet train derailments caused by equipment
failure, human error, or even weather
conditions aren’t all that worry government
and industry, which often spar over the

issue of voluntary standards versus federal
regulations.

Oil Trains as WMDs

Just weeks before the oil-train derailment
in Kanawha County, a New York
Congressman from the Hudson River
Valley voiced security-related concerns at
a hearing of the House Transportation and
Infrastructure Subcommittee on Railroads,
Pipelines, and Hazardous Materials.
Representative Sean Patrick Maloney,
whose Congressional district includes
the U.S. Military Academy, noted that oil
trains travel near “sensitive military assets”
such as West Point, where train tracks even
run beneath a building.
Before the 11 September 2001 attacks,
Rep. Maloney said, terrorists had never
used hijacked aircraft to inflict mass
casualties. “What concerns me very much,”
Maloney explained to Edward Hamberger,
president and CEO of the Association
of American Railroads (AAR), during
the latter’s Congressional testimony, “is
the possibility that an oil train could be
similarly taken and used as a weapon of
mass destruction.” Since 2001, Hamberger
replied, AAR has implemented a security
plan for freight railroads. Today, a full-time
railroad employee is part of the National
Joint Terrorism Task Force.
Comparisons between 9/11 and oil
train attacks aren’t limited to the halls of
Congress, or even to the United States. In
Ontario, the CEO of the Canadian Pacific
Railway (CP), Hunter Harrison, recently
claimed that the chance of a terrorist
attack on a train hauling flammable liquids
is a greater threat than an accidental
derailment. “You’ve got a vessel that’s
sitting at its customer’s door that’s loaded
with this stuff and somebody decides to
tamper with it: That’s my greatest fear,”
said Harrison during a 2 March 2015
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speech to the Canadian Club of Toronto.
“It can be planned to do the worst possible
damage.”

Passenger Trains and
Relative Risk

Attacks against oil trains aren’t the only
rail-borne risk. In a recently-released article
entitled “Has Successful Terror Gone to the
Ground?” for Risk Analysis, a publication
of the Society of Risk Analysis, Professor
Arnold Barnett of the Massachusetts
Institute Technology (MIT) Sloan School of
Management performed a statistical analysis
of terrorist attacks against air and rail
passengers. As Barnett noted, his research
emphasized attacks against subways and
commuter rail (SCR) as opposed to longdistance rail travelers or freight trains.
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Response crews monitor the burning of derailed oil cars near Mount Carbon, W.V., next to the Kanawha River on 18 February 2015. (Chief Petty Officer Angie Vallier)

“Successful air and rail terrorism,” Barnett wrote, “have
followed opposite time trends.” Between 1982 and 2011, there were
87 attacks worldwide against air and rail targets where at least two
passengers were killed. During two decades of this 30-year era,
1982-1991 and 2002-2011, the number of air travelers killed in acts
of terrorism decreased by a factor of seven, whereas the number
of rail deaths from terrorism increased by a factor of seven. Even
when the 1992-2001 decade and the 9/11 attacks are included,
the percentage of fatal attacks in aviation decreased significantly.
“This divergence does not prove that successful terror plots shifted
over time from aviation to railroads,” Barnett cautioned, but does
imply more than just “chance fluctuations.”
In an interview with S&BP, the MIT professor described what
he called “a big shift of risk from air to rail” while continuing
to emphasize that “rail attacks didn’t go up because air attacks
went down.” Barnett is particularly knowledgeable about aviation
safety and security statistics, having worked for both the pre-9/11
Federal Aviation Administration and the post-9/11 Transportation
Security Administration. Barnett’s federal government experience

tacticaldefensemedia.com

also includes service with the Atomic Energy Commission, the
predecessor of the Nuclear Regulatory Commission.

Data-driven Policy Implications

As Barnett told S&BP, his interest in SCR security began as he
followed news stories about terrorist attacks on trains and sought
to create a data-driven analysis rather than relying on anecdotal
evidence. “Someone should put the pattern out there,” he said, but
also noted that “statistically-speaking, the risk of terrorism against
rail, or even air for that matter, is small.” For Congress, DOT, and
the Department of Homeland Security (DHS), however, there are
potential policy and budgetary implications to Barnett’s research.
Deciding how much to spend on air security compared to rail
security is just the start.
Within each transportation mode, there are what Barnett
termed “multiple levels of choice.” With rail security, for example,
spending decisions could entail more security equipment at the
station or additional funding for intelligence that’s aimed at
stopping terrorists from ever reaching rail centers. Determining how
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A high energy X-ray by the Rapiscan Eagle R60 Rail Scanner. (Rapiscan Systems)

to collect this intelligence and which security equipment to procure
is also important. Although Barnett doesn’t discount the value of
rail security technologies, he sees early interdiction as preferable to
stopping an attacker “at the gate,” where collateral damage could
occur.
There’s also the matter of effectiveness. In his interview with
S&BP, Barnett cited the 2009 arrest of Najibullah Zazi, an Al Qaeda
operative who was apprehended in Colorado for planning suicide
bombings on the New York City subway system. “It was good
intelligence work” that thwarted the attack, Barnett wrote for Risk
Analysis, “not security measures at Times Square or Grand Central.”
He also noted that security measures such as those found in airports
could slow and frustrate rail travelers.
“Recent events suggest,” Barnett added, “that although undetected
plots against aviation can sometimes be thwarted at the airport or
on airplanes, attacks on rail are far less likely to be stopped once in
progress.” Providers of rail security technologies do not disagree
with the MIT professor’s emphasis on the importance of intelligence,
but they do believe that their portfolios can strengthen information
collection while addressing issues raised in Barnett’s article.
To evaluate the role of rail security technology in collecting
intelligence and thwarting attacks, S&BP spoke with Rapiscan
Systems and ShotSpotter, two companies that are at the forefront of
rail security.

Strengthening Intelligence Collection

“We agree with the argument that technology alone is only part
of the solution,” said Andrew Goldsmith, vice president of global
marketing at Rapiscan Systems, a privately held firm that designs and
manufacturers technologies for screening cargo, vehicles, baggage,
parcels, and passengers. “That’s why we integrate data from X-ray
systems to other law enforcement information.”
To illustrate his point, Goldsmith described the following
scenario: A truck from Mexico stops at a U.S. border crossing.
Technology from Rapiscan Systems scans the truck’s cargo and
indicates that the contents are metal; however, the shipping manifest
states that flowers are onboard. Based on an image capture of the
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truck’s license plate, Customs and Border Protection (CBP)
personnel also detect issues with the motor vehicle’s history. The
truck has been stopped by local law enforcement before. Moreover,
there have been previous border inspections.
X-ray systems can also be deployed at points-of-entry between
Mexico and the United States to scan incoming rail cargo. Again,
by comparing data about an actual shipment to the contents of
the shipping manifest, CBP can determine if what is actually
entering the country is what is supposed to be crossing the border.
Goldsmith said that although CBP faces “funding constraints,”
there are pilot programs on both the Mexican and Canadian
borders to scan cargo as it enters the U.S.
Rapiscan Systems has deployed technologies in Europe and
Asia. “We’re the only company that has successful deployed a highspeed X-ray rail scanner,” Goldsmith said of the installation at the
Port of Rotterdam in the Netherlands. To keep rail traffic rolling
at Europe’s largest sea port, the system scans cars as they pass
at 50 kilometers per hour. Rapiscan Systems also helps to secure
Eurostar, the high-speed railway service that connects London
with Paris and Brussels via the English Channel Tunnel. India’s
Delhi Metro, the world’s thirteenth largest metro system, is also a
client.
In addition to X-ray scanners, Rapiscan Systems supplies
CounterBomber, a combination of radar and video technology
for the automatic detection of concealed, person-borne threats in
real-time and at stand-off distances. “We live in a world where it’s
very important to identify at a distance whether or not someone
may have a suicide vest or a concealed weapon,” Goldsmith said.
“This technology can begin to address this issue.” By collecting
intelligence about shipments and scanning persons of interest,
Rapiscan Systems can help stop threats at safer distances.

Stopping Attacks Once They Start

If intelligence collection and remote detection fail, however,
homeland security and law enforcement personnel face a new
challenge. As Barnett wrote in his article for Risk Analysis, “recent
events suggest that . . . attacks on rail are far less likely to be
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In active shooter situations, ShotSpotter SiteSecure also “places
the data on a map of the building,” Journey explained. This helps
first responders, including medical personnel, who may not be
familiar with the layout of the building to reach the scene of the
incident as quickly as possible. “Mega train stations” with indoor
and outdoor facilities are evaluating the technology, Journey
said. In the 19th century, he noted, “we didn’t have fire alarms,
and cities like Chicago burned.” Today, he continued, “We have
problems with violence [and need] active shooter alarms.”

Alarming Evidence

In 2004, MIT’s Arnold Barnett and Susan E. Martonosi of Harvey
Mudd College published “Terror Is in the Air,” an investigation
into whether the attention given to aviation security was an
overreaction to the 9/11 terrorist attacks. Over a decade later,
Barnett’s statistical analysis in “Has Terror Gone to the Ground?”
challenges policymakers and security personnel in a different way.
Evidence suggests that rail security should be a priority.
Available technologies, when combined with improved
intelligence, suggest that more can be done to prevent terror
attacks by train, or to stop them after they’ve started. Attacks
on passenger trains in Spain (2004) and in the United Kingdom
(2005) were once described as those countries’ version of 9/11. The
U.S. is not immune to this threat—far from it. With large numbers
of travelers using short-distance rail and a spike in long-haul oil
trains, securing America’s rails is a critical endeavor.
CounterBomber can detect threats at a stand-off distance. (Rapiscan Systems)

stopped once in progress.” SiteSecure from ShotSpotter won’t stop
terrorist attacks on train stations, but this acoustic sensing system
for buildings and adjacent outdoor areas can help save lives.
When a sound triggers a SiteSecure sensor, acoustic data
is transferred to the cloud and an algorithm applied. If this
computer-based technique indicates that the sound is gunfire, an
acoustic expert at a monitoring center also listens. This human
filter “provides context for the event,” said Damaune Journey,
ShotSpotter’s vice president for security solutions, in an interview
with S&BP. ShotSpotter also allows the expert to determine
whether gunfire is from automatic weapons and if there are
multiple shooters. Positive identification of gunfire then triggers
the publication of a message to first responders.
Journey described SiteSecure as an “active shooter alarm
system” that consists of hard-wired, ceiling mounted acoustic
sensors that “aren’t much larger than a wall outlet.” These small
sensors detect sounds with a specific acoustic profile and apply
layered filtering in just 30 to 60 seconds to eliminate false-positives
and provide actionable information. The technology, Journey
added, provides more accurate data than eyewitness reports. “911
callers tend to be non-specific, especially in stressful situations,” he
stated.
Text-field notifications are available, but the strength of this
part of SpotShotter SiteSecure is what Journey called “locational
awareness.” First, security personnel can determine whether the
shooter is moving. Many incidents begin outdoors and then move
indoors, such as the 22 October 2014 attack in Ottawa where
Michael Zehaf-Bibeau killed a soldier at the Canadian National
War Memorial before entering the nearby Centre Block building of
the Canadian Parliament.
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Policy Points Biodetection Systems

IMPROVING
THE CYCLE
Next-generation Biodetection Systems
Caught in Government Slow Roll
By Matthew J. Shaw

W

hen a natural or man-made biological event occurs, a
rapid response is imperative—from initial organism
capture and detection to identification to genomic
characterization of the agent for medical relevant features
including virulence and antibiotic resistance. Each of these steps
are benefitting from significant technological improvement
that can save lives. Yet technological innovation alone is not
sufficient to make a difference. These new technologies must
be validated and approved for use in order to have a practical
impact.
That means the government approval process must operate
efficiently and on pace with an ever-accelerating technology
development cycle. This presents a challenge to both industry
and government. On the one hand, industry is challenged with
providing high-quality test and evaluation data necessary
to achieve safety and efficacy approvals. On the other hand,
government is challenged with speeding the procurement and
approval processes while also accepting a level of risk that
always accompanies considerable technology leaps.
Recent open-source intelligence agency reports paint a
disturbing picture of terrorists intent on developing biological
weapons. James Clapper, the U.S. director of national
intelligence, said that because biological materials are used for
peaceful as well as bad intent, they f low freely throughout the
economy. So terrorists have easier access to biological materials
than they would to other types of weapons of mass destruction,
such as nuclear devices.
“The time when only a few states had access to the most
dangerous technologies is past,” Clapper told Congress last
year.
Interpol has also stated, “Although it has been very rare to
see biological materials being used as weapons, such incidents
have increased recently. Even a hoax event can be an effective
way of instilling widespread fear among the public.”
To counter the threats posed by natural and man-made
biological agents alike, companies are investing in the
development of improved biosurveillance systems. Such
systems, ranging from next-generation airborne biodetectors
to advanced genomic tests, have several benefits over
existing methodologies: They require less manpower and
logistics support, have the potential to cover a wider range of
organisms, and have the potential to be updated quickly to be
prepared for new and evolving threats. Further, when we get
to a point where genome-level detection technologies can be
routinely used in the field, we will be better able to dissect a
biological event to determine, among other questions, whether
the event was naturally occurring or a terrorist act.
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Battelle’s REBS biological detector/identifier is able to cost-effectively generate biodetection/
identification results promptly after an event and can be used outside of traditional clinical
environments. (Battelle)

In addition to technical obstacles, other hurdles exist.
For example, due to U.S. Food and Drug Administration
(FDA) decisions, physicians cannot directly use the results of
biosurveillance detections for therapeutic regimens. Senate
lawmakers have criticized the slow FDA approval process as
compared to equivalents in Europe and Canada. In a January
2015 report, lawmakers concluded the “FDA has struggled to
regulate the most cutting-edge medical products.”
The statutory standard for the approval of medical devices
is also decades old. In 1976, the Medical Device Amendments
required a “reasonable assurance of safety and effectiveness”
based on the “valid scientific evidence” for a medical device.
However, how the FDA interprets “valid scientific evidence”
can vary greatly and has changed over time. Since medical
devices are changing constantly and being updated, there is
also a pathway that allows a medical device to come to market
based on demonstrating that the new device is “substantially
equivalent” to a similar device that is already on the market
(known as a “predicate device”). This is referred to as the
510(k) pathway and is reserved for moderate-risk devices.
We in the biosurveillance community might be in an
ideal position to help speed the adoption of new technologies
because we stand at the intersection of two technology trends
currently impacting diagnostic testing: the drive for smaller
and easier to use technologies that can be used outside the
traditional clinical environment; and the drive for quicker
medically actionable test results.
Shaw is vice president and general manager of Battelle’s
CBRNE Defense business unit. Battelle is the world’s largest
nonprofit research and development organization, with over
22,000 employees at more than 60 locations globally.
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Reaching the Roots
Seeking Stronger Solutions
for Homeland Security
Senator Thomas Carper of Delaware is the ranking member of the
Senate Homeland Security and Governmental Affairs Committee.
In that capacity, he focuses on protecting the U.S. from threats to
national security as well as ensuring federal government programs
are efficient and use taxpayer dollars wisely. He is also deeply
involved in legislative efforts to improve American cybersecurity.
Senator Carper served three tours in Vietnam as a naval aviator
and began his career in public service in 1976. He has been elected
to numerous offices in his home state, including state treasurer,
governor, U.S. representative, and senator. This interview focuses
on both the Democratic senator’s legislative priorities and how he
believes the new Congress, which is now led by Republicans, can
further homeland security over the coming years.
Interview by George Jagels

S&BP: Please discuss your recent efforts to pass
cybersecurity legislation.
Sen. Carper: In his 2013 State of the Union address, the
President called for creating a framework of a stronger cyber
defensive posture for the U.S. When the [administration]
finished up, there were a number of things that needed to
flow through [various Senate committees]. The Intelligence
Committee went to work on information sharing, providing
protections for companies that share information about attacks
with each other and with the federal government.
In the last Congress, [Former Senator] Tom Coburn and I
worked on three pieces of legislation to make the Department
of Homeland Security (DHS) more effective on cybersecurity.
The first gave DHS the same hiring authority as the National
Security Agency to hire and retain employees because they kept
losing their best people. The second allowed DHS to move away
from an antiquated system of protecting our “.gov” domain to
a more planned and automated system. The third piece was to
make real DHS’ cyber ops center, which will be a portal to which
cyberattack information will flow.
The Intel Committee has gone back to work and recently
passed a bill out of committee on information sharing.
Meanwhile, the President called for information sharing
legislation and the administration presented ideas. I took those
ideas to a hearing earlier this year and asked the witnesses how
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Ranking Member
Committee on Homeland Security
and Governmental Affairs

they would improve upon them. They suggested we require
things like greater information sharing from government to
industry; clarify that any interested company or organization
could self-certify as an information sharing and analysis
organization, not just new organizations; and stronger privacy
protections such as a five-year sunset.
We have incorporated those into the bill and it’s been
introduced. I think we should have a hearing in our committee
about melding the Intelligence Committee’s bill and our bill.
Alternatively, I will probably soon put together a roundtable
discussion with stakeholders and other knowledgeable people to
discuss both bills—what they like and don’t like about them.
The legislation I introduced in this Congress will give
DHS a major role in information sharing. The idea behind
the portal is that information would be shared with DHS by
businesses. DHS is able to protect privacy rights by scrubbing
protected information before handing data to the FBI and other
law enforcement organizations. We have to figure out how to
incentivize business to share information with one another and
DHS. How do we figure out how to scrub private information
that comes through this portal and get the rest of the information
to the FBI in an expedited way? How can the government do a
better job of informing businesses that they are being hacked?
I also worked with DHS to make sure the department had the
leadership team they needed, as many positions had been empty
for several years. That’s been fixed.
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Senator Tom Carper of Delaware meets with Border Patrol agents along the Rio Grande River in Anzalduas Park in spring 2013.

Another cybersecurity area of importance is data
breach. We have a patchwork of 45 or more state laws on this
subject. What should be done to protect people, whether by
governments or banks? What expectations should there be for
investigations? What standards should we have for notification
for people whose information may have been disclosed? I’ve
offered legislation on this for the last three Congresses with
Senator Roy Blunt of Missouri.
What I’ve found is that it’s hard to get anything done around
here if it’s just a Republican bill or a Democratic bill. Bipartisan
bills, along with working with the administration, [are easier to
push forward].
S&BP: What can the U.S. do in Latin America to limit
illicit cross-border activity?
Sen. Carper: I’ve been down on the Southwest border
several times, and in the last years or so I’ve been to a number
of countries in Latin America trying to understand why so
many people want to get to the United States, particularly
from Honduras, El Salvador, and Guatemala. Over the last ten
years, we’ve spent almost $250 billion to strengthen our border
with Mexico, and during that time we’ve spent less than one
percent of that amount to address the underlying causes of the
migration of impoverished people from those three countries
… One of the best things we can do [to decrease illegal
immigration] is to reduce the size of the haystack by addressing
root causes.
More people in [recent] years have tried to come from
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Honduras, Guatemala, and El Salvador than from Mexico. The
President, Vice President, and I have worked with the leaders
from those countries to support the “Alliance for Prosperity,”
which is similar to “Plan Colombia,” a successful initiative
to save that country 20 years ago. I think we have a moral
responsibility because the lawlessness is related to American
addiction to cocaine, heroin, meth, and other drugs, and that
contributes to these countries’ misery.
There are four areas where I think we can contribute. First,
the workforce. In Honduras, only half the kids make it through
grade six, with only half of them reading at sixth-grade level
and only 10 percent able to do math at sixth-grade level. Second,
infrastructure. This includes highways, bridges, and other
transportation systems, much, but not all of which, has been
rebuilt since Hurricane Mitch. Energy costs are very high in
those three countries, but an agreement to import cheap natural
gas from Mexico is being negotiated. I would also say there
needs to be an effort to rebuild the electricity infrastructure.
Third, corruption, which is rampant in these countries. We’re
providing some help in vetting their police forces. If an official
is corrupt, they need to get rid of them and replace them with
people who have been vetted. There are too many instances in
those three countries where police don’t police, prosecutors
don’t prosecute, and judges don’t administer justice. In some
cases, political leaders are complicit in all of it. [Fourth is]
rebuilding citizens’ trust in the government by increasing
transparency and improving the delivery of basic services.
I think we do have leaders in these three countries now who
may take the opportunity to seize the day.
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Part of my goal is to secure the border not necessarily by adding
more agents, but by finding force multipliers. Regarding the 21,000
Border Patrol agents between ports of entry in the Southwest, how
do we make them more effective by use of technology?
S&BP: What are your thoughts on efforts to bring greater
technology to border enforcement?
Sen. Carper: Part of my goal is to secure the border not
necessarily by adding more agents, but by finding force multipliers.
Regarding the 21,000 Border Patrol agents between ports of entry
in the Southwest, how do we make them more effective by use of
technology?
We have drones on the border, but in high winds and poor
visibility they can’t fly. So as we add these to our toolkit, we need
to make sure we’re getting our money’s worth. We also need to
make sure that when drones can’t fly we have other advanced tools,
such as tethered systems. These can go up over 5,000 feet and look
into Mexico. They’ve found human- and drug traffickers. We also
have land-based surveillance cameras on large pedestals as well as
those that can move around.
Another force multiplier [we recently discussed at a hearing]
involved the 400-mile Rio Grande border area. There are only
about two places where we can put boats in the water to chase
bad guys or illegal immigrants. [A witness at that hearing] gave
us great ideas on technology to move different types of boats to
riverine areas that have been difficult to patrol.
In our land ports of entry, a customs inspector can use a
device called ELMO (enforcement link to mobile operations). The
inspector can look at this device and have the manifest, who the
drivers are, and their history for the next ten trucks, so we have a
pretty good idea of what’s coming when they meet the inspector.
We also have pretty good technology—and [it’s] getting better—to
see inside trucks and detect radiation and other contraband.
I like to say, “There aren’t a lot of silver bullets; there are a lot of
silver BBs.” Some silver BBs are bigger than others. I don’t know if
it’s appropriate for Congress to say, “In this sector, this is the best
force multiplier for you to use.” We should be asking questions of
the experts—the people who do this every day, the stakeholders on
the border—about what they need and what makes sense to them.
This could give DHS personnel options. For example, if you’re
trying to stop people crossing rivers, it doesn’t make sense to have
only helicopters—you need to get into the water as well. So it’s a
problem, for example, when there are only two places to launch
boats into the Rio Grande.
S&BP: What can DHS do to prevent a lone wolf-style
attack?
Sen. Carper: The threats we face as a country continue to evolve.
Since taking over my leadership role on the Homeland Security
Committee, I’ve learned that it’s critical that our counter-terrorism
efforts evolve along with the evolving threats we face. For example,
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after 9/11, we were focused on preventing the type of complex,
large-scale attacks we saw that day, and on combating organized
groups like Al Qaeda. While Al Qaeda and newer groups like
ISIS still seek to do us and our allies harm, their violent ideology
unfortunately also inspires disturbed and disaffected individuals
here and abroad to commit violent acts of their own, some on a
smaller scale. I think [DHS] has done a good job keeping up with
the threats posed by these so-called “lone wolves.”
But we can always improve, especially since I believe lone
wolves will be a serious issue for some time to come. Since 9/11,
we’ve improved the federal government’s ability to quickly share
and act on terrorist intelligence, but more must be done to keep up
with new travel patterns, new forms of communications, and new
terrorist groups. The idea is to gather the best possible information
and share it with countries around the world.
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By George Jagels

I

n some of the most rugged and
unforgiving areas of the frontier with
Mexico, U.S. Border Patrol stations
must monitor thousands of square miles
of terrain without the aid of significant
infrastructure or large numbers of
personnel. Paved roads are scarce, as are
enforcement resources. Interdicting drug
smuggling, human trafficking, and illegal
immigration in areas such as Wellton, AZ,
and Deming, N.M., requires efficiency in
pursuing intrusions without committing
all of a station’s resources at once. Though
these areas are generally perceived as low
risk—there are fewer crossings than more
urban areas and almost all on foot—the
Border Patrol still needs to patrol them
efficiently and recognize and minimize
any new risks.
The 2014 DHS Quadrennial
Homeland Security Review set ambitious
goals in this regard. It emphasized
identifying, investigating, and

interdicting threats as early as possible
and expanding risk-based security. The
Border Patrol’s 2012-2016 Strategic Plan
stressed securing America’s borders
through the efficient application of
information, integration, and rapid
response capabilities. In the far-flung
corners of the desert, are such goals
achievable?
The Border Patrol uses change
detection capabilities, a tactic involving
various information gathering
techniques, in low-threat remote areas.
Thus far, this effort has lacked the ability
to contextualize all of the data coming
in to stations from sensors and agents.
Starting in 2013, researchers at the DHS
Center of Excellence at the University
of Texas-El Paso (UTEP) set to finding
a software solution to address this.
The result of UTEP’s effort, a stilldevelopmental computational decision
support tool (DST), could prove to be a

28 | S&BP and CST & CBRNE | Spring 2015

significant force multiplier to field agents
and supervisors as they try to secure
the remote sections of the border with
Mexico. The upshot is twofold: First,
the Border Patrol can continue focusing
on the highest risk areas. Second, the
organization’s situational awareness
improves so that it can allocate resources
more efficiently and respond to emerging
risks.

Responding to a Need

“Border Patrol stations are the
backbone of the agency,” said Victor
M. Manjarrez Jr., associate director of
the National Center for Border Security
and Immigration at UTEP and a retired
Border Patrol agent who served as the
chief patrol agent in El Paso and Tucson
Sectors and as the agency’s strategic
planner. “This is where the work of
border security is done. Think of it from
the perspective of a large city police
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TO
THE
EDGE
ORDER PATROL STATIONS
department: Headquarters sets the vision
and direction, but the sub-stations make
it happen.” Border Patrol stations could
have over 300 assigned agents, while some
also maintain forward operating bases of
about 12 agents.
Manjarrez told S&BP that when
he learned about ideas to improve
change detection at the center, he began
discussing the potential for a stationlevel resource allocation tool with his
former colleagues. His reason was simple:
Nothing like it exists.
“There is a lot of data coming in to
[station] supervisors, but how do you
digest all of that information that’s
coming in to correctly apply your
resources?” he explained. “That’s why it
was very intriguing to people like Border
Patrol Chief Mike Fisher.”
From July 2013 to December 2014,
Drs. Heidi Taboada, Jose Espíritu, and
Oswaldo Aguirre developed, from scratch,
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the first iterations of the Automated
Decision Support Model for Remote
Patrolling, an automated DST that
provides a common operating picture
(COP) and suggestions for decision
makers to use a station’s resources
optimally. By integrating data from
thousands of change detection sources
in a given area—from aircraft to ground
sensors to agents—and knowing what
tools a commander has, the UTEP tool
has the potential, as Taboada said, “to
allow the Border Patrol to continue
focusing its capabilities on areas where
the highest risk exists but ensures that any
threat adaptation can be identified quickly
through information and intelligence,
culminating in appropriate steps being
taken to rapidly minimize any new risk.”

A Not-so-remote Problem

Border Patrol agents work in three
operational domains: urban, rural, and

remote. In urban settings, detection
equipment and personnel are dense, but
agents have only seconds to minutes to
respond to a violation before the suspect
reaches an area where enforcement
is reduced substantially. Rural
environments also require a consistent
law enforcement presence and constant
situational awareness. Agents have
minutes to hours to respond to intrusions
in this domain. Remote environments
allow hours or days to respond before
suspects reach what Taboada called the
“vanishing point.”
Manjarrez said that urban area
security has greatly improved, and illicit
activity has shifted to rural areas, from
where intruders enter more populated
areas to take advantage of transportation
networks. “The biggest challenge is
also the largest area of the Southwest
border—remote areas,” he said. “The
Border Patrol will never be in a situation
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These semicircles depict the Border Patrol’s operational domains. The light green represents the urban setting (second to minutes
to respond). The dark green represents the rural setting (minutes to hours to respond). The olive green represents remote areas
(hours to days to respond). (NCBSI)

where they’re standing shoulder-toshoulder in remote areas—it’s too
expensive. So we developed this tool to
manage resources for this area.”
According to Espíritu, more illegal
f lows are moving to remote areas, where
the lack of consistent law enforcement
presence and situational awareness
creates risk. Currently, most information
gathering in remote areas is performed
by agents on reconnaissance patrols,
who sign cut (discover new tracks) and
track intruders. This is supplemented by
a variety of technologies used to detect
changes in the immediate area. These
include unattended ground sensors
(UGS), integrated fixed towers, day and
night optics, remote video surveillance
systems, mobile video surveillance
systems, and unmanned aerial vehicles,
to name a few. The Border Patrol also
uses forward-operating bases to attain
persistent enforcement in off-thegrid areas. All of these information
sources can be linked into the DST and
considered in its assessments of the best
responses.
Taboada and Espíritu stressed the
complexity of the agency’s patrolling
challenge. In conversations with Border
Patrol agents, the researchers learned
about the use of “dumb sensors” that
cannot classify the nature of detections
in remote areas. More expensive
solutions exist, and they are deployed in
urban environments. Out in the bush,
UGS alerts cannot differentiate between

a cow, the weather, and intruders on
foot.
With so much data being gathered by
human and machine sources, a tool that
can log, classify, and suggest courses
of action to decision makers seems like
the next logical step to the deployment
of more technology on the border. For
example, one impetus behind interest
in the DST software is prosaic: shift
changes. “All this information from [the
above sources] comes in, and it’s in the
first line supervisor’s head,” Manjarrez
said. “But what happens when that
information crosses shifts? The bad
guys aren’t going to stop.” Instead of
tracking information getting “lost” when
a supervisor goes home, the DST could
give a command center a COP from
which to work.

Seeing Information and
Supporting Decisions

“Models developed to protect urban
areas do not necessarily perform well
when applied to the protection of remote
areas,” said Taboada. Responding to
an alert may require an agent’s entire
shift, and alarms typically provide only
minimal information, meaning someone
must decide which alarms must be
addressed. The UTEP DST takes into
account the relatively large amount of
time that decision makers have to work
with. If a sensor goes off at the border,
agents won’t be sent to that point;
rather, the DST can both help optimize
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the agents and surveillance units that
should be dispatched and predict
the likely routes of intruders as they
move north. The goal is clear: greatly
improve resource allocation policies, and
therefore reduce the burden on human
schedulers.
Taboada and Espíritu stressed that
the DST software is “very visual,” with
information displayed geospatially. The
locations of all sensors in a sector as
well as the daily operations of agents in
the area are integrated. An operations
center supervisor receives an alert
when a sensor goes off, the software
automatically displays the sensor’s
location on a digital map, and the
software immediately provides potential
solutions based on the resources
available. Thus, supervisors can more
strategically deploy the best resource.
“Much of this is based on distance,”
Taboada said. “We know where agents
are, so the software can recommend,
‘This agent has the capability to respond
and is closest amongst the list of assets
available.’ This is basically what the
software is doing thus far.”
The researchers were careful to
stress that supervisors and agents are
still critical to decision making. “The
software still requires the human
aspect—Border Patrol agents will use
their experience and knowledge to judge
the recommendation and execute the
suggestion if they agree with it,” Espíritu
said.
Two main components make up
the DST: MATLAB and Google Earth.
The MATLAB component is the part
of the program dedicated to analyze all
data introduced by the user (e.g., area
selection, change detection resources,
response resources, alarms activation,
and response allocation resources)
needed to monitor a specific area.
This component also provides the
user with the ability to select different
available change detection resources
that need to be allocated to secure the
analyzed remote area. Google Earth is
used to visualize all the geographical
information processed by the MATLAB
program. The current program runs on
a personal computer and is presented
in the form of a user-friendly graphical
user interface, making the input of data
extremely easy.
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and will evaluate it from operations and policy perspectives.
Agents in Deming, Lordsburg, and El Paso, TX, are
“socializing” the program now, and they will provide feedback
to UTEP this year.

Looking Ahead

UAV (above) and FLIR’s Mobile Surveillance Capability (bottom) are examples of change
detection capabilities. (DHS and FLIR)

Deploying the DST

To understand the challenges faced by remote Border Patrol
sectors, Taboada and Espíritu visited Lordsburg and Deming
Stations in New Mexico. This gave them a better idea of the
difficulty of the terrain—washboard roads, vast distances,
for example—which in turn helped make the software more
accurate. They have since applied the tool in those areas (see
picture).
Data for the model is stored locally (a Border Patrol
requirement), which the designers consider an advantage due
to the program’s focus on each station and the sensitivity of the
information. Another advantage is that the user does not need
to be connected to the Internet while running the program to
visualize different areas of the border.
The Border Patrol now has possession of the DST software
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The next evolution of the DST could include predictive analysis
algorithms. This feature is of great interest to the U.S. Border
Patrol because predictive analytics is advancing so rapidly
and, for this type of application, can help uncover unknown
patterns. This could help agents anticipate and possibly predict
illegal cross-border intrusions, supporting the more efficient
allocation of resources. Today, Border Patrol stations have no
pattern recognition or data analytics.
The DST cannot access and analyze historical data, but this
will change in a future version of the tool. Such a feature would
likely ease a remote station’s decision making. For example,
false alarms could be minimized by looking at past data, such
as grazing patterns, and by having a clear picture of what other
sensors are reporting, helping to differentiate a grazing bovine
from drug smugglers.
Integrating rapidly progressing predictive analytics
algorithms into the DST is another planned step, according to
Taboada and Espíritu. This could better classify and provide
certainty regarding the type of intrusion, as well as help Border
Patrol agents anticipate and possibly predict illegal crossborder intrusions. Inputs such as geographical information,
weather, and apprehension data (e.g., small or large group,
drug related or not) help the model generate more accurate
scenarios and responses.
“In the month of July, for example, we can look back at
previous years’ data so we can place better technologies—
change detection capabilities—in the places we predict there
will be a higher inf lux of illegal immigration,” Espíritu
said. “This is a dynamic model that can learn.” Over time,
new information can be fed into the software to improve its
accuracy. Taboada briefed the Border Patrol in June 2014 on
the potential for integrating predictive analytics into the DST
model.
As a DHS Center of Excellence, the National Center for
Border Security and Immigration receives regular grant money
from the department. The project was funded from 1 July 2013
to 31 December 2014. Manjarrez told S&BP that Customs and
Border Protection is currently debating whether to expand
UTEP’s DST research effort. If the Border Patrol and DHS
want the program to go forward, Taboada and Espíritu can
then apply to the DHS Science and Technology Directorate for
more funding.
Acknowledgement. Drs. Taboada and Espíritu would like
to note that this material is based upon research supported
and funded by the US Department of Homeland Security
under Award Number 2008-ST-061-BS0001-05. The views and
conclusions contained in this document are those of the authors
and should not be interpreted as representing the official
policies, either expressed or implied, of the U.S. Department of
Homeland Security.
Lead art: This picture of remote New Mexico is indicative of large areas of the Southwest
border. (Heidi Taboada)
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SIMULATIONS
ON THE BORDER

Modeling Probable Pathways, Analyzing Network Failures

DHS-funded research is simulating trafficking and
analyzing the failure of illicit networks to strengthen
border security.
By Steve Melito, S&BP Editor

T

he U.S. Department of Homeland Security (DHS) uses computerbased modeling and simulation to prepare for and plan responses
to events such as hurricanes, earthquakes, droughts, and
blackouts. Border security challenges may be less well understood, but
DHS is making gains in this area through the National Consortium for
the Study of Terrorism and Responses to Terrorism (START), a DHS
Center of Excellence headquartered at the University of Maryland in
College Park.
For example, START research supported by the DHS Science and
Technology Directorate is modeling probable pathways for human
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smuggling and trafficking along the U.S.-Mexico border. START
is also analyzing historical data about the failure of cross-border
smuggling networks in order to strengthen the Global Nuclear
Detection Architecture (GNDA), a DHS framework for detecting and
reporting on nuclear and other radioactive materials that are out of
regulatory control.

Adaptive Analysis for Adaptive Adversaries

As START Senior Researcher Brandon Behlendorf told S&BP,
the consortium is using geospatial simulation to model probable
pathways for human smuggling and trafficking along a 200-mile
section of the U.S.-Mexico border in Arizona. In this way, Customs
and Border Protection (CBP) could determine the most effective
way to deploy limited resources. Today, border security and law
enforcement personnel know where drug and human traffickers are
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Lead art: The U.S.-Mexico border. Right: Illegal border crossings occur over fences and across rivers, among other methods. Adaptive analysis will help U.S. authorities predict pathways and better
enforce the law. (All photos courtesy of CBP)

interdicted and arrested. Tomorrow, CBP may
be able to predict where illegal crossings will
occur and how traffickers will travel.
Using this information, CBP could stop
illegal entrants closer to the border instead
of farther into the nation’s interior. Effective
modeling and simulation must consider
multiple factors, so START’s research
accounts for complexity with regard to
terrain and human factors. As Behlendorf
explained, so-called “coyotes” involved in
human smuggling seek to avoid line-of-sight
detection. Scouts who provide drug cartels
with forward-deployed intelligence may travel
in elevated areas instead. Determining the
relative advantages of visibility and elevation
in a border sector could assist CBP with
resource allocation.
As Behlendorf noted, modeling and
simulation can also provide possible answers
to questions such as “How will changes
in our adversaries affect border security?”
For example, disruptions in a drug cartel’s
structure could lead to increased smuggling
in some sectors and decreased activity in
others. Geospatial simulation can include
other scenarios, too. If Arizona cities receive
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an influx of immigrant children via a specific
point-of-entry, computer-based techniques
can predict the most likely route for younger,
on-foot travelers from, say, Douglas to Tucson.
Modeling and simulation for border
security must also account for resolution,
a measure of fineness or focus. CBP needs
enough detail so that models accurately
reflect operational conditions, but not so
much data that computing resources become
overloaded. Resolution of a mile wide isn’t
fine enough to be operationally relevant,
but resolution of a meter is too focused for

desktop computers. LIDAR (light detection
and ranging) data is commercially-available,
but “information with billions of elements
doesn’t always translate to better analysis”,
Behlendorf said.

Geospatial Simulation
and DEM Data

For its pilot program, START used
unclassified, open-source digital elevation
model (DEM) data that provided a 3D
representation of terrain surface along a
200-mile section of the Arizona border. DEM

A rendering of probable pathways for human smugglers across Arizona-Mexico border. (Brandon Behlendorf)
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data is displayed as a grid of cells, and each cell in the study represented
a 240-meter resolution. Validating the simulation posed a challenge,
but START leveraged information obtained by another DHS Center of
Excellence, the National Center for Border Security and Immigration
(NCBSI), co-led by the University of Arizona and the University of
Texas at El-Paso. (See previous article for a profile of one of NCBSI’s
recent research efforts.)
In May 2013, NCBSI released the results of a survey of 1,000 illegal
immigrants apprehended by CBP’s Tucson Sector. This information
provided not just the most likely starting points, but also indicated
the destinations for border crossers. In turn, these individuals became
what Behlendorf called “simulated agents” in the START model. “The
applications are numerous when it comes to identifying and allocating
resources along the border based on these probable pathways,” he
added.
For example, a recent GAO report examined how CBP uses
unmanned aerial vehicles. Given the high cost-per-flight hour, the
agency needs to deploy its 84 UAVs in a focused, effective manner.
Through modeling and simulation, CBP could experiment with
various border security scenarios and allocate resources accordingly.
“Within the simulation toolkit, there are game theoretic models which
could model how and where UAVs could be deployed to maximize
their potential for interdiction,” Behlendorf said. Using these tools,
CBP can also model a layered approach that involves UAVs, ground
sensors, and other border security technologies.

Metrics Matter

Determining which technologies are the most effective is a matter
of metrics, but choosing the right metrics isn’t so straightforward.
“What determines the effectiveness of technology?” Behlendorf
asked. “Is it increased interdiction or increased deterrence?” To an
extent, deterrence depends upon perception, which can be difficult to
measure. If potential border crossers return to Mexico because of the
use of a particular technology or type of personnel, researchers may
never know.
There are exceptions, however. Since 1982, a team from Princeton
University and the University of Guadalajara have been collecting
data for the Mexico Migration Project (MMP). In tracking patterns
and processes of Mexican immigration to the U.S., researchers have
asked immigrants about points of entry and perceptions of border
security. Behlendorf also cited a 2008 book called Drug Smugglers
on Drug Smuggling: Lessons from the Inside written by Dr. Scott H.
Decker, professor in the School of Criminology and Criminal Justice
at Arizona State University.
Co-authored with Margaret Townsend Chapman, Drug
Smugglers contains information obtained from 38 Colombians who
crossed the border illegally and are now in incarcerated in U.S. jails.
Along with questions about drug packaging and transportation
strategies, Decker and Chapman questioned prisoners about their
perceptions of border security. Learning why illicit networks fail is
also an area of inquiry for START, and part of a separate project with
larger implications.

How Illicit Networks Fail

Achieving the Goals of
Shared Security and Prosperity
3R D AN NUAL
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Visit www.Beyond-Border.com
for information on attending and sponsorships
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“Like small businesses you see around the country,” Behlendorf said,
“smuggling networks fail quite often.” The causes vary, but include
arrests, interdiction, internal disputes, and seizure of contraband.
Sometimes, criminal networks fail because of law enforcement’s
intelligence collection efforts. In other instances, illicit operations are
so weakened by other factors, such as conflicts over leadership, that
they become vulnerable to law enforcement.
As Behlendorf explained, understanding why networks have
failed can offer lessons to law enforcement. “What can we learn
that will help to incur failure in other networks?,” he asked. “What’s
the process?” Because organizational failure represents “complex
and nuanced phenomenona,” however, there’s no single process
or explanation. Yet there are commonalities across a diversity of
networks, including narcotics, human, arms, and wildlife smuggling.
The START study includes eight case studies of eight different
types of transnational networks that operated across the U.S.Mexican border or in European Union (EU) nations where Frontex,
an EU agency with headquarters in Warsaw, Poland, coordinates
efforts between border guards from EU member states. Some of the
similarities that the study discovered involved forged documents.
Regardless of the illicit commodity, smugglers who used such
documents sought to hide the origin or disguise the nature of the
commodity. In the case of human smuggling, fake documents were
used at ports of entry.
The illicit networks that START studied may have failed, but the
drug cartels that operate in both Mexico and the United States today
have been likened to a hydra. Cutting off one head is not enough, as
another head or node soon replaces it “We know how resilient they
are,” Behlendorf says of criminal networks. Armed with simulation
and modeling, however, borders security professionals may have a new
weapon in their arsenal.
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