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t’s been over a decade since 9/11, and the threats facing the homeland are still
numerous, diverse, and deadly. Some terrorist networks abroad have fewer
resources and less protection, but need only a breakthrough and some luck to
cause havoc. And they’re unlikely to stop trying. In this double issue of CST &
CBRNE Source Book and Security & Border Protection, we present readers with
some of the problems and solutions in contemporary homeland security.
In the Winter 2013/14 issue of CST & CBRNE, we explore the world of chemical
biological incident response, with an inside look at a USMC unit charged with
this task. In an exclusive interview with Col. Stephen Redifer, we learn about the
ongoing preparations and daily focus of these Marine Corps first responders, who
stand ready to forward deploy and respond with minimal warning to CBRNE
events at home or abroad. Readers will also learn how the 46th MP Command
of the Michigan National Guard brings enhanced command and control to
national CBRN attack response. For those interested in equipment, we talked
with top manufacturers about their handheld radiation detectors, giving CBRNE
responders a look at procurement options for 2014.
In our inaugural issue of Security & Border Protection (S&BP), you’ll learn
how federal, state, and local law enforcement agencies leveraged cutting-edge
technologies in the aftermath of the Boston Marathon Bombings. This issue also
features two articles on North American borders. In the case of the U.S. and Canada,
security involves balancing border protection against freedom of travel and the
world’s largest trading relationship. As Andrew Finn, Canada Institute Program
Associate at the Wilson Center explains, the Beyond the Border program is the
first step on a long road towards shared security. Looking toward the Southwest
border, we profile Sheriff Paul Babeu of Pinal County, Arizona, who discusses the
transnational challenges of policing a county within a hundred miles of Mexico.
In our “Emerging Threats” section, S&BP investigates WMD threats within the
homeland and at sea. Chemical shipments that travel along the nation’s highways
and railways pose a potential threat to the homeland and to first responders.
James Crippin explains why security personnel and civilian responders alike must
learn how terrorists used improvised chemical weapons in Iraq and Afghanistan.
Chemical and biological threats to U.S. interests at sea could also jeopardize
homeland security, as Dr. James A. Martiney warns. Although there are differences
in how terrorists target military and commercial vessels, both types of ship could
face unconventional threats.
At Tactical Defense Media, we are dedicated to covering the people, tools, and
ideas that ensure safety within the law. We hope you will enjoy this double issue
and look forward to your comments and questions!
Sincerely,

Kevin Hunter
Editor
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Editor
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Managing Editor
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Command at a Glance 13th Rhode Island WMD-CST

Integrating Response Support
Created in 2004, the 13th Weapons of
Mass Destruction-Civil Support Team,
Rhode Island National Guard, helps fill
equipment, manpower, technical, training,
and operational gaps faced by responders.
By 13th WMD-CST, Rhode Island National Guard

T

he 13th Weapons of Mass Destruction Civil Support Team
(WMD-CST), Rhode Island National Guard (RING), consists of
22 full-time hazardous materials technicians who are certified to
respond to support civil authorities for natural or man-made chemical,
biological, radiological, and nuclear (CBRN) events. The 13th CST may
be called in to assist by identifying CBRN agents/substances, assessing
current and projected consequences, providing communications
support, advising on response and mitigation measures, and assisting
with appropriate requests for additional state and federal support.
The team consists of six elements: command and control,
administrative/logistics, operations, medical, communications,
and survey (downrange). These sections make the CST virtually
self supporting during response. The team also includes an organic
decontamination element that is used to decontaminate members of
the team and, potentially, a limited number of responders.

teams in their own mission tasks. The team has been
called out to numerous real-world events and in support
of other CST’s in their time of need. Most recently our
team supported the 1ST CST at the Boston Marathon
Bombings by supplying additional analytical coverage preevent and communications for support of the response efforts
on scene.

Looking Ahead

The future of the 13th CST has a focus on building different
relationships and expanding our outreach program with our state
and local agencies by building a working relationship with emergency
managers in each municipality. The team focus in FY 14 is to develop
working relationships with teams outside of Region 1 in order to
increase response capability at any time during the year. They are
currently planning a C5 movement as part of a joint exercise in South
Carolina, which will allow the 13th CST to work closely with their local
responders and build on our interagency coordination on scene in a
new environment. The joint movement will test the unique mission
capabilities of both the Air Force and Army and demonstrate the
joint capabilities required for mission success. The fiscal year will end
with a multi-jurisdictional, large-scale exercise for multiple CST’s and
response agencies, utilizing a maritime venue and CBRN exercise.

Engagement Foci

Requests for response are made though the Rhode Island Emergency
Management Agency or the RING Joint Operations Center. One can
ask for the entire team or a specific capability.
CST capabilities include:
• Presumptive onsite analysis of an unknown chemical or biological
substance or agent through the use of an ISO 17025-certified
mobile Analytical Laboratory Suite.
• Personnel and equipment to conduct CBRN surveys and
reconnaissance operations and to perform presumptive analysis
of hazards within the area of contamination as well as to collect
samples utilizing the FBI 12-step process. The team is also capable
of conducting radiological/chemical monitoring or sweeps of areas
of concern and special event venues.
• Communications platforms that include portable data and voice
assets; secure data and voice; UHF, VHF, HF, and FM radio
capability; cross band capability; commercial telephone lines; video
teleconference capabilities; and satellite phones.

Real Preparation in Real Time

The team has participated in every regional exercise in the past
seven years and hosted the largest Region 1 exercise to date in
2010. Called upon by multiple agencies to conduct radiological
sweeps, stand-by coverage, and area monitoring for different
local and state events, the unit has witnessed a dramatic increase
in their involvement of assist missions each year since its
inception. When the probability of crisis incidents increases,
local and state authorities know to call on the 13th CST due to
a robust outreach program to our local responders. Our team
has worked monthly with DHS and TSA to provide them with
excellence in the CBRN response measures and to assist those
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9th

Counter IED
TRAINING FORUM
PREPARING DOMESTIC AND INTERNATIONAL
FORCES TO DEFEAT IED THREATS AND
NEUTRALIZE INSURGENT NETWORKS

January 7-9, 2014 | Washington, D.C
FEATURING PRESENTATIONS FROM LEADING
EXPERTS INCLUDING:
• SGT James Cooper, CIED Chief Instructor, USMC JIEDDO
• Samuel Bashan, Special Agent, Israeli Defense Force
• Stanislav Rolc, Head Of Material Engineering Branch, VOP-026/VTUO
Czech Ministry of Defence
• Dick Larry, Chief, Adaptive C-IED/EOD Solutions (ACES) Division
• Edwin Bundy, Program Manager, TSWG IDD Subgroup and
EOD/LIC Program
TOPICS WILL COVER COUNTER-IED TRAINING TECHNIQUES AND
DOCTRINE:
• C-IED Robotics Training and Development
• Water Pressure Disposal Devices
• Signal Jamming Equipment
• IED Vehicle Protection
• CBRNE and Decontamination Devices and Cleanup
• Rapid Acquisition and Fielding
• Operations Intelligence Information Fusion and Analysis

www.CounterIEDSummit.com
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Policy Points Bio Terror: Threat and Response

Battling the Bug
How the U.S. Can Respond to Bio Terrorism
By Dr. Xavier Stewart, Ph.D., Brigadier General (ret.), U.S. Army

M

assive improvements in public health knowledge and
technology have given Americans a wide range of benefits:
improved diet, safe drinking water, better waste control
and treatment, immunizations, pasteurized milk, and better housing.
The United States is now a far healthier nation, and as such it is better
prepared than ever to prevent and respond to a biological event.

The Threat

Nevertheless, the risk of a worldwide pandemic event, whether
caused naturally or by a biological attack with a weaponized
highly infectious biological agent (WHIBA), such as genetically
engineered smallpox, remains present, and such an event can pose
an overwhelming public health management problem that could
weaken our health care delivery system. As with many secure,
functioning systems, it is difficult to imagine the U.S. public health
system being overwhelmed by a pandemic. However, this threat can
materialize quickly, and its effects could be far reaching. We must
now deal with extensive alterations in disease patterns especially in
those involving the respiratory system. A severe pandemic influenza
or WHIBA presents a tremendous challenge as it may affect the lives
of millions of Americans, cause significant numbers of illnesses and
fatalities, and substantially disrupt our economic and social stability.
The precedent for such a catastrophic event is not even a century
old: The 1918 Spanish Flu influenza pandemic killed an estimated
50 million people worldwide (including about 600,000 Americans).
Approximately 40 and 36 percent of American soldiers and sailors,
respectively, were stricken with this virulent and lethal flu. These
uniformed professionals were rendered combat ineffective for
significant periods of time. U.S. life expectancy dropped by 12
years due to the Spanish Flu. The 2003 Severe Acute Respiratory
Syndrome (SARS) outbreak serves as another harbinger of future
pandemics.

Border controls will not prevent
the spread of epidemics. In 2007,
900 million people travelled the
globe, and ... Cambodia alone
hosted 856,000 tourists.
There are also growing concerns are the new emerging diseases
that are showing a high resistance to antibiotics. The rise of deadly
super bacteria is nothing new. The overuse of antibiotics has caused
an alarming increase in drug-resistant bacteria, which now infects
approximately two million Americans a year and kills about 23,000.
The widespread practice of giving antibiotics to live stock to prevent
sickness and promote rapid growth is one factor in developing
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Color-enhanced electron micrograph of Ebola virus particles (Thomas W. Geisbert)

resistant strains. Most worrisome to date are Carbapenemresistant Enterobacteriaceae (CRE) bacteria, which have high
levels of resistance to antibiotics. Some CRE bacteria have
become resistant to most available antibiotics. CRE infections
are reported in some literature with mortality rates as high as 50
percent.
Even today, with a strong healthcare system and informed
public on methods to reduce and prevent the spread of germs,
approximately 36,000 Americans die and more than 200,000 are
annually hospitalized from the flu, and . Influenza costs U.S.
taxpayers about $10 billion every years. Of course, these problems
are spread out in time and place, making them more manageable.
A pandemic or WHIBA event would not be so accommodating.

The Consequences

The consequences of a pandemic or WHIBA event would be
devastating. If a weaponized version of an antibiotic resistant
organism was released in the public and it had the ability to infect
the public similarly to smallpox or the common cold, the result
could be an impact similar to the Plague, with mortality and
morbidity ratios possibly rising to 60 percent.
A large number of Americans from all parts of society would
be killed, which on a practical level would dramatically reduce
the number of available workers in all sectors of our nation’s
workforce through 30 to 40 percent absenteeism. The movement
of people and essential goods would be completely disrupted,
and one could expect large price increases on even the most
basic goods. These dire consequences would threaten essential
services across our nation and disrupt critical infrastructure and
diminish key resources. These consequences would adversely
impact continuity of operations and continuity of government.
Frankly, the economic effects are almost unfathomable.
Moreover, government employees would be similarly affected
placing our nation at risk in terms of national defense. Imagine
losing large numbers of personnel that provide asset protection
and manage our critical infrastructure and key resources as well
as utility firm staff, transportation employees, and key business
sector workers. The impact would be devastating.
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A worldwide pandemic or WHIBA would also degrade our
military forces at home and abroad. Though the armed forces are
well equipped to deal with these events, losses and consequent
caution could significantly hamper their effectiveness.
Pandemics are unpredictable and a WHIBA attack will be
unannounced. These agents and will most likely overwhelm
a stricken nation’s healthcare delivery system, triggering a
widespread epidemic. This epidemic will spread over a wide
geographic area to adjacent and neighboring nations, potentially
escalating into a global incident.
It is crucial to understand that border controls will not prevent
the spread of epidemics. For example, in 2007, 900 million people
travelled the globe and visited remote areas such as Africa, Alaska,
Australia, and Southeast Asia. Cambodia alone hosted 856,000
tourists in 2007. As travel becomes more readily available and
affordable, the transport of a WHIBA is just a matter of time.
To mitigate the effects of a pandemic or WHIBA, we must
implement preventive measures for early detection and develop our
capacity to respond to a pandemic event to mitigate the impact.

Developing the Response

While the challenge is daunting, Americans should recognize that
they have the capability to minimize the damage from an epidemic
and eventually defeat it. Remember the vast elements of national
power the government can bring to bear: infrastructure, man
power, technological and pharmaceutical knowhow, and interfacing
with multinational organizations and foreign governments.
Fortunately, the U.S. has developed a strategy to respond to
biological events but lacks the full response capability to a WHIBA.
The key to responding will be the ability of the government,
working closely with the WHO, and other nations, to coordinate
in a timely manner with plans that address preparedness and
response. I recommend the establishment of a fusion center with
specific functions that would work closely with key stakeholders
within governments and industry to address the challenges through
developmental processes, plans and response teams.
In addition, the Federal Emergency Management Agency and
the White House will need to work quickly on the National Security
and Homeland Security Presidential Directive 51 and Homeland
Security Presidential Directive 20 to trigger essential national
functions during a catastrophic emergency. These initiatives
provide a good first step toward ensuring that the U.S. is addressing
the threat of a pandemic or WHIBA event.
These directives will be a good first step to initiate limited
response capabilities to ensure continuity of operations and
continuity of government, meeting the minimum demands that
will be placed to maintain law and order, ensure staffing to CI/KR,
and provide for the populace in general.
In addition, educating and training our international
partners will help prevent the quick spread of the disease. Sharing
surveillance instrumentation for early detection and quickly
distributing medicines to mitigate the disease will reduce the
risk of a global pandemic. The strategic placement of medicines,
supplies, and other essential resources in nations where we have
an established presence will shorten the response time and hasten
delivery of essential resources to a potential outbreak. Working
with the WHO and other international partners will reduce our
economic costs, both in financial and human resources.
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Testing Spotlight Dugway Proving Ground
Aerial view of the Combined Chemical Test Facility (foreground) and much of the administrative
area of West Desert Test Center. This area is 11 miles west of the only entry gate to Dugway
Proving Ground, UT. (Al Vogel/Army)

Effective Isolation
In Utah’s high desert, expertise
and remoteness offer varied
testing and training for chemical
and biological defense.
By Al Vogel, Dugway Public Affairs

U

.S. Army Dugway Proving
Ground (DPG) was created in
1942 with a singular mission:
protect America and its allies from
chemical and biological (CB) weapons.
For more than 70 years, its scientists
and experts have tested an impressive
array of detectors, protective clothing,
decontaminators, and air filtration
systems, among other items—and issued
objective reports that led to adoption,
rejection, or improvements.
Today, DPG has gone well beyond
its original CB-focused mission. Under
Army Test & Evaluation Command in
Maryland, DPG has become renowned
for conventional as well as CB training.
Its climate and geography mirror
Afghanistan, allowing all types of
units to train and acclimate before
deployment.

Unique Location

On a site specifically chosen in 1942 for
its remoteness, this Major Range and Test
Facility Base remains quite out of the way
and covers nearly 800,000 acres. Yet, it’s
only 85 road miles from Salt Lake City,
a major metropolis and host of the 2002
Winter Olympics. The largest employer
in Tooele County, DPG adds $161 million
to the area’s economy.
Encroachment by residential
and commercial development can
hinder testing and training at other
installations, but DPG has no such
problem. The base is nevertheless a good
steward of its land, meeting state and
federal environmental requirements
before any testing and training begins.
The remoteness of DPG permits large
releases of smoke and obscurants, longrange projectile testing, wide-ranging
exercises and privacy. It is acoustically
and electronically quiet, free of light
pollution, has no endangered species,
and offers pristine air. Its salt flat is one
of the few places where the curvature of
the Earth is visible on land.
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DPG adjoins the U.S. Air Force’s massive
Utah Test & Training Range. Together, they
cover 2.3 million acres (2,624 square miles)
of DoD land and 12,574 square nautical
miles of controlled airspace. Aircraft from
throughout the nation, and Hill Air Force
Base north of Salt Lake City, often use DPG’s
Michael Army Airfield. Modernized in 2008,
the airfield has two runways, one 11,000- and
the other 9,000 feet, that can accommodate
any conventional aircraft. Since 2009,
Michael Army Airfield has been the site of
the Rapid Integration and Acceptance Center
for Unmanned Aerial Systems, a tenant
organization headquartered at Redstone
Arsenal, AL. It tests new and improved
systems for unmanned aerial vehicles, often
based on battlefield recommendations.
Eleven miles west of the entry gate
is West Desert Test Center (WDTC)
headquarters, the Combined Chemical Test
Facility, offices, and daytime restaurant.
Farther west is the Life Sciences Test Facility,
where defenses against Biosafety Level 3 and
lower level pathogens are tested. Biosafety
Level 4 pathogens are not stored or tested at
DPG.
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DPG’s climate and geography mirror Afghanistan, allowing
conventional and CB units to train and acclimate before deployment.
Divisional Structure

The WDTC manages specialized divisions,
facilities, and test ranges with diverse
capabilities for CB and more conventional
testing and training:
Life Sciences Division employs the latest
equipment and methods by world-renowned
scientists to test biological defense systems
and medical countermeasures for the DoD,
other federal agencies, private industry,
and foreign customers. Its Life Sciences
Test Facility (LSTF) is the only DoD facility
certified to test developmental equipment
with aerosolized Biosafety Level 3 (BSL-3)
agents, including bacteria, viruses, and
biological toxins.
Other labs in the LSTF ferment
simulants or agent-like organisms, rapidly
identify unknown microorganisms directly
from a sample, test water purification
devices used by all services, dry and mill
test materials for biodefense testing, conduct
virology and tissue culture for production
of select agents, and offer other advanced
capabilities.
Recently, construction began on a $23
million annex to the LSTF with about 20 labs
for BSL-2 and BSL-3 defense testing, and an
80-seat auditorium for briefings. Completion
is expected in August 2015.
Additionally, the Whole System Live
Agent Test (WSLAT) chamber, believed
to be the world’s largest chamber of its
kind, is being verified and validated.
Testing is expected to begin in summer
2014. The chamber can accommodate two
refrigerator-sized biological detectors,
allowing the testing of the entire device in
varying environmental conditions. Current
worldwide practice is to test components
separately, not the entire detector.
Chemical Test Division tests detectors,
protective clothing, air filtration systems,
respiratory masks, decontamination
systems and processes, and systems to avoid
contamination. All services, a variety of
government agencies, private companies,
and foreign governments are served by
its world-class scientists and modern
equipment.
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Testing of the Dismounted
Reconnaissance Sets Kits and Outfits
(DRSKO) is well underway. The DRSKO
is a standardized collection of government
and commercial equipment designed for
response to CBRN incidents or attacks.
Testing includes hands-on, realistic outdoor
scenarios challenging its use.
The Small Item Decontamination
Chamber tests items typically handheld or
carried, to determine their decontamination
survivability.
The large Joint Ambient Breeze Tunnel or
Active Standoff Chamber employ simulated
chemical or biological agent to create a cloud
that challenges point or standoff chemical
and biological detectors.
Special Programs Division (SPD) blends
physical scientists, chemists, engineers,
and microbiologists with former civilian
and military operators that have chemical,
biological, or explosives expertise.
SPD has trained military and civilian
emergency response personnel from all over
the world how to operate during chemical,
biological, or energetics warfare or in a
contaminated environment. Training
includes classroom instruction, practical lab
exercises and field training at a number of
sites and facilities throughout DPG, using
simulated agents and mock buildings and
labs.
Data Sciences Division manages WDTC
information technology systems. It provides
data planning, analysis services, and software
development and programming support.
Dissemination and Explosives Division
(DED) supports other divisions in their tests
and training. Dissemination of simulated
or actual agent, by mechanical or explosive
means, is planned and conducted by highly
trained staff.
Recently, $1.4 million was received to
purchase a new shaker vibration system
to replace a vibration chamber installed in
the 1980s. A conditioning box was recently
installed over a loose cargo bounce table
to add heat, cold, humidity, and other
environmental conditions to this rigorous
testing. Modernization is ongoing.

Meteorology Division provides
meteorological, climatological, and test
support for DPG and well beyond. It
provides weather modeling support for
all other Army test ranges and proving
grounds and is program manager for
the ATEC Research, Development, Test,
and Evaluation Operational Meteorology
Program.
Weather forecasts are crucial in the
high desert, where average elevation is
nearly 5,000 feet and conditions can change
rapidly. The Meteorological Division offers
near real-time modeling, via an array of
data collection instruments throughout the
vast area. It is internationally recognized
for its data collection experiments and tests
and independent verification and validation
of meteorological and CB defense
modeling.
Test Engineering and Integration
Division (TEID) provides technical support
to the test center’s divisions, whether in a
lab, chamber, or the field.
TEID provides instrumentation and
control systems, the engineering of text
fixtures, optical support for Unmanned
Aircraft Systems, test data, and visual
image collection (photography, video, highspeed video, infrared, Forward Looking
Infrared (FLIR), LIDAR, and ultraviolet).
Its personnel design and build 3D
models; fabricate and validate complex test
fixtures, develop, maintain, and operate
systems that acquire data; and build,
modify, and maintain WDTC’s test grids
and training ranges.
Though geographically remote, Dugway
Proving Ground remains close to the latest
advances and issues in CB defense, training
and testing, and continually improves
what it has to offer military and civilian
organizations throughout the world.
More info: dugway.army.mil

Al Vogel is a writer and photographer with
the public affairs office at Dugway Proving
Ground and a former test documentation
photographer.
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WHEN MINUTES MATTER MOST
Respond faster and remain focused on the mission
Certified to NFPA 1994, Class 2, durable multi-threat suits made with GORE®
CHEMPAK® ultra barrier fabric help you respond quicker with enhanced
operational capabilities and reduced heat stress in HOT ZONE environments.
Learn more about products featuring Gore’s innovative ChemBio fabrics at
www.GoreChempak.com in applications for Technical Rescue, HazMat,
Reconnaissance, and Rapid Intervention Teams.

www.GoreChempak.com/multithreat
W. L. GORE & ASSOCIATES, INC.
Technical Fabrics
800.431.GORE (4673)
CHEMPAK, GORE and designs are trademarks of W. L. Gore & Associates © 2011 W. L. Gore & Associates, Inc. Warning: No products, including garments, footwear
or handwear, offer absolute protection, even when new, and their protective performance will decline with wear, tear, abrasion, and other damage associated with use.

Commander’s Corner

Standing Ready
for Any Challenge
A discussion of homeland response preparedness
with a USMC CBRNE defense leader.
Colonel Stephen E. Redifer was born in Topeka, KS, in January
1968. He attended Auburn University and upon graduation in
December 1990 was commissioned a Second Lieutenant. He
completed The Basic School in 1991 and the Armor Officer Basic
Course in 1992.
Col. Redifer’s first assignment was to 3d Tank Battalion, 1st
Marine Division in Twentynine Palms, CA, where he served as an
M1A1 Tank and AT(TOW) Platoon Commander. He deployed to
Mogadishu, Somalia, in 1993 as the tank platoon commander in
support of Operation Restore Hope.
In September 1997, Col. Redifer reported to 2d Tank Battalion,
2d Marine Division at Camp Lejeune, North Carolina where he
served as Commanding Officer, Company A and as the Battalion
Logistics (S-4) Officer. In 2000, Col. Redifer was selected to attend
the Naval Postgraduate School in Monterey, CA, where he studied
physics and space systems operations, graduating in 2002.
From June 2005 to July 2006, Col. Redifer served as the S-3 and
Executive Officer, 2d Tank Battalion, 2d Marine Division. In July
of 2006, Colonel Redifer assumed the duties as G-3 Operations
Officer, 2d Marine Division, where he served until he deployed
in January 2007 to Operation IRAQI FREEDOM as the II
MEF(FWD) G-3 Deputy Current Operations Officer.
In June 2008, Col. Redifer assumed command of Region
8 (Central Europe), Marine Corps Embassy Security Group,
headquartered in Frankfurt, Germany. He relinquished command
in June of 2010 and was ordered to Maxwell, AFB, AL, where he
attended the Air War College from June 2010 until June 2011.
From June 2011 to May 2013, Col. Redifer served as Deputy
Director, Budget and Execution Division, Programs and Resources
Department, Headquarters, United States Marine Corps.
Col. Redifer’s personal decorations include the Legion of Merit,
Meritorious Service Medal with three stars in lieu of fourth award,
the Navy and Marine Corps Commendation Medal, the Navy and
Marine Corps Achievement Medal with gold star in lieu of second
award, and the Combat Action Ribbon.
Col. Redifer was interviewed by TDM Editor Kevin Hunter.
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Col. Stephen Redifer
Commanding Officer
Chemical Biological Incident Response Force
II Marine Expeditionary Force
Indian Head, MD

CST & CBRNE: Please speak to your role and functions as
Commanding Officer, CBIRF, II MEF.
Col. Redifer: At the most fundamental level, my job is no different
from that of any commander: it is my responsibility to plan a course
of action, communicate it to the Marines, sailors, and civilians of
CBIRF, and ensure they have the tools to accomplish the objective I
have established. In my time as an officer of Marines, I have learned
that if a leader does these things, the men and women who make up
our Marine Corps and Navy can accomplish nearly anything. Perhaps
the most challenging aspect of commanding CBIRF is assessing
today’s operational environment and discerning our role in that
environment—charting that course and then developing a logical,
well-thought-out path to that end state is a necessity and must be the
basis for decision making within the organization.
CST & CBRNE: From a training and education perspective,
please speak to the role CBIRF, II MEF, continues to play in
national CBRNE defense and response.
Col. Redifer: USNORTHCOM has the responsibility to conduct
CBRN response operations to support civil authorities in response to
CBRN incidents in order to save lives and minimize human suffering.
In support of this mission, CBIRF must be prepared to forward deploy
and/or respond with minimal warning to a CBRNE event in order to
assist local, state, or federal agencies and the geographic combatant
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The Marine Corps is charged by the Congress to be the most
ready when the country is least ready … We expect we will be the
first DoD entity committed during a CBRNE response, so we must
constantly maintain a high state of readiness.
commanders in the conduct of CBRNE response or consequence
management operations. We have the ability to provide capabilities
for command and control, agent detection and identification,
search, rescue, decontamination, and emergency medical care
for contaminated personnel. The Marine Corps is charged by the
Congress to be the most ready when the country is least ready, and
this is a responsibility that we take seriously. We expect we will be the

Organizing Our Actions:

Five Lines of Operation

1. Prepare for Contingencies. Preparation for and readiness
to respond to contingency plans will remain our number one
priority.
2. Prepare for Crisis. In today’s volatile environment, we must
remain postured to respond to rapidly emerging situations,
which implies we must be agile in our thinking and creative
in our planning—CBIRF will do what it is asked within its
capabilities.
3. Ensure Mission Readiness. We will ensure our personnel
are trained and ready to respond in an uncertain environment.
Our Marines, sailors, and civilians will be trained, educated,
and physically prepared so that they can effectively respond
to any given mission.
4. Manage and Account for our Resources. We will effectively
and efficiently manage our resources by optimizing the use of
personnel, materiel, and funding.
5. Keep the Faith. We will ensure individual/unit discipline and
accountability, an ethos that is both the hallmark of Marine
Corps culture and the foundation of force preservation and
operational readiness.
More info: iimef.marines.mil
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first DoD entity committed during a CBRNE response, so we must
constantly maintain a high state of readiness. Accordingly, our annual
training plan is constructed to prepare CBIRF to meet these challenges
by ensuring that our personnel are well grounded in the basics, leaders
at all levels are agile and capable of exercising initiative, and that the
unit is capable of responding rapidly to both contingencies as well as
emerging crisis.
We do this through a blend of individual, small unit, and battalionlevel training exercises built around our individual training standards
and mission essential task list. First, every Marine and Sailor assigned
to CBIRF attends our three-week CBIRF Basic Operations Course
(CBOC), which teaches the fundamentals of all of our capabilities and
introduces our personnel to the Incident Command System. We are
also currently in the process of conducting a CBOC refresher course,
which will reinforce these skills to every member of the command.
Next, we spend a great deal of effort to ensure that each of our
personnel are well trained in their respective specialty, whether it
be medical, agent identification, or search and rescue. This is done
through a series of small exercises, internal training, and by taking
advantage of the myriad training opportunities offered by government
and private agencies throughout the country.
Once our Marines and sailors are “brilliant in the basics,” we move
on to training our basic maneuver unit, the Initial Response Forces
(IRFs). The battalion has two IRFs that are capable of conducting all
aspects of our CBRNE response mission and can be task-organized as
necessary to address specific threats.
Finally, we will participate in major exercises that are designed
to involve the CBIRF battalion staff and both IRFs and require us to
coordinate with external federal, state, and local agencies.
CST & CBRNE: How is CBIRF, II MEF working to promote
positive relationships with joint service and civil NSL
elements responsible for CBRN attack response for
enhanced readiness at home?
Col. Redifer: Bottom line, we want to seize every opportunity to
work and train with our joint and civilian counterparts. In addition
to inviting outside agencies to participate in our training, we make
every effort to support all invitations for CBIRF participation in theirs.
In the past six months, we have had the privilege of training with
the Fire Department of New York, Joint Task Force-Civil Support,
Georgia Search and Rescue, Fairfax County Fire Department, III
Marine Expeditionary Force, and the Joint Force HeadquartersNational Capital Region, to name just a few. Additionally, we have
supported many visitors at our training facility in Stump Neck, MD,
to include delegations from as far away as the Czech Republic; we will
continue this cooperative team effort through regular field and table
top exercises. It is important to us that the first responder community

tacticaldefensemedia.com

Commander’s Corner
“Think CBIRF” when responding to a CBRNE event, and this joint
and combined training is an integral part of that effort.
CST & CBRNE: What are some of the key challenges you
see facing CBIRFs looking ahead as requirements change
for dealing with an increasingly asymmetric threats to U.S.
homeland security?
Col. Redifer: Our operational environment will continue to be
complex and fluid, demanding that our personnel be well trained,
well educated, and well led. Over the last decade, the DoD and federal
first responder community have grown significantly in both size and
capability, and it is prudent to assume that CBIRF will be operating
adjacent to some or all of these organizations. Accordingly, we must
be able to operate in both the military and civilian worlds—we must
speak both languages and be adaptable enough to be the force of choice
no matter the crisis our nation faces. In order to do this, we must
continually educate ourselves to understand the changing operational
environment and seek out opportunities to train with as many agencies
as possible and demonstrate that we can answer when called.
We must also carefully consider the post-Afghanistan security
environment, thinking about the “unthinkable” and deciding how
CBIRF can best respond to CBRNE contingencies and crisis. We must
work to stay ahead of the threat and train to a level that ensures our
physical readiness and mental agility. This will allow us to respond to

any situation and quickly adapt to new or unforeseen circumstances.
Finally, we are in an era of constrained resources—fiscal,
personnel, and equipment—as such, we must be prepared to do more
with less, while simultaneously adjusting to meet both today’s missions
and tomorrow’s environment. The Marine Corps is by nature a frugal
service that asks only for what it needs, not what it wants, and we must
continue this culture of accountability and seek innovative ways to
prepare for consequence management operations.
CST & CBRNE: Feel free to discuss any current or long-term
objectives your office has is working to accomplish.
Col. Redifer: We want to ensure CBIRF is the DoD’s preeminent
CBRNE response force and is the force of choice when this country is
faced with crisis. Our Marine ethos drives us to be most prepared when
the U.S. is least prepared; as such, we must remain flexible enough
to support NORTHCOM contingency plans as well as emerging
crises, whether they are consequence management operations inside
or outside the continental U.S. In my mind, a successful endstate is
characterized by leaders who exercise initiative and critical thinking,
personnel who are well-grounded in the basics, and a unit that is
capable of rapidly responding to a variety of situations and adapting
on the ground to meet the requirement. Bottom line, we want to earn
a reputation that ensures adjacent and supported agencies “Think
CBIRF” when faced with crisis.

IMMEDIATE RESPONSE TECHNOLOGIES
IRT’s complete line of Powered Air Purifying Respirators (PAPRs) have been designed, tested and
certiﬁed to meet every required standard for all military and civilian applications. They’re
currently being used by ﬁrst response units in all military branches, the National Guard, civilian
law envorcement agencies, EMS & hospital personnel across the country and around the world.
They are the PAPRs of choice because they provide the ﬁnest, state of the art respirtory protection
available anywhere!

The CBRN CAP 1 C420 System protects against all Nerve, Blister, Blood &
Riot Control agents including Sarin, Mustard Gas, military war gases &
Industrial TICS/TIMS, including Phosgene, Sulfer Dioxide and Ammonia

Contact or visit us at: 1-800-598-9711

The FlexAir System protects Medical Personnel against
infectious diseases like pandemic inﬂuenza (H7N9),
H1N1 & respiratory threats. Exceeds OSHA 1,000 APF
requirements.

www.imresponse.com

“Protecting those that defend our nation”
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Responding to
the Unthinkable
Michigan’s CBRN Soldiers
The 46th Military Police Command, Michigan Army
National Guard, serves as a specialized command
and control response force for CBRN defense, the
only one of its kind in the National Guard.
By MAJ William R. Humes, PAO, 46th MP Command, MIARNG

I

magine the following horrific events unfolding within a peaceful
and unsuspecting United States: Terrorists have detonated a
low-yield nuclear device in two major cities in near simultaneous
attacks. The initial estimates are approximately 10,000 dead in each
city with thousands more to suffer nuclear fallout in the coming days.
Civilian first responders and even the active duty military support are
stretched too thin to provide needed assistance. As the crises in both
cities increase hour-by-hour, these entities are in desperate need of a
quick response force capable of bringing much needed expertise and
support to help ease the on-going suffering.
While the above scenario would be a devastating blow to America,
failing to plan for such an event would be even more catastrophic.
Enter the Michigan Army National Guard’s (MIARNG) 46th Military
Police (MP) Command, or “Task Force Peace Keepers,” as they are
sometimes known. The Command, led by Major General Burton
Francisco, is located in Lansing, MI,
and in 2014 was assigned the command
and control mission associated with the
the Chemical, Biological, Radiological,
or Nuclear (CBRN) Event – B mission
(C2CRE-B). The 46th MP Command is
primarily comprised of senior staff officers
and non-commissioned officers who bring
a wealth of knowledge and experience
while performing the C2CRE-B mission,
MG Burton Francisco
and is set up similarly to the active duty
equivalent known as C2CRE-A.
“This mission is definitely non-standard,” said Francisco, “but the
men and women of Task Force Peacekeepers have trained hard over the
last six months and are prepared to take on the role as the command
and control element for the C2CRE-B mission.”
If activated to perform this mission, the 46th MP Command would
provide command and control over already assigned subordinate task
forces including operations, aviation, medical, and a special troops
task force comprised of a signal unit, a public affairs unit, and a small
Air Force movement control team. These task forces are populated
by National Guard units from Florida, Kentucky, and Alabama and if
activated to perform the C2CRE-B mission, most of these subordinate
units would perform duties very similar to their wartime mission. The
task of coordinating the efforts of these groups with civilian agencies
and translating operations to a civil support nature would fall on Task
Force Peace Keeper.
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“Preparing for this mission has taken some getting used to,” said
Maj. William Humes, Public Affairs Officer for Task Force Peace
Keeper. “During my previous deployments, for example, we could
send up UAVs or put patrols out on the street with little coordination
with civilian authorities. In contrast, the C2CRE-B mission would
require extensive coordination and communication with our
civilian counterparts to ensure an efficient and timely application of
resources to help those in need.”
Another challenge faced by the 46th MP Command is the
dual-status nature of the mission. US Army North, a subordinate
unit of Northern Command, serves as the headquarters for both
C2CRE-A and B. As a means of partially combating the difficulties
associated with a National Guard unit supporting an active duty
headquarters, Francisco has been uniquely authorized to serve as a
dual status commander. This means he would be granted authority
to command both active duty and National Guard units should the
need arise.
Despite the challenges associated with C2CRE-B, the soldiers of
the 46th MP Command were able to complete the validation process
required to command and control a force responsible for assisting
civil authorities in the event of a nuclear attack on the U.S.
The process began with exercises conducted at Camp Grayling,
MI. This initial training provided the soldiers with preparation on
conducting operations in support of civil authorities. The process
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Command tactical operations center during Vibrant
Response at Camp Atterbury. (Staff Spc. Seth LaCount,
126 Press Camp Headquarters, MIARNG)

continued with a series of simulations involving nuclear attacks on
various locations in the U.S. The 46th MP Command made sure that
each iteration proved more challenging than the last. “We knew we
had to challenge the staff,” said Colonel Pablo Estrada, Operations
Officer for the 46th MP Command. “We started by simulating
pretty routine requests for support by civilian agencies, “and by the
time we finished preparing for Vibrant Response, [we] were writing
orders to deal with non-standard requests around the clock.”
The capstone of the 46th MP Command’s preparation to assume
the C2CRE-B mission was participation in an exercise called
Vibrant Response. Vibrant Response rigorously tests the planning,
logistical, operational, and other states of readiness of the MIARNG
and other National Guard units that may respond in the event of
a chemical, biological, nuclear, or radiological event within the
continental United States.
“It is truly an honor and privilege for the Michigan Army
National Guard to be selected to participate in Exercise Vibrant
Response and be selected to lead the Department of Defense’s effort
to support civil authorities,” said Francisco. “Vibrant Response
is an important training exercise which will help ensure that the
Michigan Army National Guard and other intergovernmental
agencies are able to provide effective and timely support to civil
authorities in the event of a chemical, nuclear, biological or
radiological attack anywhere in the United States.”
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sense
and identify
The Latest in Handheld Radiation Detectors
By George Jagels

U.S. Army Spc. Jerame Smalls, with the 108th Chemical Company, South Carolina Army National Guard, uses radiation
detection equipment on contaminated vehicles during Ardent Sentry 13 in Ridgeland, S.C., on 19 May 2013. (Army)

T

he theft of a truckload of cobalt-60 in Mexico in early
December made headlines around the globe, but this
terrifying type of burglary is not rare: Since 1993, the
International Atomic Energy Agency (IAEA) has tracked over
2,331 unauthorized activities and events involving nuclear
and radiological material, with over 1,000 of them related to
“unauthorized possession and related criminal activities” or
“theft or loss.” Though many experts believe that the smuggling
of radioactive material has become too risky for both buyer
and seller, the IAEA’s reports—which cannot note every theft—
indicate that the illicit market for materials to make a “dirty
bomb” remains active.
A “dirty bomb,” or radiological dispersal device, generically
describes a conventional bomb or IED wrapped in radioactive
material, which would then spread over the area of the
explosion. Due to the prevalence of such material in the
medical and industrial sectors,
terrorists could potentially obtain
the necessary ingredients while
avoiding nuclear power plants
or other heavily guarded
locations. According to
the Department of
Homeland Security,
a dirty bomb attack
would not be
catastrophic,
but it would cause
significant health
concerns,
economic damage,
identiFINDER R300
and psychological
by FLIR
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uncertainty. The ability to quickly detect and identify radiation
could prevent or mitigate such an attack.

Detection Before and After an Event

Many first responders use personal radiation detectors
(PRDs)—small devices that alert the wearer when higher
levels of radiation are measured. Of course, not all radiation
is harmful. “While a PRD alarms correctly to recognize the
presence of radiation, they do not specifically identify the
radiation source,” said Jeffrey Perkins, Radiation Product
Manager, FLIR Systems, Inc. “The accurate identification
of radioactive isotope[s] is a critical function that allows
operators to distinguish between innocent or dangerous
materials.”
This is where handheld radioisotope identification devices
(RIIDs) prove useful: With the ability to analyze the energy
spectrum of radiation in under a minute, a RIID can identify
the specific radioactive material that is emitting the radiation,
according to the Nuclear Regulatory Commission. They are
typically used as a secondary inspection tool to determine
the isotope of a radiological threat. “The RIID produces a
gamma spectrum, or graph of the measured energy emissions
from radioactive material,” Perkins noted. “Each individual
radioactive isotope presents a unique spectrum. Advanced
algorithms process the spectrum data in order to produce
an identification of the material, which ultimately enable
operators to take appropriate response measures.”
Detecting and classifying these materials is a core task of
military CBRNE units, border security personnel, and, in the
case of emergencies, first responders. Manufacturers know
this, and their products are becoming increasingly accurate,
durable, and user friendly.
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Differing Technologies

Not all RIIDs use the same technology to detect and classify
radiation. Indeed, recently developed methods have made the
market for these lightweight, rugged devices quite competitive.
Both Thermo Fisher Scientific and Smiths Detection RIIDs
utilize 1.5x1.5 inch Lanthanum Bromide (LaBr3) and 2x2
inch Sodium Iodide (NaI) detectors, and each company has
their own algorithms for quick classification. Erika Williams,
Marketing Communications Manager, DoD & Ports/Borders
at Smiths Detection, which produces the RadSeeker, noted,
“This … detector system is capable of resolving complex
masking scenarios and exceeds all American
National Standards Institute N42.34 (2006)
requirements for the identification of bare,
shielded, and multiple isotopes.”
James Monde,
the Director
of Business
Development
and Homeland
Security,
Radiation
Measurement
and Security
RIIDEye X by Thermo Fisher

Instruments at Thermo Fisher Scientific,
stressed the uniqueness of CYLC
material in the company’s RIIDEye
system. “Using next-gen CLYC
Material—a non-Helium 3–based
technology for Neutron detection—
we can achieve two times the
neutron response from a He3
detector for the same per unit
volume,” he said.
Morpho Detection and FLIR
Systems opted to base their systems
on Cadmium Zinc Telluride (CZT),
a room temperature semiconductor
that detects gamma radiation by
directly converting gamma rays into
electrical signals. Morpho’s RIID, the
Source ID, which will be released in
early 2014, has “custom electronics
[that] measure the interaction of the
electrical signals to determine the
location of the radiation source,”
according to Lester Koga, Director of
Strategy at Morpho Detection. “Current

SourceID by Morpho Detection

Rugged Engineering
Thermo Scientific radiation measurement and security instruments are field-ready tools that deliver precise and actionable intelligence
to military, law enforcement and other first responders around the world. Products include the RadEye line of hand held detectors,
RadSPEC, PackEye and the new RIIDEye line of instruments for radiation isotope identification.

Sensitive Radiation Detection
Federal Government Sales, call 800-226-4732
State & Local Government Sales, call 888-263-5319
To fax an order, use 866-897-9946 (toll free)
To order online: www.fishersafety.com

© 2013 Thermo Fisher Scientific Inc. All rights reserved.

Thermo Scientific RadEye GN+
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RadSeeker by Smiths Detection

SourceID CZT energy resolution is measured at ~1.5% FWHM
at 662 keV, compared to NaI at roughly 7 to 9 percent and LaBr
at 3 to 4 percent. And lower energy resolution enables more
accurate isotope identification,” he continued.
FLIR’s new identiFINDER R300, also known as the
nanoRaider, which is only the size of a pager, is actually
classified as a Spectroscopic Personal Radiation Detector
(SPRD), though it performs many of the functions of a RIID.
“CZT is a dense material with great sensitivity per volume and
no temperature dependency, which allows it to remain a pagersized device while also providing the sensitivity required for
rapid identification,” noted Perkins. “The CZT crystal provides
an extremely high quality measurement, often referred to as
resolution. This high-quality resolution allows for accurate
identification and eliminates the false alarms common to
PRDs.” FLIR also produces the identiFINDER R400 RIID, with
over 15,000 deployed worldwide.

The Next Level

The latest generation of RIIDs offers more than basic detection and
identification. The industry is focusing on decreasing uncertainty
and maximizing communications. Thermo Fisher, for example,
loaded the RIIDEye with SNM Assist—a feature that looks at the
specific channels of Special Nuclear Materials and, if it detects that
they are possibly present, tells the user to add additional scan time
to make a full determination—as well as a “live spectrum build”—
which lets the user determine if any masking is present from
another source, allowing them to initiate additional acquisition
time to resolve hard-to-read peaks.
SourceID can be operated in a “Tripwire” mode, where the
unit is on, but only monitoring background levels of radiation.
Once a threshold is reached, Koga said, it will “trip” into full
spectral mode and begin identifying the isotope. Additionally,
Koga told us that SourceID will be the first commercially
available product that provides directional data. For its part,
Smiths’ RadSeeker provides a threat assessment for each
isotope identified, which, according to Williams, removes the
“guess work from the operator more accurately and effectively
than ever before.” Information collected on the RadSeeker can
be shared with a command center by satellite or wireless.
While the above devices weigh between two and five
pounds, FLIR believes the R300’s performance is unmatched
for its relatively small size. Upon detection, the R300 produces
visible, audible, and tactile alerts with the critical information
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needed for an operator to quickly execute appropriate response
measures. It also utilizes Bluetooth, web server, and GPS
technologies. “These advanced communication features
enable the operator to use the ‘One Touch Reachback’ feature
that immediately sends a notification to team members,
superior officers, situation management personnel, and expert
analysts—all with a single push of a button,” Perkins said.
Given that these devices are marketed for military and
homeland security use, ruggedness and clarity are essential
attributes; all of them have clear displays and intuitive
controls. The RadSeeker can survive a three-foot drop and
extreme temperatures, while the SourceID will be rated to
survive a drop into three feet of water for thirty minutes. The
R300 is functional after a five-foot drop. For those who find
it difficult to use these devices in full hazmat gear, Monde
explained that the RIIDEye is “easy-to-use even when wearing
a Level A suit due to the raised, tactical buttons, large color
display, [and an] easy reachback via SD Card.”

Specs and Durability
identiFINDER R300 (FLIR)
RadSeeker (Smiths)
RIIDEye (Thermo Fisher)
SourceID (Morpho)

< 1 lb; Battery: 24 hrs
≈ 5 lbs; Battery: 8 hrs
≈ 5 lbs; Battery: 8 hrs
< 2 lbs; Battery: 8hrs

Training: Instant Users

Much like personal computers, RIIDs mask their sophistication.
While some operators might be nuclear physiciasts, most
will be detecting and identifying radiation as one of many
tasks. Thus, the training process should be short and the user
interface intuitive.
Thermo Fisher responded to this need very directly.
“[Training lasts] three days for a marketing professional, and
one hour for a typical user with no experience,” Monde told us.
Likewise, the RadSeeker can be effectively operated with less
than a day of training.
The SourceID, which will debut soon in the U.S., has
customizable user levels to accommodate the novices and
experts. “A lot of time was spent on the development of
usability features,” Koga said. “For example, the device has
a top cap display which gives the user access to all critical
features while holstered on a belt.”
Based on the original identiFINDER setup, the R300 has
a simple two-button interface and uses what Perkins calls
“intuitive commands that correspond to button locations,
which allow operators to pick up and operate it with little to
no training.” FLIR also provides training programs—which
typically last only a day—that can be tailored to the customer.
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behind boston’s

Thin
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BLUE
LINE

Law Enforcement Technology
and the Boston Marathon
Bombings
By Steve Melito

T

he October 2013 World Series victory
of the Boston Red Sox was marked by a
Duck Boat parade and celebrations in
the street. “It’s our city,” slugger David Ortiz
reminded baseball fans in New England and
around the world. Just six months earlier, the
capital of Massachusetts was gripped by fear
and marred by loss of life and limb. On 15
April 2013, deadly pressure-cooker bombs
exploded near the finish line of the Boston
Marathon, one of the city’s signature athletic
events.
Two homemade devices killed three
and injured an estimated 264 others on
crowded Boylston Street. The Boston Police
Department and Massachusetts State Police
(MSP) responded immediately, with the U.S.
Federal Bureau of Investigation (FBI) taking
charge of the case. When the FBI released
photographs and surveillance video of two
suspects on 18 April, law enforcement agents
began an intense search for two Chechenborn brothers, Dzhokhar and Tamerlan
Tsarnaev.
Later that day, the suspects allegedly
killed a Massachusetts Institute of
Technology police officer, carjacked a sports
utility vehicle, and initiated an exchange
of gunfire with police in Watertown,
Massachusetts. During the firefight, a
Massachusetts Bay Transportation Authority
officer was wounded and Tamerlan Tsarnaev
was reportedly run over by his brother, who
was injured but escaped. Some 24 hours later,
police apprehended the younger Tsarnaev in
Watertown after an intense manhunt.
During the summer after the Boston
Marathon Bombings, Security and Border
Protection magazine spoke with MSP
Trooper John Suyemoto, a member of
the Special Tactical Operations (STOP)
Team. With permission from Colonel
Timothy Alben of MSP Headquarters, he
answered our questions about how five
technologies provided state, local, and federal
law enforcement agencies with critical
intelligence, personnel protection, and tactical
support.
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Securing the Streets: EOD Robots

Within minutes after the
Boston Marathon Bombings,
law enforcement used
explosive ordnance disposal
(EOD) robots to search the
area near Boylston Street for
additional explosive devices.
“To an extent,” Suyemoto
said, “the unit that responds
is a function of who can
get there first.” Like police
departments in other large
U.S. cities, Boston PD uses
advanced robots. “I think
they’re pretty happy with
the robotics that they have,”
Suyemoto says, but Boston
PD remains on the lookout
for new technologies.
The MSP also uses a
variety of state-of-theart EOD robotics. Some
systems in this high-tech
law enforcement arsenal
perform tasks, such as
explosive device disruption,
that could put a bomb
technician’s life at risk.
Cobham Telemax Robot
Other MSP robots feature
optical components that can capture images as small as a
square-inch, or are powerful enough to drag an injured officer
to safety.
Although Suyemoto declined to comment on Boston PD
robot models, a video report from Newsy.com suggested a role
for Telerob GmbH robots in the aftermath of the bombings.
Owned by Cobham, this German provider of integrated
homeland security solutions offers unmanned sensor platforms
with manipulators for taking samples of suspicious substances
and vehicles equipped with robots that can detect and disarm
improvised explosive devices (IEDs).
Telerob technologies include Telemax, a highly-mobile
EOD robot with a four-track running gear and small footprint;
NBC-Max, which is designed for the remote sampling and
measurement of HAZMAT materials; and tEODor, a heavyduty EOD robot with twin tracks and high torque. Like the
Telemax, the Telerob tEODor robot can handle 45-degree
gradients and features tool change capabilities.

Although Lord & Taylor’s
Loss Prevention unit would
not release details about its
surveillance camera to the
media or public, Suyemoto
reports that the Manhattanbased department store
was “very cooperative”
with the investigation. The
manufacturer and features
of the Lord & Taylor camera
remain uncertain, of course,
but some security experts
agreed to share their own
insights.
James A. Morin, a digital
communications specialist,
Panasonic Super Dynamic Weather Resistant HD
Dome Network Camera
noted that “the camera and
the arm can be from different manufacturers,” which makes
identification especially challenging. Mark Shober, a Certified
Information Systems Security Systems Professional (CISSP),
noted that “there are hundreds, if not thousands, of cameras,
that look just like it from the outside,” but that the Lord & Taylor
unit probably contained multiple cameras “pointing in different
directions to get maximum coverage.”
George Abney, a writer and consultant who’s served in both the
Air Force and Naval Reserve, speculated that the Boylston Street
store is equipped with EZWatch EZ51 PTZ Dome cameras, each
with a “modified/special” boom and “special features” such as
infrared (IR) and a telescopic lens with continuous span.” Another
possible model is the Panasonic Super Dynamic Weather Resistant
HD Dome Network Camera, which features pan-tilt-zoom control
and auto-tracking of high definition (HD) images.
“Face detection, image distortion correction, and advanced
auto tracking technologies are just some of the features we build
into our cameras, and end users have benefited significantly
from the ability to track and capture the motions of objects
detected in a registered monitoring area that these devices
deliver,” Greg Peratt, the Senior Director of the Video Solutions
Integration Team, Panasonic of North America, told SB&P.

Force Protection: Armored Vehicles

Though he was somewhat reticent on police robots and
department store cameras, Suyemoto praised the maker of the
armored vehicles that patrolled the streets of Watertown during

Gathering Intel: Surveillance Cameras

In Boston, law enforcement received valuable intelligence after
a roofline surveillance camera captured closed-circuit video
of a person dropping a black bag near the bombing site. The
dome-style, weather-resistant, arm-mounted camera extends
from the southeast corner of the Lord & Taylor store at 760
Boylston Street, which is directly across from the site of the
blast. It’s unclear from street-level photographs if this camera is
networked and wireless, but its capabilities were robust.
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the manhunt for Dzhokhar Tsarnaev. Lenco Armored Vehicles
of Pittsfield, MA, builds the BearCat and the BEAR, the most
popular special weapons and tactics (SWAT) police trucks in the
United States.
After Dzhokhar Tsarnaev’s older brother, Tamerlan, died
in an early-morning gunfight, the younger Tsarnaev eluded
capture for 17 hours. The search for the second suspect led police
to Watertown, which shares a Lenco BearCat with the 53 other
members of the Northeastern Massachusetts Law Enforcement
Council (NEMLEC). Several other law enforcement agencies with
BearCats also deployed their armored vehicles to Watertown to aid
in the manhunt.
According to Suyemoto, the Lenco BearCat “performed
flawlessly” during the lengthy search and “provided our operation
with a high level of safely across an open field.” Although he
declined to specify any operational details, the MSP officer
described the vehicle as “one of the best pieces of equipment that
we have,” adding that “it’s rare that you find equipment that does
everything a manufacturer says it would do.”
Built on a Ford F-550 Super Duty Chassis, the BearCat is
equipped with half-inch-thick MIL-SPEC steel, .50-caliberrated ballistic glass, gun ports, turrets, and blast-resistant floors.
Standard equipment and optional features include police lights,
sirens, winches, a battering ram, and thermal cameras. Short for
Ballistic Engineered Armored Response Counter Attack Truck,
the BearCat is available with gasoline or diesel engines that are
suitable for extended operations, as the Watertown manhunt
showed.

Suspect Location: Thermal Cameras

Like Lenco Armored
Vehicles, FLIR
Systems Inc. of
Wilsonville, OR, also
earned the respect of
the law enforcement
community for
its role in the
apprehension of
Dzhokhar Tsarnaev.
Mounted to an MSP
helicopter, FLIR’s
Star Safire HD
confirmed that a
person—presumed
to be the second
suspect—was alive
and hiding under a
boat tarp outside a FLIR Star Safire HD
Watertown home.
As Kevin Tucker, Vice President and General Manager of
FLIR’s Surveillance Group, told Bloomberg.com in an April
2013 interview, the company’s thermal imaging camera cannot
see through barriers. Instead, forward-looking infrared (FLIR)
technology works by recognizing differences in surface energy.
With its thermal sensor, video camera, and laser range-finder
for determining distance, the FLIR Star Safire HD operates in
daylight and nighttime conditions and in the presence of dust,
smoke, and fog.
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While Suyemoto stated that he “could not speak specifically
to this equipment,” he did offer that the thermal camera used
over Watertown “worked perfectly in confirming the suspect’s
location.” Although the camera could not confirm the suspect’s
identify, it helped law enforcement officials to plan their next steps.
This included moving Lenco BearCats into position and using
another police robot, perhaps a Telerob tEODor, to remove the
tarp from the boat.

Exploiting the Reaction Gap:
Diversionary Devices

On the night of 19 April
2013, Dzhokhar Tsarnaev
was believed to be alive and
presumed dangerous. The
thermal camera had detected
movement, “but we didn’t
know if the suspect was armed
or had an explosive device,”
Suyemoto said. After law
enforcement agents hailed
Tsarnaev and determined that
he was non-responsive, the FBI
launched diversionary devices
called flashbangs from what
Suyemoto described as “a 37mm to 40-mm gun.”
Flashbangs are made
of gun metal steel, but are
non-fragmenting (unlike
CTS Flashbangs
military-style hand grenades).
As diversionary devices, they create what Suyemoto calls
a “reaction gap” that a tactical team can exploit. With its
loud report, bright flash of light, and wave of out-pressure, a
flashbang is designed to disorient a suspect, providing police
with a tactical advantage that can save officers’ lives and end a
standoff quickly.

Police Technology and the Thin Blue Line
“The thin blue line” is a phrase used to describe how all that
separates society from its criminal element are the police. Today,
law enforcement agencies such as the FBI, MSP, and Boston PD
are also tasked with protecting citizens from acts of terrorism.
The work of this “thin line” of peace officers is greatly enhanced
by robust surveillance technologies and tactical capabilities.
As the MSP’s John Suyemoto and other security experts can
attest, technologies such as EOD robots, surveillance cameras,
armored vehicles, thermal cameras, and diversionary devices
played an important role in the Boston Marathon Bombings
case. By providing police with mission intelligence, personnel
protection, and tactical support, these technologies also helped to
restore confidence that “our city,” as Red Sox slugger David Ortiz
calls Boston, is secure.
Editor’s Note: MSP Tpr. John Suyemoto described the
technologies in this article without revealing operational details,
or releasing information that could affect the criminal trial of
Dzokhar Tsarnaev. S&BP thanks Tpr. Suyemoto, Col. Timothy
Alben, and retired MSP Tpr. Cary Maroni, who helped arrange our
interview, for their support.
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Congressional Dispatch Rep. Mike Doyle

resourcing

the Robot
Congressman Mike Doyle of Pennsylvania has supported R&D funding for robotics
since he took office in 1995, helping Pittsburgh become a focal point of cuttingedge research in the process. We sat down with Mr. Doyle to discuss how robots can
contribute to homeland security in the coming years.
S&BP: How and why did you become
interested in robotics?
Mike Doyle: Well, as the Congressman
representing Pittsburgh, where so much
cutting-edge work on robotics has been
going on for decades, it’s kind of hard not to
be interested in robotics. Carnegie Melon
University in Pittsburgh has been a world
leader in robotics since the 1970s.
I was first elected to Congress in the
1990s, when southwestern Pennsylvania was
still trying to recover from the decline in
the local steel industry. I worked with local
leaders to develop a vision for Pittsburgh’s
future based on our region’s existing and
potential strengths. We realized that our
community had a lot of valuable intellectual
capital in our universities and hospitals, that
we still had a lot of manufacturing capacity,
a workforce with a strong work ethic, and
a position as a regional hub for education,
finance, health care, and transportation.
For the last 20 years or so, local leaders have
worked together to build on those strengths
and leverage these resources to promote
economic growth and good jobs. Robotics
has been one of the fields in which Pittsburgh
has become a world leader, so I have worked
to support and expand our leadership in this
technology.
S&BP: How does this interest manifest
itself in your legislative efforts?
Mike Doyle: For the most part, my support
for robotics has consisted on my efforts to
increase overall federal support for research
and development in a number of different
bills. But in 2003 and 2004, I was successful
in securing over $5 million specifically for
robotics research at the National Center for
Defense Robotics.
In addition, I have worked to encourage
federal agencies to take action that would
advance the field of robotics. So, for example,
in 1997, I organized a letter to the Secretaries
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of Defense and Commerce, the Administrator
of NASA, and the Director of the National
Science Foundation (NSF) to encourage them
to work together to promote a robotics and
intelligent machine initiative in the president’s
FY 1998 budget—and in 1999, I spearheaded
efforts to urge the Secretaries of Defense and
Commerce, the Administrator of NASA, and
the Director of the NSF to develop a shared
roadmap coordinating and integrating their
research on advanced robotics and intelligent
machines.
S&BP: What role do you see robotics
playing in homeland security in the
near and far term?
Mike Doyle: I anticipate we’ll see more use
of robotics. I suspect the main use for them
in homeland security will continue to be
gathering information—border surveillance,
inspection of vehicles and cargo at ports and
crossing sites, and standing watch over critical
facilities. And while I believe that there will
most likely be a substantial increase in the
number of aerial robotic systems used for
border security, I see ground and aquatic
systems as the places where qualitative as
well as quantitative changes will take place—
although probably not as much in the near
term.
S&BP: What do you see as the
challenges/opportunities regarding
integrating unmanned systems into
our homeland security structure?
Mike Doyle: After 10 years of war in which
robotic technology has been developed and
extensively deployed, I suspect that a lot of
the challenges of integrating unmanned
systems into large government organizations
have been successfully addressed. And while
I’m sure that the Pentagon has identified a
number of places around the world where
it wants to initiate or expand its use of
unmanned systems, I suspect that the end of
combat operations in Iraq and Afghanistan

The National Robotics Education
Center (NREC)
is located at
Carnegie Mellon
University in
Pittsburgh, PA.

will also free up some unmanned systems
for border security missions here in North
America … Unmanned systems today have a
tremendous capability to carry out persistent
surveillance and go places that are too
dangerous for humans. These are valuable
attributes.
The biggest question, I think, is the
issue of resources and costs. With continued
pressure to cut the federal budget, and with
sequestration affecting defense and homeland
security, I don’t know how much money will
be available over the next several years [for]
unmanned robotics systems. Moreover, the
end of combat operations, combined with
budget constraints, could halt or significantly
slow the amount of federal funding available
for more robotics research. This confluence
of events could also prevent private industry
from developing the economies of scale that
would reduce unit costs substantially, limiting
the degree to which robotics technology could
be procured for border security missions.
S&BP: How can robotics help to
contain border security costs?
Mike Doyle: In theory, the widespread
use of more autonomous informationgathering robots could reduce costs by
reducing the need for some border patrol
agents and replacing more expensive means
of gathering the same information. That
scenario depends, however, on how much
these unmanned systems cost to procure
and operate. That calculation will be affected
by the level of resources Congress decides
to allocate to border security and additional
robotics research, as well as by the point
where economies of scale kick in. If that point
is high, government demand alone may not
be enough to reach affordable unit costs,
and it remains to be seen whether private
sector demand will be great enough to enable
producers to achieve substantial economies
of scale.
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The Local Outlook Pinal County, Arizona
Sheriff Paul Babeu honors officers of the Pinal County Sheriff’s Department.

To

Protect and Secure
A County Sheriff Faces National Challenges

Sheriff Paul Babeu explains
why his Arizona county, some
75 miles from the U.S.-Mexican
border, is now America’s No.1
pass-through point for drug and
human smuggling—and what
Washington, D.C., needs to do
about it.
By Steve Melito

P

inal County, AZ, is north of Tucson,
south of Phoenix, and over an hour
drive from the Mexican border.
Now the third most populous county in
the state, Pinal was the nation’s secondfastest growing county from 2000 to 2010,
according to the U.S. Census Bureau.
This mainly rural county of 5,400 square
miles—geographically larger than the
state of Connecticut—joins Interstates 10
and 8 at Casa Grande, a historic mining
and farming community that’s now home
to 50,000 Arizonians, many of whom
commute to jobs in nearby Phoenix or
Tucson. Not all traffic travels by highway,
however, and not everyone who visits
places like Case Grande are welcome there.
Today, Pinal County is also America’s
number one pass-through point for drug
and human smuggling.

Sheriff Paul Babeu

Police Work and
Homeland Security

Sheriff Paul Babeu, the county’s chief law
enforcement official, faces both of these
challenges on a daily basis. A native of
Massachusetts, Babeu grew up far from
the rugged mountains and desert valleys
that have long made Pinal County a
smuggling corridor. Yet Babeu’s military
service and law enforcement background
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prepared him well for a role that combines
police work with homeland security.
A retired Army National Guard
Major and Iraq War veteran, Paul Babeu
describes his military experience as “the
best leadership training you can receive.”
In addition to performing criminal
investigations and instructing officers, he
learned how to assess and solve problems
while advising senior commanders. “The
military teaches you how to lead people—
not just manage them,” he explains.
In addition to his overseas service,
Babeu commanded Task Force Yuma
during Operation Jump Start, a 2006-2008
military operation in which National
Guard troops aided the Border Patrol in
securing the U.S.-Mexico border. “What
we did worked,” Babeu claims, noting that
drug and human smuggling decreased
along the entire border instead of in just a
few locations.

The Sinaloa Cartel

In 2008, Babeu won countywide election
by promising to reduce emergency
response times and improve the efficiency
of the 700-member Pinal County Sheriff ’s
Office (PCSO). In addition to equipping
police cars with wireless computers and
training deputies in first aid, the new
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The Sinaloa Cartel regularly moves marijuana, cocaine, heroin,
and methamphetamines across the Mexican border, through Pinal
County, and into Arizona’s metropolitan areas and beyond.
sheriff also established antismuggling units and the multiagency West Desert Task Force.
The Sinaloa Cartel, one of the
world’s most powerful criminal
organizations, regularly moves
marijuana, cocaine, black-tar
heroin, and methamphetamines
across the Mexican border,
through Pinal County, and into
Arizona’s metropolitan areas and
beyond. As a pass-through point
for this vast and violent network,
the county is now home to an
estimated 75 cartel cells and
outposts.
Billion-dollar drug busts
have snapped branches off
the Sinaloa Cartel’s tree-like
Pinal County is a flashpoint
border security, despite being
structure, but the challenges are for
almost 100 miles away from the U.S.
Mexico frontier.
still considerable. According
to Babeu, all of Mexico’s
drug cartels “are both criminal syndicates and also terrorist
organizations.” In Pinal County, well-armed cartel members
have attacked law enforcement officials, staged gangland-style
executions, and terrorized residential neighborhoods.

Security Technologies and Policing Strategies

To stop drug traffickers and keep county residents safe, the PCSO
relies on emerging technologies and policing strategies. Although
some cartel members use night vision and communications
equipment that local law enforcement agencies cannot afford,
border security technologies such as drones and ground sensors
will not stop smugglers who already operating inside the U.S.
Still, PCSO deputies have been able to level the playing field
in other ways. After some cartel members began carrying scoped
rifles and AK-47s, deputies armed themselves with AR-15s.
Patrol officers are also using biometric technology to identify
individuals who are stopped for probable cause and who lack
identification or have conflicting ID.
Equipped with a handheld, proprietary wireless device on
a smartphone, PSCO deputies now use iris-, fingerprint-, and
facial recognition technology to determine the identity of a
suspect with a criminal background. Since 2010, the department
has captured biometric data from nearly 10,000 subjects at the
county’s Adult Detention Center. “This is the future of policing,”
Babeu says.
State and federal grants have also added two helicopters and
an airplane to the PSCO’s assets. Along with these eyes in the
sky, deputies on the ground are responsible for covering one of
22 “beats,” some of which are geographically larger than U.S.
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cities. In addition to enabling officers
to learn more about a specific area, this
metropolitan model of police work has
also helped to decrease response times.

A National Voice for
Local Law Enforcement

Pinal County may be 75 miles north of
Mexico, but Sheriff Babeu has become a
leading voice for local law enforcement on
matters of border security. From helping
current and former Arizona Senators
John McCain and John Kyl, respectively,
draft their 10-Point Border Security Plan
to testifying on Capitol Hill, this twoterm county sheriff has built a national
reputation supported by appearances on
major news networks.
A former National Sheriff of the Year
and current president of the Arizona
Sheriff ’s Association, Babeu believes that
although “every county has different
issues and ours are magnified,” other jurisdictions in the
Southwest face similar challenges. He’s also concerned that if over
100,000 illegal aliens can cross the Mexican border and enter the
U.S. each year, terrorists could do the same.
“Our gravest national security threat is our unsecure
border,” Babeu warns. Strong relationships with state and federal
agencies have resulted in high-profile drug busts, but stronger
border security will require Washington D.C. to play a larger
enforcement role. Babeu’s views are clear: “This isn’t a county
sheriffs’ problem and it’s not a state problem,” he says. “It’s a
federal issue.”

Immigration Reform and Border Security

As members of Congress debate immigration reform and
border security, Babeu maintains that 6,000 armed soldiers are
needed along the length of the U.S.-Mexico border. But border
security isn’t just a tactical matter. It’s also a cultural one. “Many
foreigners fear their own military and perceive the U.S. military
as the most lethal force in the world,” Babeu says. “This can work
to our advantage.”
From Operation Jump Start to his service in Pinal County,
Sheriff Paul Babeu has applied lessons learned from both his
military service and civilian law enforcement experience.
Emerging technologies and proven policing strategies are assets
in the fight against drug and human smuggling, but homeland
security requires more resources than a county sheriff ’s office
can provide.
“The border is not just a line in the sand,” he says. “What
happens there affects what happens here.”
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Northern Border Focus Trade & Security
Boat crews and law enforcement personnel from the U.S. Coast Guard and the
Royal Canadian Mounted Police discuss planned joint small boat training held
along the Detroit River on 10 December 2012.The area near Detroit, MI, and
Windsor, ON, is one of the first regularized locations for the Shiprider program,
which places mixed crews aboard law enforcement vessels along the shared
border to combat cross-border crime. (U.S. Coast Guard photo by Petty Officer
2nd Class Jerry Minchew)
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Can the U.S. and Canada Create an Efficient and Secure Border?
By Andrew Finn, Canada Institute Program Associate, Wilson Center

T

he United States’ southern border
garners the lion’s share of our collective
imagination. Its northern counterpart,
however, is longer, moves more trade, and
has the busiest port of entry by trade volume
in North America. The border between
Canada and the United States runs for
5,525 miles through forests, prairies, lakes,
rivers, mountains, and cities; clearly, such
a large area is a potentially difficult border
enforcement environment. Increased security
in post-9/11 North America, compounded by
aging infrastructure, has created expensive
and time-consuming bottlenecks for
businesses.
Such challenges have made it necessary
for the United States and Canada to work
together to reduce inspection redundancies
and increase border mobility for business
and tourists, all while maintaining a high
level of security. Programs such as Beyond
the Border and infrastructure projects such
as the new Detroit-Windsor bridge will
continue to increase security while driving
down transactional costs and maintaining the
world’s largest trading relationship.

“Beyond” the Border

In the years following 9/11, Canada and the

United States saw a “thickening” of the border
due to increased security measures. This
disrupted the vital and fragile supply chains
that both countries relied upon to maintain
the world’s largest trading relationship.
In an attempt to address these issues, the
administration of President George W.
Bush, in conjunction with its Canadian and
Mexican counterparts, created the Security
and Prosperity Partnership in 2005, hoping
to improve continental economic and
security cooperation. While that effort proved
ultimately unsuccessful, the groundwork
was laid for a new, bilateral cross-border
agreement.
In December 2011, Prime Minister
Stephen Harper and President Barack
Obama announced the Beyond the
Border Action Plan (Beyond the Border),
which emphasized the need to address
threats early, facilitate trade, integrate law
enforcement, and upgrade both nations’
shared cybersecurity infrastructure. The
White House and the Prime Minister’s
Office manage the implementation of
these programs. Now in its second full
year, Beyond the Border is beginning to
bear fruit. Pilot programs are being made
permanent and new opportunities for
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cooperation are being implemented.

“Once Inspected, Twice Cleared”

Addressing threats early—and jointly—
has been a key component of Beyond
the Border. Both governments have been
working feverishly to integrate and share
equipment, intelligence, and methods for
screening potentially hazardous cargo and
dangerous passengers. Efforts are underway
to introduce a “once inspected, twice
cleared” perimeter approach to security,
which will ensure that goods that enter
Canada meet the same rigorous clearance
procedures as they would in the United
States, and vice versa. Air cargo inspection
regimes have already been harmonized.
Currently, there are pilot programs in place
in Prince Rupert, B.C., and in Montréal,
QC, to inspect cargo upon entry into the
North American perimeter, which can then
be transported to the United States by rail
or truck without an additional inspection at
the border.
In addition to reducing redundant
inspections, both countries are aligning
requirements for Customs-Trade
Partnership Against Terrorism (C-TPAT)
and Partners in Protection (PIP) while
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Now in its second full year, Beyond the Border is beginning to
bear fruit. Pilot programs are being made permanent and new
opportunities for cooperation are being implemented.
expanding the benefits of and access to
NEXUS for expedited border crossings.
Canada and the United States are also
implementing a biographic entry/exit pilot
program to track land-border departures
between the two countries, so that an entry
into one country will be recorded as an exit
from the other. This new information will
assist law enforcement and immigration
officers with managing the border, and the
programs should see further implementation
in the coming year.

Joint Enforcement

Beyond the Border also calls for a more
integrated approach to law enforcement.
Four programs are underway to deepen
cooperation between American and
Canadian law enforcement officers. The first,
Border Enforcement Security Taskforces
(BEST), allows U.S.-led law enforcement
teams to collaborate not only with their
Canadian counterparts but with Mexican
law enforcement as well. Integrated Border
Enforcement Teams (IBETs) represent a more
collaborative law enforcement effort when
compared to BESTs and allow Canadian
agencies to take more of a leadership position.
IBETs only include Canadian and American
personnel from the Royal Canadian Mounted
Police (RCMP), Canada Border Services
Agency, U.S. Customs and Border Protection,
U.S. Immigration and Customs Enforcement,
and the U.S. Coast Guard.
Most interesting among these crossborder enforcement endeavors is Shiprider,
more formally known as Integrated
Cross-border Maritime Law Enforcement
Operations. After its start as a pilot project
prior to Super Bowl XL in Detroit in
2005 and finalized in Beyond the Border,
Shiprider allows RCMP and U.S. Coast
Guard officers to conduct operations on
both sides of the maritime border. In effect,
RCMP officers will take command of U.S.
vessels in Canadian waters and enforce
Canada’s laws using U.S. personnel. The
same applies for U.S. Coast Guard officers
onboard RCMP vessels. This type of seamless
law enforcement initiative enhances both
countries’ ability to apprehend criminals
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and keep their citizens
safe. Beyond the Border
also calls for “Next
Generation” teams
that take the Shiprider
concept and move it
onto land. These Next
Generation programs
are still in their initial
development phases but
should become active
pilot projects in the near
future.

Cybersecurity
Cooperation

Vehicles coming from Windsor, ON, wait for clearance to cross into the U.S. at the Ambassador
Bridge in Detroit, MI. (Photo courtesy of U.S. Customs and Border Protection)

While Beyond the Border has laid out clear
and achievable goals for strengthening
security at our physical borders, the quest
to improve cybersecurity has remained
more elusive. At a Wilson Center discussion
in December 2012, Paul Rosenzweig, a
visiting fellow at the Heritage Foundation,
gave a grade of “D-” to the implementation
of new cybersecurity measures in Beyond
the Border. Public Safety Canada’s Cyber
Incident Response Centre must continue
to work jointly with the Department of
Homeland Security’s Computer Emergency
Readiness Team and Industrial Control
Systems Cyber Emergency Response Team to
improve readiness and increase cooperation
with private sector partners to ensure that
our shared critical infrastructure is protected
from cyberattacks by rogue nations, nonstate actors, and nefarious individuals.

Improved Infrastructure

While legal, regulatory, and administrative
issues have contributed greatly to the
difficulty of moving goods and people
along the Canada/U.S. border, outdated
infrastructure is also a major constraint
to trade. The Ambassador Bridge, which
connects Detroit, MI, with Windsor, ON, is
the busiest border crossing on the continent.
While the bridge has served both countries
well for nearly 80 years, lack of efficient
connecting roadways, limited inspectionand toll plazas, and lane restrictions require
new infrastructure. The new Detroit River

International Crossing, agreed upon by
Michigan Governor Rick Snyder and Prime
Minister Harper, will allow for a freer flow
of commerce when it is completed in the
next few years.
Beyond the Border also lays the
groundwork for a potential U.S. preinspection facility on Canadian soil—a
common sight at major Canadian
airports—at the Peace Bridge, which
spans New York and Ontario near Buffalo.
These new infrastructure projects will help
ease border congestion while freeing up
valuable enforcement resources to improve
security.

Conclusion

As parties to the world’s largest trading
relationship, the United States and
Canada have an incredible incentive to
keep goods and people flowing as freely
as possible between them. Beyond the
Border demonstrates that the tension
between trade and security isn’t zero-sum.
However, more must be done. As both
countries continue to improve the physical
border, more resources must be devoted to
protecting our shared infrastructure from
a potentially catastrophic cyberattack.
Beyond the Border, coupled with new and
improved infrastructure and increased
attention to cybersecurity, provides an
excellent, though initial, step in making
the continent safer without stifling the
huge volume of bilateral trade.
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Emerging Threats Improvised Chemical Weapons

The Makeshift

Danger
How terrorists have used improvised chemical weapons in the past, and why border security
professionals need to understand this potential threat to the homeland.
By James Crippin, Director of the Western Forensic Law Enforcement Training Center

T

errorists have used improvised
chemical weapons (ICWs) in
numerous attacks in Iraq and
Afghanistan. Vehicle-borne improvised
explosive devices (VBIEDs) containing
chlorine gas cylinders have produced
massive explosions and dispersed toxic
chemicals. By understanding ICW
incidents abroad, we can better assess this
potential threat to homeland and border
security.

ICW Attacks in Iraq

Chlorine bombings in Iraq began in
October 2006, when insurgents in Anbar
province started using chlorine gas in
conjunction with conventional vehicleborne explosive devices. Initially, these
attacks were poorly executed because
VBIEDs used high explosives whose heat
destroyed much of the chemical agent.
This is a selected list of documented ICW
attacks in Iraq in 2007.
• 28 January 2007: A suicide bomber
drives a dump truck carrying explosives
and a chlorine tank into an emergency
response unit compound in Ramadi.
Sixteen people are killed by the
explosives, but none by the chlorine.
• 20 February 2007: A bomb blows up
a tanker carrying chlorine north of
Baghdad, killing nine and emitting
fumes that sicken 148 more, including 42
women and 52 children.
• 16 March 2007: Three separate suicide

attacks use chlorine. The first attack
occurs at a checkpoint northeast of
Ramadi, when a truck bomb wounds
one U.S. servicemember and one Iraqi
civilian. A second truck bomb detonates
in Falluja, killing two policemen and
leaving 100 Iraqis with signs of chlorine
exposure. Forty minutes later, another
chlorine-laden truck bomb explodes at
the entrance to a housing complex south
of Falluja, this time injuring 250 and,
according to some reports, killing six.
• 6 April 2007: A chlorine-laden suicide
truck bomb detonates at a police
checkpoint in Ramadi, leaving 27
dead. Thirty people are hospitalized
with wounds from the explosion, while
many more suffer breathing difficulties
attributed to the chlorine gas.
• 15 May 2007: A chlorine bomb explodes
in an open-air market in the village of
Abu Sayda in Diyala province, killing 32
people and injuring 50.
• 3 June 2007: A car bomb explodes
outside a U.S. military base in Diyala,
unleashing a noxious cloud of chlorine
gas that sickens at least 62 soldiers but
causes no serious injuries.
These attacks show how easy it is
to add chemicals to IEDs or VBIEDs.
If insurgents could find chlorine gas in
war-torn Iraq, think how easily terrorists
could locate deadly or dangerous chemicals
in the United States, where products are
readily available in stores and transported
across the country each day.
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For example, terrorists could buy cases
of insecticide from grocery-, hardware-,
or farm supply stores and attach canisters
to pipe bombs, dispersing chemical agents
when the IEDs explode. In confined
spaces, toxicity could reach deadly levels.
In another scenario, terrorists could seize
a truck carrying chlorine gas and then

Airborne ICWs
In June 2013, Iraqi authorities
uncovered an al-Qaida plot to use
remote-controlled toy planes to
disperse chemical agents over areas
in Europe and North America. Three
workshops for manufacturing the
chemical agents—which included sarin
and mustard gas—and the toy planes
were seized.
This was not the first attempt by
terrorists to use mini-unmanned aerial
vehicles (UAVs) as platforms for strikes.
Rezwan Ferdaus planned to launch
C4-laden remote control planes at the
Pentagon and Capitol before being
arrested by Federal investigators who
sold him fake explosives. Though
unlikely to have ever caused major
damage, Ferdaus’s effort caught the
eye of researchers Klaas Jan de Kraker
and Rob van de Wiel, who presented
a paper last summer detailing some
scenarios in which mini-UAVs might
be used by terrorists. These situations
included assassination, swarm
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the nation’s borders could also impede
security and disrupt international trade.
Because the heat from a pipe bomb
blast would be lower than from a VBIED,
it’s unlikely that the explosion would
destroy the chemicals. Simply put, low
explosives have much lower thermal
signatures than high explosives. As an
experiment, the author once proved (in
conjunction with a military unit) that a
low explosive blast could easily disperse
a biological agent without destroying it.
Given this evidence, it’s unlikely that a
chemical agent would be destroyed either.

Pipe Bombs and Pesticides

Chemicals found alongside a battery and switches to initiate improvised explosives in a Fallujah chemical/explosives weapons
laboratory, which also contained “cookbooks” to instruct bomb makers. (USMC)

detonate the vehicle at a crowded city
intersection, or next to a schoolyard at
recess.

Railcars and Border Security

In both Iraq and Afghanistan, chlorine
has been the chemical agent of choice
because of its availability. This toxic
chemical is used widely in the U.S., where

hundreds of thousands of gallons move
over highways and on railcars every day.
How simple would it be for terrorists to
strategically place an IED onto a crossborder railroad tanker, turning it into an
ICW?
Railcars can also contain toxic
chemicals such as hydrazine, phosphorous
oxychloride, and aqueous hydrofluoric
acid to name just a very few. A simple pipe
bomb placed next to a valve could cause a
catastrophic failure, leading to the release
of these toxic materials. In addition to
claiming lives, such an attack at or near

Large container trucks and railway
tankers aren’t the only devices that
terrorists could use as ICWs. As
described in the insecticide example
above, it’s possible to construct a simple
device whose components are easily
attainable and very toxic. Remember that
many chemical weapons are very closely
related to pesticides in their effects.
With the availability of low explosives
and toxic chemicals, there are no real
limits to the types of ICWs that can be
made. Several plots have already been
disrupted both in the U.S. and abroad. I
believe it essential that homeland and
border security personnel need take
this potential threat seriously. They also
need to receive the proper education and
training for ICWs.

What appeared to be a Parrot AR Drone (above) crash
landed in front of German Chancellor Angela Merkel.

kamikaze attacks, panic-inducing
machine gun attacks, and harmful
chemical dispersal.. De Kraker and van
de Wiel suggested that mini-UAVs are
increasingly likely to become terrorist
tools, partly due to the difficulty in
detecting and classifying these objects.
Their findings were thrown into sharp
relief at a September campaign rally in
Dresden when a mini-UAV hovered over
and then crash landed only feet from
German Chancellor Angela Merkel. The
Pirate Party, a political group dedicated
to increased government transparency,
took credit for the prank, saying they
wanted the chancellor to feel what it
was like to be observed.
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Hundreds of thousands of gallons of chemicals move by rail
every day in the U.S. A well-placed pipe bomb could cause a
rail car to fail and release toxic substances, threatening lives
and international trade. (Wikimedia Commons)
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With the availability of low explosives and toxic chemicals, there are
no limits to the types of ICWs that can be made. Several plots have
already been disrupted both in the U.S. and abroad.
Emerging Threats

Are terrorist groups intensifying their efforts
to build and use ICWs? Will it be only a
matter of time before they succeed? If they
do, most law enforcement agencies (especially
smaller ones) will have had little training to
deal with this type of incident, which requires
a different response than to a “normal”
explosive device.
Specifically, responders need to look for:
• Report of an explosion with little or no
structural damage or blast casualties.
• Response personnel becoming incapacitated.
• Large volume of calls reporting sick or
injured persons with no known reason or
readily apparent wounds.

ICWs are both unique and dangerous.
Remember the old saying: “We train to
fight so that we can fight like we have been
trained.” So get the training that you need,
stay safe, and go home at the end of shift.
Mr. Crippin is the Director of the
Western Forensic Law Enforcement
Training Center. He formed this training
center in February of 2002, and now to
provides training both in this country
and internationally. He is currently doing
classes on HME/IME for the U.S. Military
and an overseas course on PBI for the
State Department’s Bureau of Diplomatic
Security. He has also created an online
training academy that hosted his first
course on CBRNE.

Although a small number of people
may have shrapnel wounds, the vast
majority will not. Most of the casualties
will be from the chemical’s effects, which
may be mild to severe depending upon the
chemical agent that the blast dispersed.
To address this makeshift danger, the
agencies that are responsible for homeland
and border security need greater awareness
and operational training. All personnel
require awareness training so that they can
recognize ICWs during routine tasks, such
as inspections at border crossings, as well
as during incidents and attacks. HAZMAT
teams and bomb squads need operational
instruction so that, if they’re ever called to
an ICW incident, they’ll be ready.
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WMDs on the High Seas
How Chemical and Biological Weapons Can Influence Power Projection and Global Commerce
By Dr. James A. Martiney

T

he number of countries and non-state
actors with chemical and biological
warfare capabilities has increased over
the last several years. From radical militant
Islamists to domestic right-wing extremists,
the proliferation and potential of terrorist
organizations within our borders is also a
matter of grave concern.
Materiel factors compound the
threat of chemical or biological attack.
The advancement, relative low cost, and
accessibility of technologies such as synthetic
biology, automation, and miniaturization are
of special concern. Moreover, new delivery
system technologies open the possibility
of attack on targets once deemed outside
the threat zone, such as naval forces and
maritime shipping.

Two Types of Terrorist Acts

Terrorist acts are, by their basic nature,
violent acts aimed at achieving political
goals. Terrorism is not just about achieving
a maximum number of casualties, however.
Terrorism also seeks to cause massive social,
political, and/or economic disruption.
The overarching aims of terrorists will
often differ. In the current era, in which
Islamic extremists commit the most visible
acts of terror, it’s worth remembering that
radical right-wing and left-wing groups
as well as secular national liberation
organizations were the high-profile terrorists
during much of the 20th century.
Regardless of their source, terrorist
attacks can be divided into two types. First,
there are attacks like the one on the USS
Cole that target an asset with military,
political, and/or symbolic value. The goal is
to obtain transient tactical and/or operational
advantages. Other attacks, such as the Boston
Marathon Bombing, seem random in nature
and are designed to instill a generalized sense
of fear in the civilian population.
This distinction is critical for analyzing
the susceptibility of naval forces and
commercial shipping to a terrorist attack.
Threats to both types of maritime vessels also
have implications for homeland security and
border protection.
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U.S. Navy sailors wear Advanced Chemical Protective
Garments while on an investigation team during a chemical,
biological, and radiological attack drill. (Navy)

CST & CBRNE and S&BP | Winter 2013/14 | 29

Emerging Threats CBRNE and Maritime Security
Naval Vessels and
Commercial Shipping

There are crucial differences in attacks
directed against military and commercial
vessels. An attack on a naval warship seeks
to neutralize the vessel’s tactical capabilities
and strategic deterrence value. During
warfare, enemies achieve these goals via direct
destruction of the vessel, high casualties, or
superstructure destruction during combat.
Asymmetric warfare can achieve this end
with mines or suicide attacks by explosiveladen boats, such as that on the USS Cole in
2000.
A well-executed biological or chemical
attack can accomplish this same aim of denial
of operations without the need for physical
destruction. Commercial shipping is even
more vulnerable to attack due to obvious
differences in mission objectives, training,
and capabilities. Moreover, commercial ships
are manned by relatively smaller crews and
are therefore less resilient.
Finally, there is a contrast in mission ethos
between military vessels and commercial
shipping. An attack on a naval ship will result
in a robust response from other components
of that country’s military. An attack on
commercial shipping will result in a halt
to shipping in a large area surrounding the
event. This is especially important to consider
in light of homeland and border security,
which requires balancing security with the
free flow of trade.

Chemical and Biological Threats

The isolated and self-contained nature of
maritime units means that crews cannot
expect immediate help in case of emergency.
With this knowledge, naval forces and
commercial shipping must prepare for all
aspects of chemical and biological warfare:
detection, protection, decontamination,
treatment, and maintenance of key
operations. The uniqueness of the maritime
environment, weather changes, and a myriad
of other variables must also be considered
when planning for such events.
Chemical and biological warfare agents
are usually lumped together along the
CBRNE spectrum of non-conventional
weapons systems. Yet closer scrutiny reveals
that they are different types of weapons that
present distinct threats and require unique
response plans.
Chemical agents provide an immediate
tactical advantage based on area
contamination and casualties. Biological

A terrorist attack on a
warship may seek the
strategic aim of denial
of sea trade within
the area of attack,
potentially crippling
regional commerce.
agents deliver a delayed operational and
strategic result based on area quarantine,
long-term casualties, and infection rates.
Other significant differences include the rate
and timing of the casualty index, delivery
systems, and loss of operational functions.

First-generation Response Plans

What is the potential impact of biological
events in the maritime environment? It’s
instructive to consider first-generation
response plans, which were designed
to respond to that bane of naval vessels
throughout history: fire. Myriad sensors,
ranging from “Mk1 eyeball” (unaided human
vision) to state-of-the-art suppressor systems,
emphasized the importance of early detection
and threat identification.
The main goal of fire suppression is to
prevent the start of a fire. So fire avoidance
became the standard objective of firefighting
at sea. A similar idea still drives most
bio-agent response: passive contamination
avoidance. Various standard operating
procedures have been developed to prevent
biological contamination from spoiled
foodstuffs, agricultural pests, potable water
contamination, and other sources.
Yet the sensor systems and training
associated with these activities are, for
the most part, useless in the detection of
biological warfare agents. Moreover, threat
identification requires a certain level of
technological expertise and training that is
generally unavailable in most commercial
shipping, and not even fully employed in
many of the world’s navies.

Detection Systems at Sea

Most, if not all, first-generation biowarfare
agent detection systems were developed for
land use and modified for sea operations.
Critical environmental variables unique
to the naval setting, such as temperature
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fluctuations, high humidity/salinity,
and the presence of contaminating
hydrocarbons (e.g., oil and fuel), may
not have been considered during the
development stage.
When attempting to retrofit land-based
systems to a marine environment, care must
be taken. The initial sea-based biowarfare
detection system was developed by the Naval
Medical Research Center – Biological Defense
Research Directorate and consisted of a threetier procedure.
Level 1 (Presumptive) involved the use
of handheld detection devices developed
for Operation Desert Storm. With minimal
training, any sailor could get an accurate
result in approximately 15 to 20 minutes.
Level 2 (Confirmatory) uses the
polymerase chain reaction (PCR) technique
to amplify minute amounts of genetic
material from presumptive biological agents.
Although this requires specific equipment
and advanced training, results can be
obtained in 1 to 2 hours.
The final step involves shipping the
suspected specimen to a laboratory for
definite identification.
The Joint Biological Point Detection
System (JBPDS) will replace all existing
biowarfare detection protocols and
provide biological agent point-detection,
identification, and sampling capability
for both fixed-site and mobile operations,
including on deployable surface ships and at
high-priority shore installations worldwide.
The objective of JBPDS is to detect and
identify the presence of a biological agent
in less than 15 minutes; however, poor test
results, high failure rates, and other factors
have plagued the project for close to a decade.
The JBPDS is currently fielded on the Stryker
NBC Recon Vehicle, the M31A2 Biological
Detection System, and aboard select U.S.
Navy Ships.

Risk Management Response Plans
Risk management response plans balance
all aspects of detection, decontamination,
and diagnosis with the maintenance of
effective naval operations. Though still in
the developmental and deployment stages
with selected navies of the world, these plans
sustain operations during decontamination
procedures.
For example, past response plans called
for a stop of most, if not all, operations while
a full decontamination procedures were
carried out. The newer plans emphasize
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maintenance of key operational procedures
that maintain warfighting abilities, including
the triage of decontamination procedures of
key operational areas and use of appropriate
protective gear by key personnel in affected
areas even at the risk of increased casualties.
Instead of fully concentrating on the
event itself, risk management response seeks
to maintain operational readiness under
contamination status, even if higher casualties
result. This philosophy is rooted in naval
theorist Alfred Thayer Mahan’s ideas of
control of seaborne commerce and operations
by maintaining control of the sea lanes.
A terrorist attack on a warship may
seek the ultimate strategic aim of denial
of sea trade within the area of attack,
potentially crippling commerce in the
region. Maintenance of readiness and power
projection would therefore be more critical in
the case of a biological attack at sea.

Medical Management

Regardless of the response modality, proper
medical management of casualties is

paramount to maintaining some level of
operational capacity. The isolated nature of
the maritime environment provides obvious
obstacles to the delivery of specialized
medical care and supplies to stricken
vessels.
On the other hand, the insulated nature
of seafaring serves as a de-facto quarantine
location in case of either an agent exposure
or natural outbreak. Uninfected or
unexposed personnel can stay in the ship
until full decontamination takes place.
Depending on global location, positioning
of assets, and friendly ports and air bases,
expert workers and supplies can be flown
to the stricken ship. Severely ill sailors and
crew can be moved to appropriately-staffed
medical care units, using bio-containment
if necessary.
The U.S. has a very limited medical
armamentarium available to treat Class
A/B bioterrorism agents, such as anthrax,
plague, and smallpox. Therefore, the
main emphasis post-exposure would be to
limit contamination, stabilize casualties,

and maintain naval operations. A final
advantage of a holistic approach to bioevent response and in-situ quarantine is
the overlap in usefulness during biowarfare
release vis-à-vis a natural outbreak.

Moving Forward

The security of our homeland, commerce,
and power projection capabilities do not end
at our maritime boundaries. Maintaining
open sea lanes and U.S. Navy access to
the oceans of the world requires constant
vigilance beyond our territorial waters.
The unforgiving nature of the maritime
environment requires an “all hands on
deck” approach in planning for any WMD
event at sea. Such vigilance cannot be the
sole prerogative of the military—the nature
of contemporary terrorism establishes
that civilian vessels also need to prepare
appropriate contingency plans.
Dr. James A. Martiney is a microbiologist
with biodefense experience in the U.S. Navy’s
Medical Services Corps.

2nd Annual

Joint Civil & DoD CBRN Symposium

MARCH 18-19, 2014

Confirmed Participates Include:

Disrupting and Dismantling
Transnational Criminal Organizations

Dr. J. Ben Petro - Acting Deputy
Assistant Secretary of Defense for
Chemical and Biological Defense
William B. Daitch - Assistant
Director, Domestic Nuclear
Detection Office
Deborah Shuping - Chief, CBRN
Defense Division - Test and
Evaluation Office of the CBRND
Paul G Kudarauskas - CBRN
CMAT ASPECT Program

March 17 - 18, 2014
Alexandria, VA

Complimentary
Attendance for
Government &
Military

Visit Website to
Download Agenda &
Register Today

http://JointCBRN.dsigroup.org
tacticaldefensemedia.com

■ The

largest most comprehensive conference on
border security
■ 185 companies displaying the latest technologies,
products and services
■ 30,000 square feet of exhibits
■ Daily morning and afternoon Keynote addresses
■ Salute to Fallen Heroes Memorial Ceremony
■ Invaluable formal and informal networking
opportunities
■ The largest gathering of border security leaders
anywhere in the world
■ An international audience

www.BorderSecurityExpo.com

Visit
For Information on Attending, Sponsorships and Exhibiting

CST & CBRNE and S&BP | Winter 2013/14 | 31

Ad Index | Calendar of Events
Argon Electronics.........................................13
argonelectronics.com
BioFire............................................................5
bio-surveillance.com
Border Security Expo...................................28
bordersecurityexpo.com
Counter IED Training Forum...........................3
counteriedsummit.com

1

Hear from industry leaders and luminaries about
the future of energy technology

2

Visit the Technology Showcase and see the latest
energy technologies, including many with defense
and military applications

3

Attend practical seminars about transitioning
cutting-edge technologies into successful
commercial products

4

Meet influential leaders from defense and civil
agencies to discuss research interest, services,
partnerships, and funding opportunities

Dräger.......................................................... C3
draeger.com/hybrid
Energy Innovation Summit...........................32
arpae-summit.com
Federal Resources...................................... C2
federalresources.com
FLIR............................................................. C4
flir.com/detection
Immediate Response...................................11
imresponse.com
Joint Civil and DoD CBRN Symposium.......31
jointcbrn.dsigroup.org
Panasonic.....................................................17
panasonic.com
Thermo Fisher Radiation..............................15
fishersafety.com

Register Today www.ARPAE-Summit.com

W.L. Gore........................................................8
gorechempak.com

Calendar of Events
Jan 28 – 29
Marine West
Camp Pendelton, CA
marinemilitaryexpos.com
Feb 5 – 6
EMS 2014
Washington, DC
emstoday.com

Ad Index | Calendar of Events

Feb 10 – 12
SO/LIC
Washington, DC
ndia.org
Feb 19 – 21
Bio-Metrics
DC Metro
idga.com
Feb 19 – 21
AUSA Winter
Birmingham, AL
ausa.org

Feb 24 – 26
ARPA Energy Innovation
Summit
Washington, DC
arpa.org
March 3 – 4
Georgia Tactical Officers
Atlanta, GA
GAtactical.com
March 14 – 17
Spec Ops West
San Diego, CA
specopswest.com

Tactical Defense Media Publications
March 17 – 19
Border Security Expo
Phoenix, AZ
bordersecurityexpo.com
March 18 – 19
Tactical International
Defense Expo
Tampa, FL
eventpower.com
March 30 – April 2
Trauma Critical Care and
Medical Disaster Response
Las Vegas, NV
trauma-criticalcare.com

March 17 – 18
Joint Civil DoD CBRN
Symposium
Washington, DC
jointcbrn.dsigroup.com

32 | CST & CBRNE and S&BP | Winter 2013/14

tacticaldefensemedia.com

The advertisers index is provided as a service to our readers. Tactical Defense Media cannot be held responsible for discrepancies due to last-minute changes or alterations.

February 24–26, 2014 | Washington, D.C.

Dewey Electronics........................................29
deweyelectronics.com

Confidence to
accomplish
any mission

One system for every tactical CBRNe environment.
For ultimate confidence, you need a system that lets you be at your best. The Dräger DHS
7000 Hybrid incorporates APR, PAPR, and SCBA into a single integrated system. It‘s the
one system that provides peace-of-mind and confidence to accomplish the mission, no
matter the environment.

579

FOR MORE, VISIT WWW.DRAEGER.COM/HYBRID

BECAUSE IT’S NOT JUST
YOUR JOB, IT’S YOUR LIFE.
Confident decision-making is critical
when lives are at stake. Emergency
responders must have fast and
accurate threat information where
they need it the most - in the field.
FLIR is focused on delivering
advanced threat detection and
identification tools that are more
affordable and easier to use than
ever before.
For example, the identiFINDER®
R300 is the world’s first pagersize radiation instrument that
can detect, locate and identify
radioactive isotopes.

THE WORLD’S SIXTH SENSE TM

Worn on a belt similar to a
personal radiation detector (PRD),
the identiFINDER® R300 provides
the operator with all the information
necessary to respond with confidence in the most hazardous and
stressful environments.
To learn more about the
identiFINDER® R300 and our other
laboratory-caliber products visit
www.flir.com/detection

/flirhq

@FLIRdetection

