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Insights
There have been great efforts since September 11 to boost the nation’s ability to respond 

to dangers throughout the CBRNE spectrums, and to defeat or manage those threats. 

The CST program’s expansion is at the top of my list as one such successful program 

that has proven to be a wise investment of resources.

That is why it is particularly disheartening to read the Rand Corporation’s 2010 report 

Before Disaster Strikes - Imperatives for Enhancing Defense Support of Civil Authorities 
– another indication there is still a lot of work needed to increase the nation’s readiness 

in this area.   

The well-written and comprehensive report provides an assessment of the capabilities 

of the DoD to provide support to U. S. civil authorities in the event of a CBRNE incident.

   

Among the report’s major findings is guidance for all forms of defense support of these 

leaders in emergencies is excessively fragmented, incomplete and outdated, according 

to the study. 

Presidents and congresses from both sides of the political aisle have had an opportunity 

to close the gap for improving the way the department supports leaders at all levels of 

government.      

On a positive note, the report provides a number of recommendations that would be 

relatively easy to accomplish. One in particular, is the development of a handbook for 

DoD support of these leaders that explains in comprehensive detail, using scenarios as 

examples, how DoD’s capabilities may be legally employed nationwide for support of civil 

authorities for CBRNE incidents. 

The report also submits changes that will require significant political will and effort 

to incorporate, including changes in policy towards deployment of Title 10 Reserve 

Components. 

The report closes by urging an increased emphasis on interagency training. This may 

be difficult to complete given the DoD’s recommended closing of U.S. Joint Forces 

Command – the department’s executive agent for Joint (upper case “J” is the editor’s 

emphasis) training.

As always, I look forward to your comments.       

Best regards,
Marty Kauchak

Editor
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Commander’s Corner

Major General Walsh is currently the Director of Operations 
for Headquarters U.S Northern Command, Peterson Air Force 
Base, Colorado.  The Directorate of Operations serves as the 
principal advisor to the USNORTHCOM Commander on all 
operational matters, providing strategic guidance to plan and 
execute NORTHCOM missions within the area of responsibility; 
including Land, Maritime, and Homeland Defense Air Operations 
as well as Defense Support to Civil Authorities. 

Major General Walsh entered the United States Naval 
Academy in July 1975 and after graduation was commissioned 
a Second Lieutenant in May 1979 and subsequently ordered 
to The Basic School at Quantico, VA. After The Basic School 
he was assigned to the 1st Marine Division where he served as 
a rifle platoon commander with Company B, 1st Battalion, 7th 
Marines. In May 1980 he reported to Pensacola, FL for flight 
training. He was designated a Naval Aviator in October 1981 
and subsequently assigned to VT-26 at NAS Chase Field, TX 
as a Selectively Retained Graduate. While assigned to VT-26 he 
served as the NATOPS Officer and Airframes Officer.

He reported to VMFAT-101 in March 1983 to undergo 
training in the F-4 Phantom. Upon completion of the F-4 training 
syllabus he was ordered to VMFA-115 at Marine Corps Air 
Station Beaufort, SC in November 1983. While in VMFA-115, 
he served as the Flight Officer, Logistics Officer, Airframes 
Officer and Powerplants Officer. He attended the U.S. Navy 
Fighter Weapons School in April 1986. During this tour he 
transitioned to the F/A-18 Hornet at NAS Lemoore, CA and 
made two deployments to Europe and Turkey participating in 
NATO exercises.

 

In January 1987 he was assigned to the U.S. Navy Fighter 
Weapons School at NAS Miramar, CA as a flight instructor 
where he served until December 1989. At TOPGUN he served 
as the F/A-18 Tactics and Readiness Officer, Staff Training and 
Standardization Officer, and Safety Officer. He participated in 
numerous working groups for tactics development within the 
Navy, Marine Corps, and Air Force

He returned to MCAS Beaufort, SC in January 1990 and was 
assigned to VMFA-251 where he served as the Administration 
Officer, Maintenance Officer and Operations Officer. While 
assigned to VMFA-251 he made two WESTPAC deployments 
and was selected as the 1st Marine Aircraft Wing Aviator of the 
Year for 1993.

In July 1993, he reported to the 9th Marine Regiment, 3rd 
Marine Division at Camp Hansen, Okinawa where he served as 
the Air Officer. He attended the Air Command and Staff College 
at Maxwell AFB from 1994-1995.

He reported to Headquarters, U.S. European Command, 
Stuttgart, Germany in July 1995 where he served as the 
Chief, Resources Branch, Strategy Division, Plans and Policy 
Directorate.

In August 1998, he returned to MCAS Beaufort, SC for his 
third tour of duty in Marine Aircraft Group 31. While assigned to 
MAG-31 he served as the Commanding Officer of VMFA-115 
from December 1998 to December 2000. During his time in 
command, the Silver Eagles deployed to both the European and 
Western Pacific Theaters.

Major General 

Robert S. 
Walsh, USMC
Director for Operations (J3) 
Directorate of Operations
United States Northern Command
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He graduated from the National War College in Washington 
D.C. in June 2002 with a Master of Science degree in National 
Security Strategy and was assigned to the Aviation Department, 
Headquarters, U.S. Marine Corps, Washington D.C., where he 
served as both the Branch Head and Assistant Branch Head of 
the Aviation Plans, Programs, Doctrine, Joint Matters and Budget 
Branch (APP). 

After his headquarters tour, Major General Walsh returned to 
Beaufort, SC and served as the Commanding Officer of Marine 
Aircraft Group 31 from June 2004 to May 2006.

He returned to Headquarters, U.S. Marine Corps, where he 
served as the Assistant Deputy Commandant for Aviation.

In May 2008, Major General Walsh became the Commanding 
General of the 2d Marine Aircraft Wing. In November 2008 he 
deployed to Operation Iraqi Freedom 09 as the Commanding 
General of the 2d Marine Aircraft Wing (Forward). Upon returning 
he assumed the role as the Assistant Wing Commander.

In August 2010 he assumed his current duties as the Director 
of Operations, United States Northern Command.

Major General Walsh was interviewed by Marty Kauchak, 
CST & CBRNE Source Book Editor, on October 26, 2010. 

Q: General Davis, thanks for taking time to speak with the 
CST & CBRNE Source Book. To begin our discussion, tell us 
something about your responsibilities on the U.S. Northern 
Command (NORTHCOM) staff and how your directorate 
contributes to protecting the U.S.

A: As the NORTHCOM Director of Operations (J3) I work directly 
for Admiral [James] Winnefeld to coordinate operations for the 
command. I am fairly new here [about six weeks in this billet] but 
I find this a fairly dynamic and very broad ranging mission set. For 
one, most of us in the Department of Defense (DoD) are more used 
to thinking outwardly when we look at what the department is used 

for and how DoD is used around the globe. 

This is much more unique in the sense that it deals with homeland 
defense and also we do civil support. Another big part is theater 
security cooperation within Admiral Winnefeld’s area of responsibility. 
That’s a whole other piece – dealing with Canada, Mexico and some 
of the other nations within our area of responsibility. This is very 
broad ranging in the sense that we’re here mainly looking inside at 
the homeland defense and civil support to the domestic agencies.                      

Q: Tell us more about NORTHCOM’s mission to defend and 
secure the United States and its interests.

A: NORTHCOM provides command and control of DoD homeland 
defense efforts and to conduct defense support of civil authorities. 
USNORTHCOM defends America’s homeland — protecting our 
people, national power, and freedom of action. USNORTHCOM 
conducts homeland defense, civil support and security cooperation 
to defend and secure the United States and its interests.
USNORTHCOM’s civil support mission includes domestic 
disaster relief operations that occur during fires, hurricanes, 
floods and earthquakes. Support also includes counter-
drug operations and managing the consequences, natural or 
manmade, including a terrorist employing a weapon of mass 
destruction, or other CBRN consequence management. The 
command provides assistance to a primary agency when 
tasked by DoD. Per the Posse Comitatus Act, military forces 
can provide civil support, but cannot become directly involved 
in law enforcement.
 
In providing civil support, USNORTHCOM generally operates 
through established Joint Task Forces subordinate to the 
command. An emergency must exceed the capabilities of local, 
state and federal agencies before USNORTHCOM becomes 
involved. In most cases, support will be limited, localized and 
specific. When the scope of the disaster is reduced to the 
point that the civil authorities can again assume full control and 
management without military assistance, USNORTHCOM will 
exit, leaving the on-scene experts to finish the job.

Q: Discuss the importance of NORTHCOM’s subordinate 
command, Joint Task Force Civil Support, in DoD’s 
homeland civil defense efforts.

A: Eleven years ago the secretary of defense decided that 
there was a gap in military capability to respond to catastrophic 
WMD terrorist events that would quickly overwhelm state and 
local authorities. He advised the president that he was going 
to establish a standing Joint Task Force Civil Support (JTF-
CS) whose principle focus would be to plan for and integrate 
DoD’s support to the lead federal agency (FEMA), which had the 
U.S. government responsibility to manage the consequences 
of a domestic WMD event. JTF-CS was to be an operational 
headquarters that could anticipate the support requirements 
for responding to a catastrophic terrorist incident, undertake 
detailed analysis, conduct exercises, and ultimately respond 
in support of civil authorities. Over the years it has met those 
expectations, adjusted to changing requirements and proven 

Soldiers from the 392nd Chem. Co. out of Little Rock, Ark., work alongside FEMA 
Task Force 1 from Dayton, Ohio, to find simulated victims in the collapsed garage 
at Muscatatuck Urban Training Center on July 17th during Vibrant Response, a 
U.S. Army North national emergency response exercise designed to create the 
realism of an American city following a nuclear blast. (U.S. Army photo by Staff 
Sgt. Brad Staggs)

Commander’s Corner
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time and again the value of having a dedicated command for 
this no-fail mission.

The mission of JTF-CS is to anticipate, plan for and integrate 
USNORTHCOM chemical, biological, radiological, nuclear, or 
high-yield explosive consequence management (CBRNE CM) 
response capabilities after a no-notice catastrophic event in 
support of a primary federal agency. When directed, JTF-CS 
commands and controls initially about 4,200 designated DoD 
personnel to assist federal, state, local, and tribal partners in 
saving lives, preventing further injury, and providing temporary 
critical support to enable community recovery.

JTF-CS assists USNORTHCOM in identifying anticipated 
capabilities. The standing Chairman of the Joint Chiefs of Staff 
EXORD for CBRNE Consequence Management (Secret) directs 
that selected capabilities and limited forces be allocated into 
CBRNE CM Response Force (CCMRF) packages to meet initial 
CBRNE CM requirements. Force providers identify and manage 
their units/detachments/teams in a “be-prepared-to-deploy” 
status to facilitate rapid response. JTF-CS shares planning 
information with CCMRF units and hosts commander’s 
conferences as part of their mission readiness. The force 
packages are tailored at the time of incident based on scope 
and magnitude of the CBRNE hazard and the anticipated 
requests for assistance. The CCMRF is the initial entry force, 
but it is enough to get started on the support mission and speed 
follow-on force build-up to meet the total DoD requirements, 
depending upon the incident scope, magnitude and location. 
Additional or replacement follow-on forces are obtained by the 
supported commander through the request for forces process 
based upon identified or developing requirements.

Q: Highlight the Weapons of Mass Destruction Civil 
Support Teams’ (WMD-CST) role as enablers of 
NORTHCOM’s mission.

A: The WMD-CSTs were established to deploy rapidly to assist 
a local incident commander in determining the nature and 
extent of an attack or incident; provide expert technical advice 
on WMD response operations; and help identify and support 
the arrival of follow-on state and federal military response 
assets. They are joint units and, as such, can consist of both 
Army National Guard and Air National Guard personnel. 

The mission of the WMD-CSTs is to support local and state 
authorities at domestic CBRN incident sites by identifying 
agents and substances, assessing current and projected 
consequences, advising on response measures, and assisting 
with requests for additional military support. 

The WMD civil support teams are able to deploy rapidly, assist 
local first-responders in determining the nature of an attack, 
provide medical and technical advice, and pave the way for 
the identification and arrival of follow-on state and federal 
military response assets. They provide initial advice on what 
the agent may be, assist first responders in that detection 
assessment process, and are the first military responders on 

the ground, so that if additional federal resources are called 
into the situation, they can serve as an advance party that can 
liaise with the Joint Task Force Civil Support. 

The units provide critical protection to the force, from the pre-
deployment phase of an operation at home station through 
redeployment. They ensure that strategic national interests are 
protected against any enemy; foreign or domestic, attempting 
to employ chemical, biological, or radiological weapons - 
regardless the level of WMD/NBC threat. They are a key 
element of the Department of Defense and United States 
Northern Command’s overall program to provide support to 
civil authorities in the event of an incident involving weapons 
of mass destruction in the United States.

Q: Discuss some of DoD’s current systemic and 
other shortfalls in providing defense support for civil 
authorities.

A: The primary mission of the DoD and its components is 
national defense. In some instances, national defense assets 
may be available to support civil authorities for routine and 
catastrophic incidents. Defense Support of Civil Authorities 
(DSCA) refers to support provided by U.S. military forces 
(federal military, Reserve, and National Guard), DoD civilians, 
DoD contract personnel, DoD agency and DoD component 

Commander’s Corner
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assets.

 DoD normally provides DSCA in response to requests for 
assistance (RFA) from other federal departments or agencies, 
or in some cases, local, tribal or state governments. Support 
provided in response to such RFAs may help civil authorities 
prepare for, prevent, protect against, respond to, and recover 
from domestic incidents including terrorist attacks, and major 
disasters. Such assistance may also be used to support 
domestic special events of national importance, such as 
the national political conventions. DoD assets are usually 
requested if local, tribal, state, and other federal assets are not 
available. However, DoD resources are not typically required to 
mitigate every domestic incident.

Defense resources are committed after approval by the 
secretary of defense or at the direction of the president. Many 
types of DoD support can be provided by individual DoD 
components under separate established authorities. When 
deciding to commit DoD resources, consideration is given to 
military readiness, cost, lethality, risk, appropriateness, and 
whether the response is in accordance with applicable laws 
and regulations. Continuous coordination with federal, state, 
tribal, and local authorities before, during, and after an event 
is essential for efficient and effective DSCA.

With the exception of immediate response to authorities and 
support provided under mutual aid agreement, DoD does 
not provide first responder support to civil authorities, and 
civilian responders must understand that DoD resources 
may not be immediately available due to the Department’s 
primary mission and should be prepared to conduct the initial 
response with limited DoD assistance. In order to mitigate this, 
the standing CJSC DSCA EXORD dated September 10, 2010, 
designates categories of forces assigned and allocated to the 
Commander, USNORTHCOM, to provide a more rapid and 
flexible DoD response to federal primary agencies. DoD is a full 
partner in the federal response to domestic incidents and the 
DoD response is fully coordinated through the mechanisms 
outlined in the National Response Framework.    

Q: As a follow-up, tell us about any ongoing efforts, in 
particular involving the CSTs, to improve DoD’s support 
of civil authorities?

A: The mission of  the WMD-CSTs is to support local and 
state authorities at domestic CBRN incident sites by 
identifying agents and substances, assessing current and 
projected consequences, advising on response measures, 
and assisting with requests for additional military support. The 
scale of a domestic CBRN incident may require the activation 
of emergency management assistance compacts between 
member states to provide mutual assistance and require CSTs 
to operate with other CSTs and first responders. In order to 
improve the readiness of the CSTs to do this, U.S. Army North 
has developed and implemented an annual CST joint exercise 
program. Under this program, CSTs and first responders 
from multiple states train together to facilitate a synchronized 

response to a large scale domestic CBRN incident in any area 
of operations. 

Training is a critical piece. We have the National Guard. They’ve 
stepped up to the mission – about a 6 to 12 hour response 
mission. This is where I find this is a great marriage between 
the Reserve and Active components. When you talk about 
getting somewhere between 6 to 12 hours – what  the CSTs 
are supposed to do – you can’t do that in most cases [with the 
Active force]. You are going to have to rely on your local units 
– Guard units. So we have to ensure they have the right and 
proper training and equipment. And that whole training piece 
is really U.S. Army North’s responsibility – ensuring that we 
have the right training programs and the right standardization 
and evaluation programs in place. We are moving very quickly 
under LTG [Guy] Swan in that direction.                

Q: The Defense Coordinating Officers (DCO) also help 
the department interface with civil authorities, correct? 

A: Yes.  They are married up with the 10 FEMA regions. We  
have a DoD post-command colonel, a sharp guy or gal, in the 
job working with the FEMA region which in many cases will be 
the primary supported agency. They will be right on the scene 
also.   

Q: Looking downrange, what does the future hold for 
the CSTs’ role in NORTHCOM’s missions? 

A: As a result of the Quadrennial Defense Review process, 
the secretary of defense directed DoD to restructure CBRN 
response forces to transfer capability to the state National 
Guards, include greater lifesaving capability, and increase 
responsiveness. The operational concept for this revised 
construct, CBRN Response Enterprise, was developed and 
approved by the Commander, USNORTHCOM on March 29, 
2010. Under the CBRN Response Enterprise construct, the 
CSTs remain an integral part of USNORTHCOM’s ability to 
provide support of civil authorities and are critical DoD link 
between state and local responders.  
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Whether you are an armor company in the attack, an 
infantry platoon on patrol, or a CST survey team making 
initial entry into an unknown site, it is vitally important to 
perform a thorough reconnaissance. Going into harm’s 
way and gathering the necessary information that aids the 
commander in his/her decision making and mission planning 
process is paramount to the success of the overall mission.  
In 1777, George Washington said, “The necessity of 
procuring good intelligence is apparent & need not be further 
urged…”  Within a Civil Support Team, the survey section is 
tasked with performing this reconnaissance and intelligence 
gathering through their site characterization. Let us examine 
this process and factors that affect how it is accomplished.

At its most basic level, site characterization is nothing 
more than a reconnaissance. Besides the need for some 
mission specific personal protective equipment (PPE) 
required for CST survey operations, site characterization is 
no different than the reconnaissance examples mentioned in 
the opening paragraph. This fact should not be overlooked; 
a recon provides information to assist leaders in making 
informed decisions. In a CST response, this information 
is gained through survey donning appropriate PPE and 
making entry into the hot zone. Until survey has gathered 
this information, many of the circumstances surrounding the 
incident site remain unknown and one lacks the necessary 
intelligence to deal with it appropriately. 

Within a Civil Support Team, the survey section is tasked with performing
reconnaissance and intelligence gathering through their site characterization.

By Sean Hagerty, CST Correspondent 

Survey Tactics
Characterization
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Procedures for survey oPerations

The Army has developed troop leading procedures that 
are taught and practiced at all leadership development 
courses. For some reason, many of these troop leading 
procedures are rarely used within the CST community. 
These troop leading procedures were developed to aid 
leaders in the communication of mission plans. There is not 
a valid reason these should not be used for CST operations; 
however, many individuals continue to resist using them at 
every opportunity.  The trick is to frequently utilize established 
troop leading procedures until they become second nature. 
Once you have developed that level of familiarity with them, 
they are a useful tool in mission planning and in-turn, lead 
to the execution of effective and efficient entries by survey 
personnel.

 
To reiterate, survey characterization entry is nothing 

more than an area reconnaissance mission with some 
special personal protective requirements. Using familiar 
terms and control measures ensures proper command 
and control of survey operations. Clear concise statements 
during the presentation of an operations order lead to a 
better understanding by entry team members. Brief backs 
and terrain maps work under battlefield conditions. Why 
shouldn’t they work for CST entry operations?  All of these 
are basics of troop leading procedures and mission planning.

fundamentals of reconnaissance

Reconnaissance is reconnaissance, no matter how it 
is performed or who performs it. The CST survey section 
performs their role much like an infantry battalion scout 
platoon. Guidance is given from the commander and 
interpreted into a reconnaissance mission operations order.  
The Op Order is then issued to subordinates and executed. 
They prepare and execute based on the operations order 
given.

It really is as simple as that. As a CST community, we 
all too often make it too hard on ourselves. It is very easy 
to get into the mentality of wanting to know everything 
about everything before we begin our initial entry and the 
characterization. This mindset tends to lead to delays 
and slows down the process of information gathering.  In 
many circles this is referred to as to paralysis by analysis. 
A colleague of mine refers to this as “Recon from the rear.”  
Survey should have a process in place to get personnel into 
the hot zone as rapidly as safely possible to perform their 
reconnaissance. CST leadership should not stand in the way 
through over analysis. Find ways to be faster, more efficient. 
Stop finding ways to be slower, less purposeful.

Let us review the fundamentals of reconnaissance as 
stated in FM17-98 (Scout Platoon) and consider how these 
fundamentals relate to a survey team characterization 
mission.

The fundamentals of reconnaissance are: maintain tempo 
and focus; orient on the reconnaissance objective; report 
all information rapidly and accurately; retain freedom to 
maneuver; gain and maintain enemy contact, and develop 
the situation rapidly. Let’s examine them individually.

maintain temPo and focus

Leadership must not allow interference with the mission 
objective. It is easy for a CST member from another section 
to walk into the survey dress out/equipment preparation 
area and start asking questions or having discussions. Do 
not allow this loss of focus. Anything that hinders the team’s 
clear thinking as it relates to THEIR mission objectives is 
going to have a negative impact on mission preparation and 
success. Hand in hand with this thought is the survey team 
leader’s (STL) presentation of the operations order. This has 
to be given in a clear concise format that is understandable 
by all. Too often we see leaders giving briefings in an 
environment where there are generators and vehicles running 
in the immediate vicinity. When half the members attending 
cannot hear what is being said, there is a significantly greater 
chance of team members losing focus and a smaller chance 
of mission success.

orient on the reconnaissance objective

The commander’s critical information requirements (CCIR) 
should be your mission objectives. During the planning 
process a STL should use these CCIR as the primary focus 
for his/her mission planning. If you do not have the CCIR 
firmly engrained in your mind when performing mission 
planning: STOP. Then rethink the plan and ensure you are 
planning a mission that will collect the needed information.

raPid and accurate rePorts

There is a fine line between reporting too much and not 
reporting enough. In a characterization, determining major 
sites within a target location is usually all that is required. 
Report this information in a clear manner. A brief report of an 
important fact within the hot zone can easily be backed up 
by photographs taken and examined after the completion of 
the entry. Spend some time and examine these photos, but 
do not do it from a hand held communications device (read 
this to say Blackberry). The resolution of hand held devices 
or a camera’s LCD, is not sufficient to really understand what 
is in the picture. Just as important, do not conduct briefs 
from camera LCDs nor from the screen of a laptop. When 
possible, attempt to project these items.

Too often we will see slang terms and phrases used 
that lead to misunderstanding.  There is a specific military 
communications protocol for radio communications, USE 
IT.  It works. This protocol has been tested and proven 
on battlefields since the radio has been used for military 
operations. Do not misunderstand this to mean prowords 
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are bad. They are a specific part of military communications 
and should be used. Unless terms are in your SOP/SOG they 
are slang and should not be used.

retain freedom to maneuver

A survey team may only have a finite amount of time 
to accomplish their mission based on the use of PPE.  A 
characterization team must perform their job rapidly and 
without error. A team that gets bogged down emplacing a 
remote sensor device downwind of the target location is not 
accomplishing their reconnaissance. Simple tasks must be 
practiced over and over until they become second nature. It 
is very easy to say “we can do that.”  The trick is in actually 
being able to do it. When it comes to any task you say you 
can perform, I am from Missouri: “Show me!”  

 
Another problem encountered by characterization 

teams is the “Easter Egg Hunt” mentality. At a suspected 
clandestine lab site, you do not need to look in every drawer 
in a chest of drawers to have a general understanding of 
what is happening. Thumbing through a stack of documents 
and trying to read them through layers of protective mask 
lenses and fogged up face shields is not the way to 
conduct a characterization. All too often it even borders 
on law enforcement mission creep. Determining if a site is 
safe to occupy and initial screening of the CBRN threats 
present should be the primary focus of a recon. Looking 
under cushions on a couch, monitoring a loaf of bread on a 
counter, or even collecting a sample is not how to conduct 
a characterization. If you find yourself doing any of these on 
an initial entry, STOP. Ensure you have a complete picture of 
the entire site before attempting tasks that are outside the 
scope of your reconnaissance mission. 

Gain and maintain enemy contact

While there should not be enemy combatants present 
during a survey entry, the basic premise  remains of gathering 
information continuously. Using available remote sensors, 
establishes a means of ensuring you know if conditions 
change. Sensors should be emplaced during an initial entry 
that will give near instantaneous warning and they should be 
monitored continuously. Do not have entry team personnel 
sweat and work to establish this early warning, and then 
allow their efforts to go unused.  

develoP the situation raPidly

Once you have found an item of interest during an entry, 
determine if it is important to fulfilling your CCIR requirements.  
If so do a quick exploration of this item. FM 17-98 says “Time 
is a scout’s most precious resource; he cannot waste it if he 
is too achieve mission success.” The trick is deciding what 
is important enough to spend downrange time on. Leaders 
have got to learn to allow subordinates to freely think 
through problems encountered while they are on a mission. 
Too much guidance causes confusion and ultimately leads 
to an incomplete characterization.

The fundamentals of reconnaissance are as applicable 
to survey team operations as they are to any other 
reconnaissance mission. Learn to live by them.

leadershiP should suPPort not hinder

Lastly, let’s discuss the role of the command group and 
operations in performance of a characterization mission. 

All too often, the CST survey section is ready to perform 
a reconnaissance mission while the CST leadership is still 
trying to perform “recon from the rear.”  Too often we see 
teams over analyze information trying to develop the last bit 
of intel from it. Adapt a mindset of “Ready, Fire, Aim.”  Get 
the folks downrange, performing the characterization where 
they are gaining needed information. “Eyes on target” is the 
way to get answers.  

During one exercise I facilitated, I recall a particular CST 
that arrived onsite with a mission plan in hand. At the initial IC 
linkup, they asked clear questions, completed their mission 
plan and asked the IC for approval of their entry plan at the 
initial IC brief!!  They were making entry within 20 minutes 
of arriving onsite. They had found ways to streamline every 
process required to support getting personnel down range 
and getting eyes on target. 

Every team should find ways to move faster, getting the 
reconnaissance moving. At your next exercise determine if 
the characterization entry team is sitting waiting on the word 
to commence their reconnaissance. If they are the CST 
leadership is moving too slow!!  Associated with this thought 
process is rapid mission turn around for follow on or work 
entries. Once you have a clear idea of what is going on in a 
hot zone, act on this intelligence. Do not wait to over analyze 
the gained intelligence.  

the last Word

Examine your characterization planning and execution 
process. For most small scale single building events, if you 
do not have a clear picture of what is going on inside within 
four hours of your arrival onsite, you are moving too slow. 
The way to move faster is to just move faster!! 

Through the use of troop leading procedures, battle drills 
and the fundamentals of reconnaissance, a Survey team 
should have the ability to quickly and effectively execute an 
entry at an unknown CBRN event without sacrificing safety. 
Do not let planning stand in the way of intelligence collection, 
get a reconnaissance team downrange and find out what is 
happening.

Editor’s note: Sean Hagerty is a WMD Coordinator in the 
industry.

contact@tacticaldefensemedia.com
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Industry provides DoD CBRNE responders with more capable 
personal protection equipment to help counter an increasing 
array of hazardous materials and other threats.

By Marty Kauchak, CST & CBRNE Source Book Editor

the oPeratinG environment

The DoD first responder supports an increasing array of 
complex mission sets. In addition to helping defeat battlefield 
threats of weapons of mass destruction, CBRNE operators must 
also help counter IEDs and respond to domestic missions to 
manage toxic industrial chemical and material incidents, and other 
hazardous material. 

As the CBRNE mission becomes more complex, DoD first 
responders can take some comfort knowing that their personal 
protective equipment is also evolving. New product offerings 
provide increased levels of protection and allow the wearer to 
complete his or her mission more effectively.

breathinG aPParatus develoPments 

One area of innovation that caught our attention 
was the effort by two companies to enhance their 
self-contained breathing apparatus (SCBA) offerings. 
These developments are providing CST and their military 
and civilian first responder counterparts with enhanced 
flexibility and safety during missions.

Avon Protection Systems’ evolving product portfolio 
includes the Joint Service General Purpose Mask (M50/
M51) and the M53/FM53 mask. 

Wayne Scheurer, strategic programs manager at Avon 
Protection and SGM (ret.), Special Operations, U.S. Army, noted the 

53 series masks allow the CBRNE specialist and responder to have 
“one mask, for all missions,” due to its ability to convert from positive 
to negative pressure without exposing the wearer to the operational 
environment. This allows “the wearer to approach their target in air 
purifying respirator (APR) or powered air purifying respirator (PAPR) 
mode, and then switch to SCBA mode prior to making entry into 
an unknown environment. Once inside the target, they can then 
determine whether it is safe to downgrade their level of protection 
to APR or PAPR mode, thus preserving the air in their SCBA, or 
they are able to stay in SCBA mode. This transition is seamless 
and allows the maximum amount of operational flexibility and 
time management on the target,” Scheurer said, and continued, 
“For these users, this is a tremendous advantage, as it allows the 
ability to remain on target for much longer periods of time, as well 
as provides for the ability to use hybrid or combination breathing 
apparatus, such as Avon Protection’s ST53, which is a SCBA that 
combines the use of a PAPR.”

focus on “e”

The threat of IEDs being used in domestic scenarios 
is of increased concern to military planners. At the same 
time, industry is offering military responders and their 
civilian first responder counterparts with enhanced levels 
of protective equipment. 

One offering that caught our attention at the 2010 
AUSA was Allen Vanguard’s Med-Eng™ EOD Tactical. 
The equipment is a highly versatile lightweight suit 
that protects military and tactical law enforcement 

personnel operating in non-permissive environments against the 

Contributing to 
mission readiness

ST53 
Source: Avon Protection FM53 

Source: Avon Protection
Vanguard’s Med-Eng EOD Tactical

Wayne Scheurer
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threats posed by IEDs and other explosive hazards. John Carson, 
marketing manager, Survivability Systems at Allen Vanguard, said 
the EOD Tactical provides a unique combination of exceptional 
mobility and scalable protection against blast and fragmentation. 
“Its’ modular protective components can be quickly added or 
removed by the user at any point during the mission to form an 
integrated system that meets specific operational and protective 
requirements. This makes it ideal for use in dismounted IED, route 
clearance, explosives search, tactical operations, demining and 
many other tasks,” he said. 

What makes the EOD Tactical unique is that it does not 
replace a full scale bomb disposal suit, but rather presents a highly 
desirable alternative and relieves technicians from having to make 
an “all or nothing” choice between a bomb suit or a bullet resistant 
vest. Carson continued, “Each protective item is ergonomically 
designed to allow for a full range of motion and greatly reduce the 
strain experienced by EOD personnel.  The EOD Tactical is worn 
over common military vests and is offered in 9 SuitUp™ sizes 
to give users an optimized fit.  For continuous facial protection, 
Allen Vanguard’s CPE-450 Visor Band System can be affixed to a 
military-style helmet to provide a very practical solution to mitigate 
facial injuries. The EOD Tactical has been successfully introduced 
to leading agencies in North America, Europe and elsewhere with 
outstanding results among the user community.”  

other recent develoPments

DuPont Protection Technologies commercialized its Tychem 
ThermoPro product in April 2010 and is selling the single-layer suit 
to a number of federal and other agencies.

“We deemed this a triple threat garment,” Katherine Madden, 
marketing communications specialist at DuPont, told the Source 
Book. As the garment meets the requirements of NFPA 1992 and 
2112, it provides chemical protection and permits flash-fire escape. 
“In addition, we’ve added NFPA 70E category 2.”  

The Tychem ThermoPro has been tested against 177 chemicals 
of which 134 chemicals have exhibited no observed breakthrough 
after 480 minutes, read a company brochure.

In August 2010, DuPont bolstered its Tychem BR611 and 
LV611 garments to include requirements of both NFPA 1994 and 
1992. “That’s a unique garment in the sense that it is a Level B 
encapsulated garment without the encapsulation. It has a unique 
design – it’s a rear-entry garment for ease of donning and doffing, 
coverall like, except it has a face piece that snuggly fits to the 
respirator for use. It has a very high chemical protection [rating] 
including the warfare agents.”

When the Source Book spoke with members of the DuPont 
team this past November, the company was preparing to announce 
another initiative. “We’ll be taking our Tychem CPF 3 fabric and use 
it for several new garment designs. We’ve certified that to NFPA 
1992 requirements. What’s noteworthy is that we’ve certified it with 
and without gloves. The glove that we’ve certified them with is a 
thinner glove than typically you see in the market. It really improves 
dexterity,” Madden added.                     

For its part, Avon Protection has been working with the DoD 
and industry partners to create complete protective ensembles 
that integrate an air purifying respirator or self-contained breathing 
apparatus with a chemical protective suit, communications 
equipment, and other equipment like helmets, optical devices, etc. 
The first of these developments include new suit interfaces for NFPA 
1994 Class II and Class III garments. Scheurer pointed out that 
these suit seals allow chemical protective suits from Lion Apparel, 
Blauer Manufacturing and others to integrate with the C50/M50/
M53/ and FM53 masks from Avon Protection. “They also provide 
the user with more options for their personal protective equipment 
ensembles,” he added. 

Avon Protection is also developing new PAPR technologies 
to replace or augment the existing/current systems that are in 
use. These new units provide a modular approach to operational 
requirements and will allow the user to tailor his or her device to meet 
the needs of the task presented to them. Scheurer emphasized that 
these devices are lightweight, compact and efficient. 

Military Perspective

Thomas W. Hicks 
Deputy Assistant Secretary of the Navy (Energy)

Industry Symposium:
We invited representative companies from throughout 

industry to respond to this statement:

Tell us about your company’s efforts to develop products and 

systems to optimize renewable energy sources for the U.S. DoD’s 

use.

Features:
Energy Saving Trends in Shelter Systems
Ground Generator Developments
REPPS: Renewable Energy Takes Charge on the Battlefield
Other State of the Art Battery Developments

Command Spotlight:
Brigadier General Robert F. Hedelund, Commanding General, 

USMC Warfighting Laboratory, writes about the Quantico 

Experimental Forward Operating Base’s efforts to help reduce the 

Corps’ deployed units’ demand for energy, especially fossil fuels.

Premiering February 2011

To reserve your ad space now contact 
elliec@tacticaldefensemedia.com 

or 301.974.9792

contact@tacticaldefensemedia.com
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TechUpdate

Software Boost for 
HAZMAT Portable Detector

Smiths Detection announced during the fall AUSA that 
it is integrating advanced decision-making software into its 
handheld unknown substance identifier, the HazMatID Ranger. 
The software, Alluviam’s HazMasterG3, is designed to provide 
mission-critical guidance on how to handle unknown threats.

Dana Knox-Gower, director of Communications and Public 
Relations at Smiths Detection, told the Source Book that the 
enhancement allows on-scene responders to get more tactical 
information. “In the event they detect a threat, they need to know 
what to do next. This software gives them that information. They 
don’t have to come out and decon, go to their command base, 
etc. They can do it right there. This gives them more information.”   

For more info: Dana Knox Gower: 
dana.gower@smithsdetection.com 

New RAZOR Simulant Training 
Kit Launched for BioDetection 

Training

Idaho Technology, Inc. launched the new RAZOR 
Simulant Training Kit (SIM 10) that provides functional 
training for RAZOR EX and RAZOR operators. The 
new SIM 10 Kit is formatted exactly like The 10 Target 
Screen Kit (The 10) and contains assays for yeast 
and Bacillus globigii (Bg) which are frequently used as 
powder or anthrax simulants in training exercises. The 
SIM 10 is available immediately for sale and allows 
trainees to practice sample collection and preparation, 
pouch loading, and operating the RAZOR EX or RAZOR 
BioDetection instrument including data analysis.

For more info: Lou Banks: lou_banks@idahotech.com

ICx Introduces identiFINDER2
The identiFINDER2 is an enhancement of the original 

identiFINDER series of handheld instruments for the 
detection and identification of radionuclides. There are 
10,000 (plus) identiFINDERs currently deployed worldwide. 

The identiFINDER1 has been fielded for six years 
and, as such, has somewhat dated technology. The 
philosophy for the “2” model upgrade 
was to seamlessly dovetail the new 
technology into the widely-used product 
base, Kevin Buxton, Director of Sales at 
ICx, told the Source Book.

As such, the monochrome LCD 
display has been replaced with a TFT 
LCD, 64k color, 320 by 240 pixel display 
that is readable in virtually all light 
conditions. 

“There are communications between 
the two models and they are significant,” 

pointed out Buxton.
 
Wired communication uses a micro USB connector, 

USB 2.0, and wireless communication is via a Class 
2.0 Bluetooth interface, with a 33 ft (10m) range. Both 
communication methods support the reach-back capability 
provided with the identiFINDER2. A Web interface is 

provided via USB emulated TCPIP 
(LAN) for monitoring and configuring the 
identiFINDER2. A twelve channel, Sirf 
III GPS is included for incident location. 
Data storage has been enlarged to 1 
GB to save more spectra and event 
information.

Features of the original identiFINDER 
that are unchanged are the size, shape 
and weight; the three button (fourth 
for power) operation; the scintillation, 
neutron and GM detector types, sizes 
and sensitivities; the screens and 
menus, when operated in the original 

identiFINDER mode; the types of alarms; the radionuclide 
identification accuracy; and the reliability, support and 
service.

The identiFINDER2 was formally unveiled in early 
November 2010. ICx had more than 100 orders for the 
identiFINDER 2 when we spoke with the company as the 
product was introduced.  

For more info: Melissa Woods: Melissa.woods@icxt.com
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TechUpdate

JSTDS-SS Replacing the M-17 

New Mobile Rapid-Response 
Lab Introduced 

Germfree’s new class 
of mobile rapid-response 
laboratories provide 
on-site surveillance, 
detection and forensic 
capabilities to accurately 
identify any suspicious 
material, such as 
biological, chemical 
or radiological agents. 

“These labs are a significant advancement in on-site threat 
assessment,” said Keith Landy, Germfree’s president, 
in a statement provided to the Source Book. “We have 
produced the first commercially manufactured, mobile 
high-containment forensic laboratories.”

Germfree’s mobile units provide the critical resources 
for on-site surveillance, command and control of a high-
profile event or incident – capabilities previously available 
only at major fixed-site facilities. This technology closes the 
gap between the first responder, investigator and incident 
commander.

For more info: Craig Landy:  clandy@germfree.com

New Polaris Ultra-Light Utility 
Vehicles for the Army National 

Guard

The National Guard Bureau selected for a contract 
award to Polaris to provide Ultra-Light Utility Vehicles to the 
Army National Guard. 

The 5-year contract includes the Polaris RANGER CREW 
800 and Polaris RANGER 6x6 800 Side-by-Side vehicles, as 
well as accessories and training. The competitively awarded 
contract has a ceiling value of $67.0 million dollars over the 
contract period.

State National Guard offices apportion the vehicles and 
other material to individual units.

For more info: Justin Burke: 
Justin.burke@polarisind.com

DRS received an order from Natick 
Contracting Division, Natick, Mass. to 
provide Joint Service Transportable 
Decontamination Systems, Small Scale 
(JSTDS-SS).

The JSTDS-SS is used to 
support operational and thorough 
decontamination of non-sensitive 
military materiel and various facilities 
that have been exposed to chemical, 
biological, radiological, and nuclear 
(CBRN) warfare agents/contamination 
or toxic industrial materials.

It is a replacement for the M17 
Lightweight Decontamination System 
and is transportable by platforms 

capable of being operated in close 
proximity to combat operations off-road, 
virtually over any terrain.

The order is part of a current five-
year IDIQ contract with the Chemical 
& Biological Defense Joint Program 
Executive Office.

The JSTDS-SS is a system consists 
of an applicator and accessories, uses 
water from any source, and is easily 
operated by one person. It is more 
robust, easier to use, and more reliable 
than the M17.

For more info: Brian Gallagher: galla-
gher@drs.com 
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CST & CBRNE Source Book invited industry members to: 

Tell us how your unmanned vehicle aids in the defeat 
of explosive devices. 

By Marty Kauchak, CST & CBRNE Source Book Editor

Industry
Forum
Remotec iRobot QinetiQ Allen Vanguard
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Robert L. Moses 
(Captain, U.S. Navy, Ret.)
President, Government and 
Industrial Robots Division
iRobot

When the situation is dark, dirty and 
unknown – we at iRobot think that is 
a great place for a robot. The benefits 
of unmanned ground vehicles 
(UGVs) on the battlefield are well 
documented.  iRobot expands those 

benefits to more than just our bomb disposal warfighters.  By 
developing a UGV with greater flexibility, our customers have 
the ability to integrate a variety of new, sensors, payloads 
and, accessories. A single PackBot 510 platform can mount 
chemical and radiological sensors, explosives detectors, 
thermal cameras, three different manipulators, and other 
payloads, all while supporting assistive autonomous 
behaviors (powered by Aware ®2) and providing increased 
processing power. This ability to mount an array of sensors, 
payloads and accessories makes a single 510 PackBot 
capable of supporting myriad of operational missions: EOD, 
route clearance, engineer, surveillance and reconnaissance, 
search and rescue, security operations, and hazardous 
material detection.  iRobot’s Aware ®2 software ensures that 
newly developed sensors and payloads that support existing 
and emerging robot missions can be easily integrated into 
the existing  suite 510 PackBot capabilities. 

The Army has and will continue to operate in changing 
operational environments and find new roles and areas 
of application for 510 PackBot and providing them with 
a modular, plug and play payload allows the 510 to be 
configured to the warfighter’s specific mission.

Robert Quinn 
Vice President, TALON Operations 
QinetiQ North America’s 
Technology Solutions Group

Over the past few years, the US 
military and coalition partners have 
purchased nearly 4,000 QinetiQ 
robots to save lives through counter-
IED operations, primarily in Iraq 
and Afghanistan. The most widely 
deployed model is the TALON® 

robot, followed by Dragon Runner™. 

The reliability, ease of use and rapid repair functionality of 
QinetiQ robotics enable them to sustain and recover from 
blast damage better and faster than their competitors. They 
are work horses, not show horses, whose performance has 
given soldiers, sailors, airmen and marines the confidence of 
knowing that QinetiQ robots will find and destroy IEDs each 
and every time.  

IEDs are often difficult to detect and many must be dug out of 
the ground before they can be defeated. TALON has proven 
its toughness by consistently recovering forensic evidence 
linking IEDs to bomb makers, delivering explosive sensors 

and counter charges and by its best in class operating and 
repair times. TALON far outpaces its competition with repair 
time of less than an hour and over 385 operating hours 
between maintenance checks. 

Compared to TALON, Dragon Runner is a quarter of 
its size and weight, but it too has proven itself with a 98 
percent readiness level in the remote terrain of Afghanistan. 
Dismounted military operations are more prevalent in 
Afghanistan, where the backpack-ready Dragon Runner can 
transport explosive ordnance disposal (EOD) tools well over 
500 meters down range to detect and defeat IEDs. 

Regardless of environment, QinetiQ robots are the proven 
solution to defeat IEDs. Additional options are available for 
TALON depending on the threat. For example, TALON can 
be fitted with a chemical, biological, radiological and nuclear 
explosive (CBRNE) package of hand-held sensors to keep 
teams at a safe distance from threats.  New automatic 
navigation, collision avoidance and mapping capabilities 
allow TALON to map the interior of a structure for CBRNE 
hazards before soldiers enter the area.  TALON can then 
follow the team into the building to serve as an over-watch, 
a communication relay and a mule. TALON’s powerful tracks 
can even drag people out of harm’s way. More information on 
how QinetiQ robots save lives is available at www.qinetiq-na.
com.  

TALON® and Dragon Runner™ are trademarks of QinetiQ 
North America, Inc. All rights reserved.

Mike Knopp
President
Remotec Inc.

Northrop Grumman Corporation 
subsidiary Remotec Inc. was 
awarded the U.S. military’s first 
program of record for unmanned 
ground vehicles, the Remote 
Controlled Transporter, in 1988. 
With more than 20 years experience 
developing and fielding UGV’s to 

counter the IED threat, Remotec has learned many valuable 
lessons that help the company remain a leader in this field 
today. 

Mike Knopp, president of Remotec, said the lessons learned 
are focused in three key areas:

1. There is no one right size for an EOD UGV. Rather than 
forcing users to make do with a particular size vehicle, 
Remotec adopted the philosophy to provide a range 
of platforms sizes for optimum flexibility. Of the Andros 
family’s four different size vehicles – the 270-pound HD; 
the 500-pound F6, the most widely fielded Andros; and the 
RONS and Wolverine at over 800 pounds – every size vehicle 
is in service with the U.S. military. As the threat evolves in 
both complexity and size (such as VBIED’s) new accessories 
are needed to counter these threats, adding weight and 
power requirements. Vehicles must have the ability to take 
on these additional capabilities to remain effective.

Robert L. Moses

Robert Quinn

Mike Knopp
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2. Vehicle mobility technology is sufficient to meet mission 
requirements. Remotec is focusing on technology to ease 
operator workload, increase manipulator dexterity and 
improve tele-presence. These are the areas where technology 
is mature enough to provide major improvements for the user.

3. Partnering must be a key strategy to bring new capabilities 
to the market. With technology advancing rapidly and the 
complexity of UGV’s increasing, it is difficult for one company 
to fund and develop all the capabilities required to defeat the 
evolving IED threat. Remotec has successfully partnered with 
companies specializing in key technologies, an approach 
that ultimately benefits the user by getting new capabilities 
to the field faster.  It also offers a channel to the market for 
small companies and leverages the investment made by the 
U.S. government in these companies.

The next several years will see the introduction of exciting 
new capabilities to counter the IED threat. Remotec will 
continue to build on its more than 20 years of success and 
remains committed to keeping “Danger at a Distance”. 

Jim Daniels
Product Line Manager, 
Remotely Operated Vehicles
Allen Vanguard

The Digital Vanguard is the smaller 
of Allen Vanguard’s two remotely 
operated vehicles (ROV) and provides 
law enforcement and military 
agencies with an outstanding set 
of remote response capabilities for 
performing bomb disposal, Counter-

IED and other hazardous threat mitigation operations.

For years, leading civil and military agencies worldwide have 
trusted the Digital Vanguard as an integral part of their EOD/
IEDD training, tactics and procedures and to abide by the 
principle of ‘remote action wherever possible’.

This industry-leading ROV provides operators with the ability to 
remotely assess a target by using its four cameras, deploying 
X-ray systems and utilizing an array of sensors to detect the 
presence of a CBRN threat. The Digital Vanguard can then 
deploy a disruptor to dispose of it safely and effectively.  

In the event of a CBRNE device, it has the unique ability to 
deploy Allen Vanguard’s ROV-Track CBRNE software to help 
mitigate associated risks and plan response measures.  If 
the Digital Vanguard is exposed to a CBRN agent, its rugged 
construction and design allow it to be decontaminated using 
Allen Vanguard’s Surface Decontamination Foam and returned 
to service promptly.

The Digital Vanguard is also ideal for accessing vehicles, public 
transit, trains and aircraft where an improvised explosive 
device could be easily hidden yet pose a significant challenge 
to the response team on site. In particular, the ROV is able 
to access, search and deploy specialized equipment under 
vehicles, aboard city buses and inside the cabins of trains and 
aircraft.   

The Digital Vanguard can also deploy numerous specialized 
items that reduce a technician’s exposure. For example, it can 
deliver a Blast Mitigation Tent overtop of an explosive device 
in an urban setting such as a cultural or government building 
where damage to the surrounding area is unacceptable. Items 
from its Accessory Kit can cut through and grasp objects 
and it is compatible with dozens of essential components 
from the renowned HAL Hook and Line System, which has a 
global user base.  

Users of the Digital Vanguard control the ROV through the 
new 2G Controller, highly regarded for its ease of use, rugged 
design and laptop-sized portability.  

contact@tacticaldefensemedia.com
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The Digital Vanguard is able to reach a plane’s overhead storage in search 
of Improvised Explosive Devices (IED). Source: Allen Vanguard
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tools for Responders to get the job done in a world 

where you might be fi ghting a fi re or there may be 

a secondary incident intended to cause harm. With 

Intelagard Systems, you have the tools you need for 
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BizWatch

More Rigorous Course Offerings

Jesse Taylor Ltd. provides explosives courses to CST and other DoD 
first response units and personnel. 

Taylor told that Source Book that homemade explosives and improvised 
explosive devices continue to be a threat to domestic and military 
response operations. “JTL provides intensive hands-on training and 
special applications technical instruction on identification, detection, and 
safe handling of energetic materials, including  traditional fertilizer-based 
nitrates, peroxide explosives, and Raman/FTIR analysis in addition to new 
curriculum to include: unconventional recipes for explosives like sugar 
substitute nitrates, improvised plastic explosives, fuel oxidizer mixtures, and 
hypergolic explosives.”

For more info: Jesse Taylor: operations@jessetaylorltd.com

GP to Provide CBRNE 
Support to Army

General Physics Corporation 
(GP) announced that its Domestic 
Preparedness Equipment Training 
Assistance Program, received a 
delivery order on its existing contract 
to provide support for the U.S. Army’s 
Tank-Automotive Command Life Cycle 
Management Command Consequence 
Management Tiger Team. GP provides 
Chemical, Biological, Radiological, 
Nuclear and Explosive detection, 
protection and decontamination 
equipment training and technical 
assistance to federal firefighters, and 
medical and law enforcement personnel 
located on U.S. Army military installations 
in the U.S. and foreign countries.

For more info: Jamie Coffey: 
Ph. 443-255-3400

USMC Contract Award
Battelle Memorial Institute was 

awarded a which will assess and report 
on Marine Corps Protection, Mission 
Assurance, Homeland Defense and 
Chemical, Biological, Radiological, and 
Nuclear programs relative to readiness, 
viability, condition, procedures, and 
protocols; analyze assessment results for 
trends and identify corrective actions; and 
develop training and support documents 
to enhance readiness and protection.

For more info: www.battelle.org

Production and Support Contract for JBPDS

General Dynamics Armament and Technical 
Products was awarded a $30 million contract by the 
U.S. Army for production and field support of Joint 
Biological Point Detection Systems (JBPDS).

 
The U.S. Army Research, Development and 

Engineering Command Acquisition Center, Aberdeen 
Proving Ground, Md., awarded the six-year, indefinite 
delivery / indefinite quantity (IDIQ) contract. This 
contract has a potential value of up to $300 million if 
all options are exercised. General Dynamics Armament 
and Technical Products has supported the Army’s 

JBPDS program since 2001, delivering over 700 units 
to date.

The JBPDS is a self-contained instrument suite 
that rapidly detects and identifies biological warfare 
agents. Available in man-portable, shelter-based, ship-
based and trailer-mounted variants, the JBPDS can 
be configured to meet the operational requirements 
of the U.S. Army and Navy. Under the new contract, 
production of the JBPDS units will begin in April 2011. 

For more info: Karl Johnson: kjohnso3@gdatp.com   
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BizWatch

Merger Agreement Completed

Counter-IED Teaming 
Agreement

L-3 Interstate Electronics 
Corporation (L-3 IEC) has entered into 
a strategic teaming agreement with 
Applied Energetics, Inc. to pursue 
DoD contracts involving counter-
IED systems. Under the terms of 
this agreement, Applied Energetics 
will serve as prime contractor with 
IEC positioned as subcontractor. 
The two companies will collaborate 
on several levels, including proposal 
development, strategic marketing, 
systems engineering and support 
services.

L-3 IEC will contribute expertise 
in systems engineering, configuration 
control and field support. Applied 
Energetics will provide expertise in 
high-voltage electronics, systems 
development, systems integration and 
system testing.

For more info: Krista Roos: 
krista.roos@L-3com.com 

Far-Ranging Training Contract

Battelle will also lead a team of contractors that will provide products and 
services to the Army Training and Doctrine Command’s Maneuver Support Center of 
Excellence (MSCoE), located at Fort Leonard Wood, Missouri. The first award was 
made last week to support the execution of the Army War-fighting Challenge Number 
10. Battelle will provide draft running estimates, interim solution strategies and an 
integrated learning plan based on exercise and venue evaluations. 

 
As part of the contract, Battelle’s Fort Leonard Wood Operations will bid on task 

orders to provide support to the MSCoE and to the schools which are part of it, 
including the U.S. Army Chemical, Biological, Radiological and Nuclear School.

For more info: Katy Delaney:delaneyk@battelle.org 

Community Proponents

Jevitts Receives Award for 
Chem/Bio Defense Work

Elizabeth Jevitts, QA/PT manager for the fleet biological 
warfare confirmatory labs in the NMRC Biological Defense 
Research Directorate (BDRD), was recently named one 
of the Chemical and Biological Defense FY2010 Most 
Accomplished and Responsive CBD Community members. 
Jevitts’ outstanding performance positively contributed 
to the goals and mission of the Navy and the nation by 
increasing the readiness of sailors to fight and win in a 
chemical and biological wartime environment.

The award was given to members of the JBAIDs 
Accelerated Installation Team for their dedication, motivation, 
hard work and tireless support of the Navy’s Chemical and 
Biological Defense program. Jevitts and the rest of the lab 
installation team were recognized by the Naval Sea Systems 
Command, the Office of the Chief of Naval Operations, and 
the Command, U.S. Fleet Forces Command.

Cohen Leads Morpho Detection’s 
Board of Directors

Morpho Detection, Inc., part 
of the Morpho group’s security 
business, announced its board 
of directors is headed by the 
Honorable Jay M. Cohen former 
under secretary for science and 
technology for the Department of 
Homeland Security, as chairman. 
Morpho Detection was created 
as a result of Safran group’s 2009 
acquisition of the former GE Homeland Protection business. 

Jay M. Cohen

FLIR Systems, Inc. announced 
that it has successfully completed its 
previously announced acquisition of 
ICx Technologies, Inc.. On August 16, 
2010, FLIR announced it had entered 
into a definitive agreement to acquire 
ICx through a tender offer and subject to 
certain conditions. The acquisition was 
completed via a tender offer by a FLIR 

subsidiary for all of the outstanding shares 
of ICx followed by the merger of that 
purchasing subsidiary with ICx, as a result 
of which ICx became a wholly-owned 
subsidiary of FLIR.

For more info: Melissa Woods: 
Melissa.woods@icxt.com  
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Today’s world climate 
remains volatile. Since the 
attacks on September 11, 
2001, Americans have 
awakened to the on-going 
threat of terrorism. Widely 
dispersed chemical , 
biological, radiological, 
nuclear and cyberspace 
security (CBRN-C) materials, 
technologies and equipment 
often have dual uses. 
Preventing rogue states and 
terrorist organizations (state 
or non-state supported) from 
acquiring these materials is 

a formidable challenge.

The world is experiencing dramatic weather changes. 
Global climate change has caused unusual and devastating 
shifts in weather patterns, which in turn have triggered 
catastrophic events. Our emergency relief teams are 
challenged to respond to these events in a timely manner in 
order to save lives and property.

The development of WMD Civil Support teams and 
CERFP’s to address these challenges were not sufficient. 
To that end, ten Homeland Response Force Teams are 
being developed by the NGB which will act as a force 
multiplier to support the federal government. In addition, the 
federal government (DoD) is establishing a Defense CBRNE 
Response Force (DCRF) and two Command and Control 
CBRNE Response Elements (C2 CREs) to fill the CBRNE 
gaps and seams. This network will make up a CBRNE 
Enterprise construct to strengthen the U.S Government’s 
response to natural catastrophes or to a CBRN-C event.

Inadequate responses to such catastrophes and events 
would disrupt governmental operations. These assets, in 
conjunction with emergency responders’ capabilities, will 
be a formidable force to respond to and help mitigate a 
CBRNE catastrophic event. These assets will work under 
the National Incident Management System policies that seek 
to assure continuity of governmental functions in times of 
natural catastrophes or man-made crises. 

Biological diseases have plagued our planet since early Biblical 
times. These diseases are usually spread by vectors (human or 
non-human). Bacteria, viruses, and toxins are biological agents 
that have caused large numbers of deaths throughout human 
history, usually through natural causes, poor hygiene, or lack of 
waste control and treatment. 

Weaponization of biological agents is increasing, particularly 
among underdeveloped nations. “Today, scientists can engineer 
organisms to exhibit specific traits and resistant characteristics.” 
In April 1979 over 800 residents died in a local Russian 
community near the Soviet Biological Research Facility located in 
Sverdlovsk, Russia, due to an accidental release of Anthrax spore 
aerosol. 1  This highly lethal Anthrax strain was being weaponized 
through technical engineering. More recently, on January 21, 
2009, forty members of al Qaeda in the Islamic Maghreb died in 
Algeria from the plague. The outbreak may have been the result 
of experimentation with developing biological weapons.” 2  

The threat of terrorists’ use of chemical weapons 
became a key concern of the U.S. in the 1990s. “In 1994, a 
Japanese religious cult, Aum Shinrikyo, reportedly released 
nerve agent in a residential area of Mat Sumoto, Japan, 
which killed seven and injured 500. A second attack on 20 
March 1995 spread sarin through a crowded Tokyo subway. 
This act of terrorism killed 12 and caused more than 5,500 
civilians to seek medical attention.” 3 

The threat of terrorists or rogue states acquiring a nuclear 
weapon or weapons- grade material is fairly high. 4  “Between 
1993 and 2006, there were 1,080 confirmed incidents 
of illicit trafficking in nuclear materials. Eighteen of those 
cases involved weapons-grade materials, and another 124 
involved material capable of making a so-called dirty bomb 
that would use conventional explosives to spread nuclear 
material.” 5

In a world community totaling 195-plus states, a 
few have nuclear weapons; 20 or more states have a 
chemical or biological weapons program; and over 65 
operate nuclear reactors. 6 The rapidly expanding science of 
medical radiobiology has required an ever increasing use 
of radiological agents and specific isotopes. Radiological 
material is ubiquitous in medical, engineering, and other 
research activities. 

Homeland Security Vision 
CBRNE Enterprise assets will strengthen national security, increase public safety, contribute 
to economic prosperity, and facilitate the delivery of critical services.

By BG Xavier Stewart, (Ret) (Pa.), Ph.D.

Brigadier General (Ret) (PA.) 
Xavier Stewart
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The impact of global climate change and its potential 
to cause dramatic weather shifts that will likely result in 
catastrophic natural events and disasters. The increasing 
scarcity of fresh water (non-saliniated) due to global climate 
change is making it more difficult for many nations to have 
physical access to water thereby adversely impacting food 
production for a growing global population. Scarcity of food 
and water results in the deaths of millions annually through 
starvation or as a result of malnutrition and causes diseases 
via opportunistic organisms or vectors. The potential for 
these diseases to mutate into a pathogen that can spread 
pandemically is of concern. The impact of global climate 
change, whether from natural weather cycles or due to 
urban sprawl, is a concern. Whatever their provenance, 
the increased frequency and magnitude of hurricanes, 
earthquakes, tornadoes, tsunamis and typhoons seems 
likely. Hurricanes like Katrina, Rita, and Andrew have 
significantly impacted the U. S. economy and infrastructure, 
and taken many human lives. Effective preparation and 
response to natural disasters can be addressed by these 
teams since the likely hood that toxic industrial materials 
will have an adverse impact on the populace in terms of 
morbidity and mortality ratios.

The prevalence of cyberspace operations on computer 
network systems and infrastructure—computer dependent 
networks—makes us potentially vulnerable to deliberate 
computer attacks or exploitation. 

conclusion

Since the 9/11 attacks, substantial resources have been 
devoted to improving disaster preparedness for responses 
to CBRN-C and CNED emergencies. Simultaneous 
catastrophic events in the U.S. could synergistically degrade 
continuity of operations and continuity of government. The 
U.S. must rely on these CBRN Enterprise assets situated in 
different locales since potential adversaries may seize upon 
such an opportunity to strike the U.S. at a most vulnerable 
time. These assets will thus strengthen national security, 
increase public safety, contribute to economic prosperity, 
and facilitate the delivery of critical services to U.S. citizens 
when they need them most. 

editor’s notes:

The views expressed in this paper are those of the 
author and do not reflect the official policy or position of the 
Department of the Army, Department of Defense, or the U.S. 
Government.

Dr. Xavier Stewart, RRT, NR-EMT, F.ACFE, CHS-V, 
D.ACFE is a retired Brigadier General (Pa.).  He is currently 
Homeland Response Force Lead for J72 at the National 
Guard Bureau as a contractor for IIF Data Solutions, Inc and 
a subject matter expert in Homeland Security, WMD and 
CBRNE for the Corporation and NGB developing strategic 
papers, policies and educational developmental courseware.

Dr. Stewart was Special Assistant to the Adjutant 
General, PA, Liaison Officer for the Pennsylvania Emergency 
Management Agency, Director of Intelligence (J2) Joint 
Staff, Commander, Joint Task Force CBRNE for the 
National Security Special Event, G-20 International Forum in 
Pittsburgh, Pennsylvania.  

He was the first Commander, 3rd Weapons of Mass 
Destruction-Civil Support Team, US Army from 1998-2005 
for FEMA Region III.

He is a graduate of Command and General Staff College 
and the Joint Senior Leaders Chemical Corps Course.  He 
is a graduate of the NORTHCOM Dual Status T10/32 Joint 
Forces Command and Defense Support to Civil Authority 
course. He has a Master’s degree in Education with a 
concentration in Health Sciences and is a Fellow of the 
American College of Forensic Examiners with a Doctorate in 
Public Health. He is a resident graduate of the prestigious 
US Army College where he earned a Master’s of Arts degree 
in Strategic Studies on 6 June 2009.
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DoD assets (above), in conjunction with emergency responders’ capabilities, will 
be a formidable force to respond to and help mitigate a CBRNE catastrophic event. 
Photo Credit: Sgt. Joshua Ford, U.S. Army North PAO
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The federal and private sectors have been working for 
four years on a means of detecting homemade explosive 
over a safe distance at a distance; an advanced technological 
package has so far eluded them. 

Key challenges in detection include operating at a 
distance at which effective screening can be conducted, 
and it is safe without reducing the impact of atmospheric 
and environmental interference. It is also difficult to screen 
multiple moving targets, whether persons in a crowd or 
vehicles on a road. Imaging difficulties include developing 
new mathematical methods and algorithms that can sift 
through large volumes of data to enable swift classification 
and identification of new and emerging threat signatures in 
real time. Before we rush off down the new technology route 
we need to first comprehend the real problem. 

current develoPments

Recent tactics in Afghanistan have led military planners 
to adopt a proactive policy in dealing with the IED threat.  
“There has been an operational switch by the Taliban who 
are using IEDs to try to undermine international willingness to 
stay the distance to achieve our long-term objectives,” noted 
vice-chief of the British defense staff General Sir Nicholas 
Houghton, at a briefing in July 2010.

The current tactics of insurgent bomb makers in 
Afghanistan are the product of emulation and shared 
experiences by terrorist organizations around the world. 
Many of these devices and tactics were developed by the 
Provisional Irish Republican Army in the early 1980s and 

disseminated directly among Spanish separatist groups, 
South American guerillas and North African nations, and 
indirectly across the World Wide Web. Similar devices were 
discovered in Iraq in 2003 and lessons learned there are 
being put into practice by the Taliban.

The Afghan bomber faced with a plethora of IED 
countermeasures developed largely for the Iraq campaign 
has reached into his toolbox and gone back to basic 
construction and placement.  

Information about devices can come into the system in 
a number of ways much of it through the work of weapons 
intelligence teams and site sensitive exploitation teams.

IEDs are largely pressure plate, victim-operated and 
can be difficult to detect. To get around metal detection, 
components are utilized in plastic or wood. Many IED mines 
are placed in bulk and lie months before activation. They are 
constructed cheaply and simply using components readily 
available, like bicycle seat springs. More often than not the 
metalwork is avoided using contacts made from fragments 
of the graphite core from a battery. To avoid the offensive 
use of standoff bomb jammers, insurgents adopt command 
wires or a simple switch attached to string.  Almost all of the 
devices encountered during 2009 by Task Force Paladin, 
were simple and hard to locate.

As the previously ready supply of munitions left over 
from the former Soviet Union’s occupation are depleted, 
85 percent of the charges are no longer artillery shells but 
home-made explosive (HME). Using agricultural ingredients 

Before we rush down the road to help detect homemade explosives, 
we need to comprehend the real problem.  

By Kevin Cresswell, CST Correspondent

Human Intelligence
– the Real Stand-Off Detection Technology
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like ammonium nitrate (AN) fertilizer packed into plastic 
containers and buried in culverts beside a dirt road, these 
charges are invisible to metal detectors and often ground 
penetrating radar and will rip apart an armored vehicle. Many 
of the ‘sniff’ type explosive detectors used in theater will not 
detect AN. 

These and other acts of terrorism around the world have 
led to a requirement for an effective remote or standoff 
explosives detection capability to save lives and prevent 
losses of mission-critical resources by increasing the safety 
distance. It is of course preferable that detection takes place 
at a distance from vital assets to reduce the potential for 
death or severe damage, but will this ever be achievable and 
are we spending money wisely?  There are several ‘standoff 
methods’ on the market already or in development. Some of 
these focus on chemical identification to detect explosives 
and precursors. Other standoff methods include imaging, 
which uses image data to screen threats such as suspicious 
packages, wire, fragmentation materials, and other physical 
attributes of IEDs. The Joint IED Defeat Organization 
(JIEDDO), have also been trying to figure out how to detect 
the electrical blasting caps used to detonate IEDs, so they 
can be set off from a distance.

other develoPments include:

•  Recent developments in optoelectronics have enabled 
significant advances in quantum cascade lasers. There 
are actually a number of different stand-off methods where 
system size has been reduced from large laboratory laser 
table size to small rugged field-size units. Optoelectronics 
works by aiming a laser beam at the target material 
causing a tiny amount of it to be vaporized so that 
spectroscopic (optical and mass) analysis techniques 
and unique computer software can analyze the sample in 
seconds. 

•  Other methods use chemical imaging development and 
the ability to visualize molecular structures and chemical 
composition. This scientific analysis has an obvious 
application for explosive detection.

•  Multiple photon-scattered responses are being used as 
a part of a multidimensional signature-based radiation 
scanning (SBRS) approach in an attempt to detect 
chemical explosives at safe, standoff distances. The SBRS 
approach utilizes both neutron and photon interrogation 
to determine if a target contains explosive material. 
These signatures are compared to templates, which are 
collections of the same signatures if the interrogated 
volume contained a significant amount of explosives. 

•  Vehicle borne improvised explosive device detection 
projects are developing technologies to detect large 
quantities of explosives in vehicles at a distance.  They 
identify unique physical and chemical phenomena 
and signatures to enable detection of HME and other 
explosives.

Getting any new equipment onto Afghanistan also presents 
challenges far greater than in Iraq where military supply routes 
from Kuwait fed a constant stream of logistical resupply into 
the country. Army Lt. Gen. Michael L. Oates, director, JIEDDO, 
acknowledges this but does not see it as a limiting factor. 

humint as the Key

Developing new standoff technology, focused training, 
robust tactics and procedures are all well and good but the key 
to any successful strategy is obtaining quality and verifiable raw 
information, processing that into useable intelligence, analyzing 
this against what is already known and disseminating this to 
those that need it in a timely manner. As is often the case in 
Afghanistan this dissemination is slow and often does not reach 
those at grass roots at all until they return from theater and 

Human Intelligence
– the Real Stand-Off Detection Technology
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receive continuation training. The key then in current counter 
insurgency operations is to discover those who finance, create 
and conceal the bombs through HUMINT, the intelligence 
derived from information collected from people and related 
documents. This means attacking the networks that produce 
and plant IEDs as well as developing protection against them. 
This intelligence discipline is the ultimate ‘standoff solution’ and 
we have the capability and assets already in place.

HUMINT is a pure collection discipline and is an essential 
contributor to the all-source picture of the battlefield.  Part of the 
process is the recruitment of sources to provide the information 
on finance and tactics, training and procedures and importantly 
the interrogation of suspects particularly the bomb maker. This 
latter discipline is a skill which should not be left solely to the 
intelligence officer. Rather they should be sat in the ‘I’ room with 
an EOD subject matter expert (SME).

The bomb maker holds a critical position within the terror 
cell structure. It requires a relatively high level of technical 
knowledge and experience, and it involves travel and access 
to funds. Most terrorist networks have few individuals with 
the necessary skills to fill this important role, making their kill 
or preferably their capture very valuable in terms of degrading 
not only the network’s capability, but that of other linked 
organizations as well.

In 2009 in Iraq, 115 bomb makers were put out of action. In 
the first three months of 2010, another 25 bomb makers were 
eliminated Few have been captured and provided information 
though. In August 2010, the International Security Assistance 
Force, killed 160 insurgents and detained 500. Of that number 
at least 53 were Taliban leaders, including bomb makers and 
commanders. This is thought to have directly affected the 
planting of IED’s which dropped by 25 per cent in the past three 
months.

A key HUMINT standoff strategy to stop IED production is 
to locate the industrial materials that serve as precursors as 
they are being transported into country and through vehicle 
checkpoints. These are usually blended, or disguised to 
obscure their identity.

 
One method to stop the trafficking of these precursor materials 

is to use handheld chemical identification instrumentation in the 
field at checkpoints and borders. NATO estimates that as little 
as 5 percent of the nitrate fertilizer entering Afghanistan goes 
to legitimate use. Pakistan, which operates two large fertilizer 
plants, is the biggest provider. 

In January 2010, the Afghan government banned the 
possession of AN. The elimination of AN is the exactly the 
right kind of standoff policy and is being achieved through a 
combination of HUMINT and trace detection. That single act has 
no doubt done more to eliminate death and destruction from 
IEDs than any high tech standoff solution. U.S. soldiers, Afghan 
Border Protection and Customs have all been confiscating any 
ammonium nitrate they find. The use of a simple U.S made trace 
detection kit, the Field Forensics IDEX, has made the task much 

easier. The kit is simply a small detector the size of a lip balm 
with no power supply required. The millions of dollars spent in 
developing technology for stand-off range has been beaten by 
simplicity itself. This needs to now be disseminated more widely 
throughout the military.

Those who are trying to defeat the bombers have three 
advantages, there are only a limited number of explosive 
materials, these have to be mixed and stored and the device 
has to be planted. The biggest advantage we have is that it 
is impossible to make a “clean bomb.” The bomb constructor 
is going to leave some trace of explosives on the surface of 
the skin, clothes, or the object in which the chemicals are 
contained. This can then be exploited and that residue will 
indicate the type of explosive.

HUMINT also employs “forensic standoff” to also reduce 
the problem of IED’s. After each and every success troops 
will analyze data gathered from recovered IED material and 
information from captured insurgents. Military teams collect 
and bag forensic material from the scenes of IED events and 
send it to field laboratories, where DNA and latent fingerprints 
are collected and checked against local databases.  Bombs 
that are recovered intact are dismantled and flown out for 
analysis at facilities such as the JIEDDO organization. More 
crime scene investigation (CSI) analysis needs to be done in 
situ – as what you see on a TV show like CSI Miami which 
should be transferred to theater to create CSI Afghanistan. This 
would speed the intelligence cycle and get critical intelligence 
disseminated to those that require it sooner 

All bomb makers leave a technical signature in their devices. 
It could be the overall construction, the manner of attachment 
of a particular part or the sourcing of material. One Afghan IED 
builder has been linked to at least 90 separate pressure-plate 
triggers made from plywood. Each trigger has five separate 
mechanical characteristics in common.  You can also check 
for DNA, fingerprints, hair samples. The intelligence is shared 
amongst coalition partners although standards of collection and 
analysis vary considerably throughout member countries. 

JIEDDO’s Lt. Gen. Michael L. Oates said his organization 
has funding flexibility to help service members survive and 
defeat IEDs and its focus now is meeting the challenges in 
Afghanistan.

HUMINT and CSI are part of the plan and are a monumental 
challenge that will yield long-term results in a counterinsurgency 
war if decision makers keep it simple and support the capabilities 
already proving successful. Standoff success will be achieved if  
HUMINT operators: can win over a reluctant population; the 
process of their collection, analysis and dissemination is timely; 
CSI teams are as well equipped in Afghanistan as Miami; and 
EOD SMEs are always involved in the interrogation of suspects.

Editor’s note: Kevin Cresswell is an industry security director.

contact@tacticaldefensemedia.com

www.tacticaldefensemedia.com26 | CST & CBRNE January 2011



TruDefender FT and FirstDefender
Complementary and confirmatory tools for 
identification of unknown chemicals in the field.

Every second matters.

When time and safety are critical, military personnel rely on Thermo Scientific

handheld chemical identification instruments to rapidly identify explosives,

narcotics, precursors and other chemical threats directly at the point of need.

With more than 4,500 handheld instruments deployed worldwide, we under-

stand what first responders demand of their equipment—and why every second

matters. That’s why our award-winning FirstDefender® Raman instruments are

already deployed by all branches of the U.S. military for field-based chemical

and explosives identification. TruDefender® FT is an ideal complement to our

Raman instruments, designed to provide laboratory-quality FTIR results in a

rugged, easy-to-use instrument that can literally fit in your pocket. 

For rapid, accurate analysis of potential chemical hazards, turn to Thermo

Scientific handheld instruments, formerly sold under the Ahura Scientific

brand. To schedule a demonstration, email sales.chemid@thermofisher.com,

visit www.thermoscientific.com/ahura or call +1 (978) 642-1132.

©
 2

01
0 

Th
er

m
o 

Fi
sh

er
 S

ci
en

tif
ic

 In
c.

Al
l r

ig
ht

s 
re

se
rv

ed
. 

Moving science forward

TruDefender FT and FirstDefender
Complementary and confirmatory tools for 
identification of unknown chemicals in the field.

Every second matters.

When time and safety are critical, military personnel rely on Thermo Scientific

handheld chemical identification instruments to rapidly identify explosives,

narcotics, precursors and other chemical threats directly at the point of need.

With more than 4,500 handheld instruments deployed worldwide, we under-

stand what first responders demand of their equipment—and why every second

matters. That’s why our award-winning FirstDefender® Raman instruments are

already deployed by all branches of the U.S. military for field-based chemical

and explosives identification. TruDefender® FT is an ideal complement to our

Raman instruments, designed to provide laboratory-quality FTIR results in a

rugged, easy-to-use instrument that can literally fit in your pocket. 

For rapid, accurate analysis of potential chemical hazards, turn to Thermo

Scientific handheld instruments, formerly sold under the Ahura Scientific

brand. To schedule a demonstration, email sales.chemid@thermofisher.com,

visit www.thermoscientific.com/ahura or call +1 (978) 642-1132.
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Moving science forward



In our business, it’s hard to “practice” or train for some 
of the most important parts of our job – being prepared 
for a major emergency or disaster. And, I don’t mean just 
knowing what to do, but having hands-on experience during 
the heat of the moment. This is because most often these 
emergencies or disasters cannot be predicted and involve 
loss of life and potentially devastating hazardous materials.

But whether it’s an oil spill, a chemical explosion or a 
hurricane, as environmental, health, safety and security 
(EHS&S) professionals, we are usually the first-responders 
and essential to containing short- and long-term impact and 
aiding those most in need.  That’s why every year at the 
Alliance of Hazardous Materials Professionals (AHMP) annual 
meeting hundreds of EHS&S professionals participate in 
hands-on Emergency Response Scenarios (ERS) in real-
time.  

While the ERS is planned for more than a year by the AHMP 
(www.ahmpnet.org) professional development and homeland 
security committees, participants are not exposed to the 
simulated exercise until the day of the training. Played out in 
two parts – a tabletop exercise staged in a classroom/incident 
response room setting and the actual on-the-ground scenario 
at a location such as a subway system, airport, or railway – 
the scenario requires implementation of the latest emergency 
response protocols. Most recently, this includes the Occupational 
Safety and Health Administration (OSHA) Homeland Security 
Operations National Emergency Management Plan (NEMP) and 
Presidential Directive No. 5 (HSPD-5). OSHA’s NEMP provides 
guidance on how HAZWOPER may apply to unique events 
such as terrorist attacks and addresses OSHA’s role under the 
National Response Plan (NRP).  HSPD-5 mandated enhancing 
the ability of the United States to manage domestic incidents 
by establishing a single, comprehensive national incident 
management system (NIMS). 

In 2010, the U.S. military became involved with Annual Emergency Response scenarios 
providing hands-on experience for life-saving protocols with every branch of government 
including AHMP’s 4,000 members.

By Ray Davis, CHMM, CST Correspondent

Hands-on Experience for 
Life-Saving Protocols
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In response to HSPD-5, most of which became effective 
in 2005, the Department of Homeland Security (DHS) 
prepared a new set of standards including:

• Revisions to the National Response Plan

•  The adoption of NIMS, the “all-hazard” response to 
HazMat and terrorist  incidents

These two documents mandate that NRP and NIMS be 
employed by all agencies, companies and organizations 
that have emergency response responsibilities or on-site 
hazardous materials, and are currently subject to emergency 
response requirements. The purpose of these standards was 
to provide a coordinated, unified response to HazMat and/or 
terrorism incidents.

In response to Homeland Security Presidential Directive 
No. 8 (HSPD-8), most of which became effective in 2005, 
DHS prepared a National Preparedness Policy, which:

•  Defined federal, state, tribal, local and private first 
responders

 

•  Improved federal preparedness assistance for response 
to major disasters, HazMat emergencies and terrorist 
incidents

PlanninG for action

These scenarios are extremely important from a training, 
regulatory and safety perspective.  As an example, during 
the past few years, AHMP has planned and/or conducted 
the following ERS:

•  2010: Atlanta, Ga. – a “white-powder” event on a large 
commercial passenger aircraft

•  2009: San Diego, Calif. – an improvised explosion 
device on a chlorine cylinder on a U.S. aircraft carrier 
museum with hostages and a threat to sink the ship

•  2008: Minneapolis, Minn. – a bridge collapse/disaster 

•  2007: Arlington, Va. – a biological threat on the subway 
system including “decontamination” of passengers 

•  2006: Orlando, Fla. –  a radiological dispersal device at 
a major U.S. city

Global 
ExplosivE 
ordnancE 
disposal
confErEncE and 
Exhibition

“Attacking the 
Network”

proMotinG national sEcUritY sincE 1919

MaY 3–5, 2011

EMErald coast confErEncE cEntEr, fort walton bEach, florida EvEnt #1950
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lessons learned

Of course, in all of the emergency response scenarios the 
most important aspect is the engagement and dedication of 
the local, regional, state and federal entities that participate.  
While many organizations find the idea of participating good 
for their employees and a way to meet regulations that require 
them to practice similar scenarios, it is ultimately hard to gain 
full commitment, especially in times of budget crunches and 
financial hardship. Our most successful scenario was in 
Orlando in 2006, when we had representatives from the FBI, 
state law enforcement, county fire and police, city fire and 
police, the U.S. Postal Service, the Department of Health and 
Human Services, and even the county school transportation 
system (for moving the public quickly). We have come to call 
that scenario our “blueprint” because even to-date it was the 
most successful from a training perspective, with the most 
participation from every level of response.  

 

We have also found that many private corporations, 
whether required to do these types of scenarios or not, shy 
away from the process due to lack of human resources, 
fear of commitment or fear of negative publicity. What we 
have learned from this is to work closely with organizations 
early to collaborate on memorandums of understanding – 
clearly defining roles and responsibilities – in order to make 
everyone involved comfortable.  Of course, we do not ask 
for payment for involvement, it is resources and expertise 
that we invite organizations to provide, typically saving 
them money by not having to coordinate their own training 
exercises and often gaining them positive media exposure. 

In the last few years, we have found that during 
the tabletop exercises when we discuss the incident 
command systems and the accompanying protocols many 
professionals (especially those who are not in emergency 
response roles everyday) are unaware of the National 
Incident Management Systems (NIMS) forms and checklists. 
NIMS (www.fema.gov/emergency/nims) works hand in hand 
with the National Response Framework (www.fema.gov/pdf/
emergency/nrf/nrf-core.pdf).  NIMS provides the template 
for the management of incidents, while NRF provides the 
structure and mechanisms for national-level policy for 
incident management. 

The good news is that most professionals understand 
and know how to run a proper chemical or scenario 
clean-up.  However, just as important from a planning and 
coordination perspective is having the current knowledge 
required by NIMS.  One form, Incident Briefing Form 201, 
is utilized at the beginning of any incident/scenario and is 
intended to identify and gather a solid sense of the actual 
resources an organization has (as it relates to that type of 
incident/scenario), where those resources are located and 
the current incident command system (ICS) structure. In 
Orlando in 2006, we found that for many of the participants 
not knowing the extent of their resources was a bit of a 
“wake-up” call, especially when they sat in a room with 
colleagues from across the city, state and federal government 
and had to determine who was the most equipped to deal 
with a situation in the most efficient manner.  

Additionally, the NIMS ICS outlines very specific 
instructions, roles and responsibilities of the command 
staff function versus the general staff function. We find 
that many attendees are unaware of the difference in these 
staff functions and roles, especially in the private sector.  
Therefore, we have started focusing on teaching these 
functional areas in order to support the use of the ICS, which 
is again a requirement by law. Many professionals have just 
not been exposed to the skills and knowledge outlined in 
the ICS.

Based on these lessons learned, we have started 
encouraging professionals throughout the year to take 
the free NIMS courses online provided by FEMA.  The 
ICS-100 and ICS-200 courses are great starter courses, 
while the IS-700 and IS-800 teach details around NIMS 

Commander’s Corner (Invite)

Col. Mary Garr 
Commander
U.S. Army Medical Center and School, Ft. Sam Houston, TX

Features
Equipping a Med Tech
U.S. Army Special Operations Forces (SOF) are taking lessons learned 
from combat mission support to improve medical response capabilities 
where it counts; on the battlefield.

Casualty Evac: Pararescue
U.S. Air Force pararescue forces provide a capability for worldwide 
rescue and recovery of isolated personnel and materiel.  When mission 
limitations preclude access to an isolated person, pararescue forces 
employ as surface teams for overland operations or open water 
operations.

Special Focus: JSOMTC
The Joint Special Operations Medical Training Center, Ft. Bragg, NC 
is responsible for all U.S. military special operations forces’ combat 
medical training including Army Rangers and Navy Seals.

DARPA Dots 
C&CC spotlights the U.S. Defense Advanced Research Projects 
Agency (DARPA) and the organization’s work to accelerate DoD’s 
adoption of new technologies critical to improved combat medical care.

Second Quarter

To reserve your ad space now contact elliec@
tacticaldefensemedia.com or 301.974.9792
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contact@tacticaldefensemedia.com

presents a training conference:

CBRNE Defense CBRNE Defense 
6th Annual

TM

February 14 – 16, 2011
Washington, DC, Metro Area

• Meeting The Multi-Faceted
Needs Of Force Protection

• CBRN Medical Countermeasure
Development

• Improving The Nation’s
Response And Recovery:
FEMA’s Role In CBRNE Incident
Preparedness And Response

• And much more

Topics include:

Download Agenda and more
at www.CBRNEvent.com

Prevent. Prepare. Respond. Recover.
Defending America’s Interests at Home and Abroad

IQPC-NY CBRNE 2011 Tactical Defense Ad 1.1:Layout 1  04/01/11  1:03 PM  Pag

and NRF.  These courses can be accessed at www.fema.
gov/emergency/nims/NIMSTrainingCourses.shtm and can 
provide continuing education credit.

future scenarios

Because AHMP is the only national organization devoted 
to the professional advancement of the hazardous materials 
management field, we anticipate the annual ERS will 
continue to grow. In fact, in the past we have not included 
the Department of Defense Civil Support Teams (CST).  
Whether from the state or region of each scenario or from a 
national level, we know that the CSTs are a growing partner 
in what we do. AHMP’s non-profit designation is focused on 
education and professional development. And while there 
are representatives from every branch of the government 
among AHMP’s 4,000 members, it wasn’t until 2010 when 
U.S. military became involved in the scenarios. In Atlanta, 
the Air Force participated marking the first time a military 
entity was involved. And while the community emergency 
response teams (CERT), which are not related to the military, 
have been involved in the scenarios and as presenters at 
the annual conference, the goal is to bring the civil support 
teams and community emergency response teams into 
future scenarios as much as possible.

In 2011, AHMP will host its annual conference and ERS 
in Austin, Tex. Currently being planned, the scenario aims 
to involve organizations from government, non-government, 
military, community emergency response teams, civil 
support teams and other relevant organizations.  Again, 
we have learned that the most informative and successful 
scenario has strong commitments from all aspects of the 
chemical, biological, radiological, nuclear and explosive 
events (CBRNE) community.

Lastly, as we continue to provide EHS&S and hazardous 
materials professionals with a community of education 
and collaboration, we are positioned to become a provider 
of homeland security exercise and evaluation programs 

(HSEEP).  HSEEP enables a national standardized 
methodology and terminology for exercise design, 
development, implementation, evaluation, and improvement 
planning.  As such, we can continue to provide high-
level training and education opportunities for professionals, 
whether already certified hazardous materials managers 
(CHMM) or just beginning their journey.  From private sector 
to military personnel, AHMP prides itself in bringing together 
an array of disciplines to provide preparation, education and 
security.  And we believe our annual emergency response 
scenarios are a solid example of that and one in which we 
are very proud.

Editor’s Note: Chair of the Alliance of Hazardous Materials 
Professionals (AHMP) Professional Development Committee, 
Vice-chair of the AHMP Homeland Security Committee and 
President/CEO of RL Enterprizes, Inc.2006 scenario: Orlando, Fla., a radiological dispersal device (RDD) at a major U.S. 

city Source: AMHP
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Sampling Procedures
Obtaining one CST’s insight 
into state-of-the-art sampling 
practices for biological agents.

BioSurveillance
Learning about DoD’s pro-
gresss to  bolster the nation’s 
biosurveillance process.

Bonus Distribution:
2011 Joint CBRN Conference 
and Expo, Ft LW
NGAUS, WI
MDM, Quantico
Annual AUSA, DC

Commander’s Corner

Andrew Weber (Invited)
Assistant to the Secretary of Defense for Nuclear 
and Chemical and Biological Defense Programs

Features:
Medical Treatment in the Hotzone
Updating products and systems that sup-
port the care and treatment of first respond-
ers and civilian victims of a CBRNE attack.

Ensuring Mission Readiness 
Gaining one CST’s perspectives on training 
and collaborating with civilian first respond-
ers – to help ensure mission readiness. 

Special Section- 
The Biological Threat

Leadership Symposium:
Biological Agent Detection

CST & CBRNE Source Book asked 
companies to share their developments 
which allow first responders to more 
accurately detect biological agents

2011June

January 25-26
CBRNE Summit
Dallas, TX
www.marcusevans.com

January 26-27
Marine West
Camp Pendleton, CA
www.marinemilitaryexpos.com

February 8-9
SO/LIC
Wardman Park, DC
www.ndia.org

February 23-25
AUSA Winter
Ft. Lauderdale, FL
www.ausa.org

February 22-24
2011 Homeland Security Conf
Washington, D.C.
www.afcea.org

April 27-28
Marine South
Camp Lejeune, N.C.
www.marinemilitaryexpos.com

May 4-6
Global Explosive Ordnance 
Disposal Conf & Expo
Fort Walton Beach, FL
www.ndia.org

May 17-19
Force Protection Equipment Demo
Stafford, VA
www.fped7.org

For your complimentary 
subscription, please 
visit our website at

tacticaldefensemedia.com
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*Most other field biohazard detectors have a 20% error rate.

Now You Can Be with the New RAZOR™ EX

Call 1.800.735.8544 or visit www.idahotech.com to discover how you can reliably protect those you serve.

RAZOR EX
Field Portable BioHazard Detection System

Less than 1% error rate

Screen ten targets in a single run with The 10™ Target Kit

Used by Military, Hazmat, and First Responders

The 10™ Target Screen Kit:
Anthrax

Brucella spp.

Botulism

Coxiella

E. coli O157

Tularemia

Ricin

 

Salmonella

Smallpox

Plague

390 Wakara Way, Salt Lake City, UT, 84108, USA  |  1-800-735-6544  |  www.idahotech.com

They Expect You To Be More Than 80%* 
Prepared for a Biological Threat



with HazMasterG3™ Extended Decision  
Support Software

HazMatID Ranger FTIR chemical identifier  
provides comprehensive CBRNE decision  
support in the hotzone in 60 seconds or less. 
 
HazMasterG3 Extended Decision Support 
Software features: 
•  Broad array of counter IED and HME detection  

capabilities
•  Large database of biological hazards and profiles
•  The ability to predict clandestine drug  

or explosive lab outcomes

For more information: 
call toll-free 1 888 473 6747 
or 1 203 207 9700 
email GMER.Americas@smithsdetection.com

decisions
down range

www.smithsdetection.com

HazMatID™ Ranger is a trademark of Smiths Detection Group Ltd.

NEW HazMatID™ Ranger


