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In the Winter 2014/15 double issue of CST & CBRNE Source Book and Security 
& Border Protection, we begin with a focus on the battle against Ebola, a global 
epidemic that has reached U.S. soil. Detecting the disease is critical, both at 

U.S. hospitals and in the field. Our reporting sheds light on existing and emerging 
technologies for Ebola detection, and then examines how the Army’s Medical 
Research Institute of Infectious Diseases is working to find a vaccine. Readers will 
also find important information about responder protective equipment.

This issue also looks at evolving methods for WMD counterproliferation 
and CBRNE civil and military unit attack preparedness. From capabilities in 
communications integration for coordinating first response to lessons learned 
in proactively addressing potential concerns before casualties occur, articles on 
national and state CBRNE event response units shine a light on coordination 
and identification. Furthermore, this issue features a unique perspective from a 
WMD-CST medical science officer on current priorities and future needs

Two exclusive interviews with very different specialists provide additional 
insight into WMD prevention and response. BG Michael Osburn, Commander, 
81st Troop Command, Indiana Army National Guard, speaks to the comprehensive 
training efforts being implemented for the combat readiness of more than 1,500 
soldiers. Since CBRNE defense techniques are only as effective as the training 
methodologies and practices that prepare those implementing them, the 81st is 
coordinating critical regimens with the Israeli Defense Home Front Command, 
a premier international emergency response entity. We also lift the curtain on 
Directorate of National Intelligence efforts to synchronize intelligence community 
WMD counterproliferation efforts by speaking with Maja Lehnus, head of the 
National Counterproliferation Center.  

On the border security front, this issue takes you to the far reaches of northern 
Maine, where the Border Patrol in Houlton Sector secures over 600 miles of rough 
terrain under challenging conditions. For those with an interest in small arms, 
we have a field report on the latest optics for law enforcement personnel. Finally, 
we interview experts who understand the invisible threats to the U.S. power grid. 
After reading what we report, you won’t need an engineering degree to understand 
the dangers of improvised electromagnetic interference, and you’ll see why cyber 
threats to power plants worry more than just IT personnel. 
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Spotlight Combating Ebola

How existing and emerging 
technologies can help stop the 
spread of a worldwide epidemic.
By Steve Melito, S&BP Editor

In October, Liberian Thomas Eric Duncan 
became the first person to die of Ebola in 
the U.S. after medical staff at Texas Health 

Presbyterian hospital initially misdiagnosed 
his condition. Later that month, the Food 
and Drug Administration (FDA) authorized 
the emergency use of the Center for Disease 
Control’s (CDC) Ebola Virus VP40 Real-Time 
RT-PCR assay on the 7500 Fast Dx Real-Time 
PCR instrument from Applied Biosystems 
(ABI), Inc. This polymerase chain reaction 
(PCR) instrument uses real-time nucleic acid 
amplification and five-color fluorescence 
detection for in vitro diagnostic use. 

The FDA’s Emergency Use Authorization 
(EUA) is limited to qualified laboratories 
designated by the CDC, but today ABI is 
just one of several companies to hold an 
EUA for Ebola detection. Laboratory-based 
technologies play an essential role at both 
civilian and military hospitals, but detecting 
the disease in the field and at the point of 
care (POC) are also critical. That’s why S&BP 
has researched Ebola detection products and 
interviewed companies that, pending FDA 
approval, will supply technologies that could 
affect the marketplace.

Laboratory Results 
Without Pipetting
In October, BioFire Diagnostics (Murray, 
UT) received an FDA EUA for FilmArray 
BioThreat-E, the first commercial Ebola 
test to be authorized for emergency use on 
patients with signs and symptoms of infection 
with the Ebola Zaire virus. As the company 
explained in a press release, its FDA-cleared 
clinical molecular biology diagnostic device 
is already used in hundreds of hospital-based 
laboratories across the U.S. According to the 
Salt Lake Tribune, the Film Array was used 
at Emory Hospital in Atlanta, where four 

patients with Ebola have been treated. 
The BioFire Film Array system does not 

require pipetting—the use of a dropper—and 
generally provides results in 60 minutes. 
The Film Array machine, which was derived 
from technology developed at the University 
of Utah and patented in 2012, is about the 
size of a toaster. The EUA for the Ebola test 
does not constitute official FDA clearance 
or approval, but does enable hospitals that 
already own FilmArray equipment to make 
Ebola diagnoses. BioFire also received an 
FDA EUA for an Ebola test to be used in 
laboratories designated by the Department of 
Defense (DoD).

POC Multiplex Testing 
Outside of the lab, providing fast, accurate, 
and easy-to-obtain test results for the 
Ebola Zaire virus is a challenge that several 
diagnostic technology companies have 
undertaken. POC tests could provide an 
alternative to tabletop equipment such as 
the ABI 7500 or BioThreat-E. John Sperzel, 
CEO of Chembio Diagnostic Systems, called 
Ebola containment a “race against time.” In 
an interview with S&BP, Sperzel described 
the Ebola epidemic as a “humanitarian crisis” 
that must be addressed urgently, emphasizing 
that “every day matters” in the development 
of POC testing.

Under current FDA EUAs, Ebola 
hemorrhagic fever can be diagnosed only in 
specialized laboratories. “This limitation,” 
Sperzel said, “significantly delays the 
identification and isolation of the patients 
who have Ebola and in turn makes it more 
difficult to control an outbreak.” Pending 

successful development and regulatory 
approvals, however, medical personnel 
will be able to use Chembio’s patented DPP 
technology platform for stand-alone POC 
Ebola testing. Chembio also plans to include 
an Ebola assay as part of its DPP Febrile 
Illness Assay, which can detect antigens from 
a variety of viruses, bacteria, and parasites.

Developed in under eight months, the 
DPP Febrile Illness Assay is now in clinical 
trials in several countries, including areas of 
West Africa. As Sperzel told S&BP, Chembio 
partnered with a U.S. government agency to 
develop this 20-minute, multiplex POC test. 
“With a single, finger-stick drop of blood,” 
he says, the DPP Febrile Illness Assay can 
detect different antigens, and do so without 
“sophisticated instruments or refrigerated 
reagents.” Chembio has also partnered with 
Integrated BioTherapeutics of Gaithersburg, 
MD, a biotechnology company that has 
developed proprietary Ebola reagents.      

“Chembio has a track record of 
developing point-of-care tests for infectious 
disease,” Sperzel said, adding that his 
company’s three FDA-approved, CLIA-waved 
POC HIV tests are “more than at any other 
firm.” Pending FDA approval, Chembio plans 
to produce its Ebola assay on existing DPP 
manufacturing equipment at the company’s 
Long Island, N.Y., facilities, which total more 

DETECTING
the Disease

Ebola virus particles 
live in the bodily fluids 
of an infected person. 
(NIAD)

BioFire received 
an FDA EUA for 

the FilmArray 
BioThreat-E. (Bio-
Fire Diagnostics)

Chembio DPP technology is also used in the rapid detection 
of HIV antibodies. (Chembio Diagnostic Systems)
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than 60,000 square feet and are registered 
with the FDA, licensed by the Department of 
Agriculture, and ISO certified.

Silicon Chip Solution
On the West Coast, San Diego-based 
Genalyte has developed a standard 10-minute 
Ebola test that uses proprietary silicon 
chip technology and its existing Maverick 
Detection System platform. As Cary Gunn, 
Genalyte’s president, CEO, and co-founder 
told S&BP, the system is designed for “in-
theater use at pop-up or mobile labs.” The 
technology can also be used at hospitals, 
airports, and other locations where electrical 
power is available. Gunn described the power 
requirements as “basic,” and the instrument 
is equipped with a power converter that can 
generate the correct voltage from a number of 
inputs.   

With the Maverick Detection System, 
Ebola testing occurs while blood is flowing 
over a silicon chip. “There’s no mixing, 
measuring, or adding of particles,” Gunn 
added. Whereas other immunoassay 
formats require fluorescent, luminescent, 
or radioactive labels, Genaltye’s Maverick 
Detection System measures wavelength 

resonance shifts to 
perform label-

free detection 
of protein 
binding events. 
In other words, 
the silicon chip 
is coated with 

antibodies 
that 
bind 
to the 

proteins in the Ebola virus.
Each chip costs approximately $10 

and can process two samples. Users can 
perform one Ebola test at a time, or load 
blood samples onto multiple silicon chips. 
This facilitates the “rapid screening of 
large groups of people,” Gunn said, such as 
airplane passengers or medical personnel. 
System features include a monitor, keyboard, 
and mouse. The Maverick Detection System 
also includes FDA Part 11 compliant 
software with traceability and data integrity.

Importantly, Genalyte’s detection device 
also provides multiplexed testing, a key 
feature in both Africa and, now, the U.S. By 
testing for “an entire portfolio of pathogens 
at once,” Gunn explained, medical personnel 
can avoid misdiagnoses. Otherwise, a patient 
in Africa may suffer from both Ebola and 
malaria, receive medical treatment only for 
malaria, and then return to a home village 
where the Ebola virus then spreads. The 
Maverick Detection System performs what 
Gunn called a “battery of tests,” including 
malaria, dengue fever, Lassa fever, and Ebola. 

Small Footprint, Large 
Reaction Volume
The Ebola virus isn’t new, but the global 
epidemic has led to new applications 
for existing detection technologies. 
Lyle L. Probst, president of PositiveID, 
once directed biodetection programs at 
Lawrence Livermore National Laboratory 
and managed a series of biodetection 
initiatives for the Department of Homeland 
Security (DHS). A principal developer 
of the BioWatch mobile laboratory, he 
also managed the Bioagent Autonomous 
Networked Detector (BAND) program 
for the DHS Science and Technology 
Directorate. 

As Probst told S&BP, PositiveID’s Firefly 
Dx biodetection device is a handheld version 
of an 800-pound instrument that was 
developed as part of the BAND program and 
deployed in Boston, MA, both at the harbor 
and in the metro. The Firefly, however, 
neither incorporates air collection nor 
runs continuously on 30-day service cycles 
when the reagent is replaced. Although the 
portable detector’s footprint is much smaller, 
“the chemistry is identical,” said Probst. 
Moreover, the real-time PCR that the Firefly 
uses is the “industry’s gold standard” and 
what the CDC trusts for its own assays. 

PositiveID’s “sample in, results out” 
device is designed for the “unskilled user,” 

Probst added. First, the tester inserts the 
sample into the cartridge. Next, the nucleic 
acid is exposed and purification occurs. In 
the chamber, the sample is mixed with the 
PCR reagents. “You get the same number 
of cycles and the same reaction volume as 
with laboratory equipment,” Probst said, 
“but you get results in a matter of minutes 
instead of hours.” Finally, the test taker can 
either read the results on an optional display, 
or transmit them via Bluetooth or wireless 
communications to an operations center.        

The Firefly is powered by a rechargeable 
battery that Probst compared to the 
powerplant for a cellphone. “Typically, users 
carry around a few batteries,” he added, and 
then replace them as necessary. The portable 
detector also has an adapter so that users can 
connect to a wall outlet when plug-in power is 
available. Although the Firefly is designed for 
field use, it’s not yet ruggedized for military 
applications. According to Probst, PositiveID 
plans to “military harden” the Firefly, 
conduct field trials next summer, and begin 
production by the end of 2015. 

Product Evaluation and 
Procurement
Like some industry analysts, Probst expressed 
skepticism towards claims by companies 
that boast of creating faster, cheaper Ebola 
detectors. “We have a track record,” he said 
of PositiveID, and “we don’t rush to market.” 
BioFire Defense, Chembio Diagnostic 
Systems, and Genalyte can also point to 
past successes that could help predict future 
results. In what may soon be a crowded 
marketplace, however, buyers will have 
to look beyond the headlines and make 
procurement decisions not just about the 
Ebola Zaire virus, but about the next epidemic 
that is sure to come.

Genalyte’s Maverick Detection 
System uses silicon photonic 
technology. (Genalyte)

PositiveID’s Firefly 
technology is a 

handheld version 
of an 800-pound 

instrument. 
(PositiveID)
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Army’s Medical Research Institute of Infectious 
Diseases pitches in to stem the tide.
By Cheryl Pellerin, DoD News

During a recent interview, U.S. Army Medical Research 
Institute of Infectious Diseases (USAMRIID) scientists 
described their vaccine and drug-development research, 

development processes, and products in development for the 
Ebola virus and other infectious diseases.

“Dozens of vaccine candidates are being created worldwide, 
especially with this outbreak, and all of them have to go 
through an FDA (Food and Drug Administration) regulatory 
pathway,” said Dr. John M. Dye Jr., chief in USAMRIID’s Viral 
Immunology Branch. “The vaccines we’ve been working with 
here all express one particular protein of the virus, and many 

of these vaccines have been shown to be 100 percent [effective] 
in nonhuman primates, or monkey studies.”   

Clinical Studies
USAMRIID has worked with the two Ebola vaccines now 
in clinical trials at the National Institutes of Health and the 
Walter Reed Army Institute of Research, and many others 
over the years. Most of the vaccine candidates target Ebola 
Zaire, one of five species of Ebola virus, and the one that’s now 
causing the West Africa outbreaks.

In their medical countermeasures work, USAMRIID 
scientists already had created a trivalent vaccine—one that 
contains three components. They are Ebola Zaire, Sudan virus, 
and Marburg virus—another highly lethal virus that’s in the 
same filovirus group as Ebola.

The trivalent vaccine is still going forward, Dye said, but 
a vaccine for Ebola Zaire was spun off in a separate program, 
“where they’re taking just the Zaire forward and then we’re 
continuing work on the trivalent cocktail—Zaire, Sudan, and 
Marburg—with the idea that eventually we’re going to have to 
cover all those bases.”

One vaccine candidate in clinical trials is based on 
recombinant, or genetically engineered, virus from an animal 
disease called vesicular stomatitis. An Ebola virus protein is 
modified into a vesicular stomatitis virus, and that virus acts 
as a vector, or carrier, to deliver the Ebola protein into the 
human body. The vaccine is called VSV-EBOV.

Human Testing
Human testing to evaluate safety of VSV-EBOV is underway at 
the National Institutes of Health Clinical Center in Bethesda, 
MD. Researchers at the National Institute of Allergy and 
Infectious Diseases, or NIAID, are conducting an early phase 
trial to evaluate the VSV-ZEBOV candidate for safety and 
its ability to generate an immune system response in healthy 
adults who receive two intramuscular doses.

At the same time, the Walter Reed Army Institute of 
Research is testing the vaccine candidate as a single dose at its 
Clinical Trials Center in Silver Spring, MD, NIH officials said.

The other vaccine in clinical trials is a recombinant 
chimpanzee adenovirus, or cold virus. An Ebola virus protein 
is engineered into a chimpanzee adenovirus to deliver the 
vaccine, called ChAd-EBOV, into people.

In early stage clinical trials, again designed to assess 
vaccine safety and immune response, the National Institute 
of Allergy and Infectious Diseases, part of NIH, will test 
two versions of the NIAID/GlaxoSmithKline vaccine. One 
is a bivalent, or two-component, version containing genetic 
material from Ebola Zaire and Ebola Sudan. The other is a 
monovalent, or single-component, version that contains only 
genetic material from Ebola Zaire.

Ebola Vaccine
WANTED:

complimentary 
subscription 
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Dräger
Dräger supplies 
reusable one-piece CPS 
5900 and CPS 7900 
protection suits that 
are designed for use 
with a compressed air 
breathing apparatus 
worn on the inside 
of the suit. This 
international leader 
in medical and safety 
technology also supplies 
filtering facepiece 
respirators that, unlike 
the suits, cannot be 
disinfected. Buyers 
can also choose full-
facepiece respirators 
that provide eye 
protection and can be 
disinfected according to 
the instructions for use.  
Dräger halfmasks that can be combined with particle filters of N95 
or higher are also available.

DuPont
DuPont Tychem QC and Tychem SL fabrics and their taped seams 
have been tested and passed the requirements of North America 
ASTM Standards F1670 and F1671 for blood-borne pathogens. 
Today, DuPont Protection Technologies is collaborating with 
Médecins Sans Frontières (MSF), WHO, CDC, the U.S. military, 
and other organizations involved in the response to meet demand 
for the company’s PPE in West Africa, where the Ebola virus is 
most widespread. 

According to David Domnisch, Global Marketing Manager, 
Protective Apparel, DuPont Protection Technologies, the 
company is prepared to meet supply chain challenges. “DuPont 
has taken steps to triple the production of our most relevant 
products for the treatment of infected patients,” Domnisch told 
S&BP, “including working with our supply chain partners and 
authorizing the addition of shifts, supplemental workers, and 
specialized manufacturing equipment to augment our existing 
capacity.”

Federal Resources
Federal Resources connects 
responders to PPE 
manufacturers throughout 
the procurement life cycle. 
Beginning with product 
selection, the company 
provides expert advice to 
military and civilian buyers 
who need to compare Ebola 
PPE. At a time when federal, 
state, and local agencies are 
concerned about potential 
equipment shortages, 
Federal Resources can apply 
its supply chain strength to 
meet demand. The company 
also provides training 
in donning and doffing 
equipment.

According to Michael 
Brown, CBRN Program 
Manager under the Army 

vertical, Federal Resources enjoys “phenomenal relationships” with 
primary PPE manufacturers. “Time and time again,” he explains, 
the Stevensville, MD, company meets “urgent demand” for products 
and equipment. Federal Resources has established long-term 
relationships with DoD, federal, state, and local clients such as the 
National Guard Bureau, Brown says, and has supplied Ebola PPE 
to health organizations and the U.S. State Department for overseas 
operations.

ISI LLC
ISI LLC supplies Israeli-made Chembayo masks, which provide 
emergency responders with short-term respiratory protection against 
low-concentration chemical or biological agents for up to 30 minutes. 
Product literature describes the Chembayo-P3 as equipped with a 
P3 filter that can stop sub-micron particles such as the Ebola virus 
with a very high efficiency. Currently, the product is at CDC NIOSH 
NPPTL for testing and evaluation. 

Hanan “Richter” Yadin, President and CEO of ISI, told S&BP that 
“the purpose of the mask is to enhance existing gear and as a backup. 
Besides its small and compact size,” he added, “Chembayo masks 
provide a complete seal, protecting the mouth, nose, eyes, and ears.”

By Steve Melito, S&BP Editor

Personal protective equipment (PPE) is an important part of the fight against Ebola. The World Health Organization (WHO) recommends 
the use of PPE for those providing direct or non-direct care to patients with suspected cases of Ebola virus disease (EVD). The U.S. Centers for 
Disease Control (CDC) has also provided guidance to healthcare workers, including procedures for equipment donning and doffing. Many 
suppliers offer PPE, but S&BP focused on four companies with wide reach and a variety of products. 

Business Suits
PPE Suppliers Gear Up to Prevent Ebola Transmission

Federal Resources
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Commander’s Corner

Synchronizing

BG Michael J. Osburn
Commanding General

81st Troop Command

Indiana Army National Guard

Brigadier General Michael J. Osburn is currently assigned as the 
Commander of the 81st Troop Command located at Hulman Field, 
Terre Haute, IN.

General Osburn began his career as an enlisted soldier in the 
United States Army in 1975. He was commissioned as a second 
lieutenant in the Indiana Army National Guard 26 June 1982. He 
is a 39-year veteran who was deployed to Afghanistan in 2010 as 
Commander, 2nd Battalion, 19th Agribusiness Development Team.

Interview by CST & CBRNE Source Book Editor Kevin Hunter

CST & CBRNE: Please speak to your role and 
functions as Commanding General, 81st Troop 
Command, Indiana Army National Guard.

BG Osburn: As Commander of the 81st Troop Command, 
I am responsible for the training and combat readiness of 
over 1,500 soldiers in the Indiana Army National Guard. The 
Troop Command’s main focus is on homeland defense. My 
role is fairly unique in that I am a dual-status commander. 
This means that I am able to command both state and federal 
forces when required. This kind of command responsibility is 
necessary in the event of a major incident. 

Under my command are medical, engineer, chemical, and 
military police units. Also under my command is the 19th 
CBRNE Enhanced Response Force Package (CERFP) Battalion. 
This battalion is the first of its kind in the state of Indiana. 
This element consists of medical, decontamination, and 
search and extraction units. It is my responsibility to ensure 
that this battalion has everything they need to be successful, 
training is completed above standard, and proper guidance is 
established. It is my role to utilize all units of the 81st Troop 
Command in a synchronistic manner in order to facilitate the 
planning, preparation, and execution of domestic response and 
consequence management operations. 

CST & CBRNE: Please speak to the current mission of 
the 81st and highlight some of the unit’s strengths.

BG Osburn: The current mission of the 81st Troop Command 
is to provide assistance to the citizens of  Indiana with 
emergency response for natural and man-made disasters. It 
is the mission of the CERFP element to respond to homeland 
security (HLS) and homeland defense (HLD) contingencies 
in order to provide medical, decontamination, and search 

for Balanced Response

and extraction support to civil authorities in Indiana, FEMA 
Region V, or CONUS/OCONUS to save lives, relieve suffering, 
restore order, and bring calm to the public.

CST & CBRNE: How does the 81st remain ready to 
respond to a CBRNE attack or natural disaster? 

BG Osburn: Training and education in the CBRNE world 
is constantly evolving and expanding. The 81st is focused on 
continually seeking new training methodologies and practices. 
We are constantly looking at new and innovative ways to get 
CERFP personnel trained and ready for any potential threat. 
Training in this area has a quick expiration date, so intentional 
and continual training is required by everyone involved. 

CST & CBRNE: How is the 81st working to promote 
positive relationships with other national, state, and 
local first responders for enhancing unit readiness?

BG Osburn: It has always been the goal of the 81st Troop 
Command and the 19th CERFP Battalion to integrate our skill 
sets with those of agencies both locally and internationally. 
Locally, we’ve had the benefit of training with a variety of 
first responder organizations. These organizations range 
from state agency entities such as Task Force One and local 
city organizations such as the Gary, IN, fire department. 
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Working hand in hand with these first 
responder organizations has allowed us 
to take advantage of invaluable training, 
exercises, and information sharing. 

Internationally, we have been able 
to partner with the Israeli Defense 
Home Front Command. This group 
has established themselves as a premier 
emergency response unit. Through our 
partnership, we’ve been able to share 
many best business practices and benefit 
from another ally in disaster response. We 
have held three major training exercises 
together, and look forward to future 
training coordination.

CST & CBRNE: What are some 
of the key challenges you see 
facing the 81st in addressing the 
need to prepare for increasingly 
asymmetric and unknown threats to 
the homeland?

BG Osburn: Nothing remains the 
same for very long. This is a crucial 
understanding that one needs to obtain 
in every avenue of life. It is especially true 
within the CBRNE world. There are new 
threats continually being introduced, and 
we have to work to elevate our readiness 
to meet those threats. As primarily a 
reactionary force, we have to make sure 
that every individual within the Troop 
Command is trained to the highest 

Top: Members the 19th CERFP and Israeli National Response Unit (NRU) during a training exercise in Jerusalem, Israel.

Middle: Members of Indiana’s 19th CERFP Search and Extraction (S&E) element participate in extracting a casualty during United 
Front Exercise with Israeli Defense Forces in Jerusalem, Israel. 

Bottom: Members of the CERFP decon section decontaminate a casualty during a training event.

All photos courtesy of Indiana Army National Guard
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standards. One of the key challenges we’ve faced is ensuring that 
all elements are in sync, especially when we augment with other 
agencies and active forces. Fortunately, we’ve made great strides in 
developing our standard operating procedures and best business 
practices through various large-scale training exercises. These 
exercises have provided us with crucial insight into areas that 
require the most attention, allowing us to make adjustments to 
ensure success in the future. 

Another key challenge has been ensuring that our units have 
the best possible equipment and training available. The many 
partnerships that we have with local, national, and international 
groups have allowed us to refine our training practices and 
gain insight into the latest technology out there. The 81st Troop 
Command has come to realize how vitally important it is to be at 
the forefront of change.  

CST & CBRNE: Feel free to discuss any of your 
command’s recent accomplishments and long-term 
objectives.

BG Osburn: This past summer, the 19th CERFP received its 
second full validation. It scored highly in every area tested. 
Successful validations speak to the dedication of all involved in 
the pain staking process of setting up such an organization. They 
involve many people who pour a lot of effort into making this 
CERFP a viable force on the CBRNE landscape. I am extremely 
proud of the effort they have made in order to establish an 
emergency response unit that is willing and able to meet the needs 
of the citizens of Indiana, as well as Region V. 

We will continue to press on to make the 81st Troop Command 
and the 19th CERFP Battalion a leading organization in the 
emergency response arena. Our short and long-term objectives are 
to ensure training and readiness to answer any call. It is our duty to 
ensure that we are ready at any given moment, and we will be.
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State-wide and nationally, 
Colorado’s 8th WMD-CST has 
earned its solid reputation.
By Major Gordon Hunter, Deputy Commander, 
8th WMD-CST, COARNG

Since 1998, the Weapons of Mass 
Destruction Civil Support Teams 
(WMD-CST) have been on 

the frontline of homeland security, 
providing technical expertise and 
response capability to local, state, and 
federal response agencies. The original 
mission for these National Guard citizen-
soldiers—identifying unknown or suspect 
chemical, biological, radiological, and 
nuclear (CBRN) agents; assessing the 
threat to responders and the public; 
advising the incident commander on 
response actions; and assisting with the 
integration of follow-on forces—remains 
valid for the 8th, but has now been 
expanded to include natural and man-
made disasters, pre-staged events, training 
missions, and exercise support as directed 
by the adjutant general and governor of 
Colorado.  

There are 57 CSTs nationwide, and 
they bring a great deal of specialized 
equipment (approximately $20 million per 
team) that is often far more capable than 
the hazardous materials (hazmat) gear 
available to local and state agencies. In 
addition, personnel are fortunate to have 
more time to train with the equipment 
than their civilian partners who primarily 
serve as police officers or firefighters with 
hazmat as a secondary responsibility. 
Next year will mark the completion of 17 
years of Secretary of Defense–certified 
operations for the 8th; this expanded 
mission ensures that the team will remain 
very active, particularly in three areas—
standby missions, training and exercises, 
and response preparedness.

Scenario-rehearsed 
Preparedness
Over the past several years, a great deal of 
the WMD-CST mission set has evolved 
to center more on pre-staged or standby 

missions instead of no-notice emergency 
calls. Major national and local special 
security events such as the Democratic 
and Republican National Conventions, 
Super Bowls, presidential inaugurations, 
holiday celebrations, and other large 
gatherings of people have been identified 
by the Department of Homeland Security 
and the Federal Bureau of Investigations 
as high-risk targets.  

As such, the unique capabilities 
of the WMD-CSTs are of incalculable 
use to event coordinators and incident 
commanders. The teams are able to 
pre-position CBRN detection and 
monitoring equipment at key locations 
and entry points to determine if threat 
agents are being smuggled into event 
venues. In addition, team personnel 
carrying portable detection equipment 
are moving throughout buildings and 
crowds, providing immediate response to 
unidentified items at low-profile levels.  

This means potential threats are dealt 
with in a manner that does not disrupt 
the event or panic the public. Enhanced 
event resilience is more and more desirable 
to planning staffs, particularly after the 
tragic events of the 2013 Boston marathon. 
For its part, the 8th has plenty to prepare 
for in supporting the National Guard 
mission to safeguard the homeland.

The increased requests for support 
make up a great deal of the team’s 2015 
planning calendar. Some events, such as 
the 2015 Winter X-Games, International 
Downhill Championships, and USA Pro 
Cycle Challenge races, are internationally 
televised and involve multiple venues, 
jurisdictions, and local capabilities. While 
these events may not have a direct threat 
associated with them, the increased 
potential for publicity and coverage of an 
attack or CBRN incident make enhanced 
detection and response capabilities 
very desirable to incident commanders. 
Many of the 8th WMD-CST’s planned 
standby missions—to date, the team has 
received formal request for support for 
six missions encompassing nine separate 
jurisdictions—are generated by this 

through precision readiness
Targeted Response
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combination of potential public relations 
impact and need for enhanced capability 
beyond that available to local agencies.  

Other events, such as the Air Force 
Academy graduation, involve high-profile 
attendees with Secret Service protection, 
making the enhanced security coverage 
by WMD-CST assets on standby highly 
desirable. As threats to “soft targets” such 
as large-crowd events and gatherings, 
televised events and similar venues 
increase, the need for WMD-CST support 
will only increase, and the 8th WMD-CST 
remains flexible for short-notice requests 
from partner agencies.

Two-fold Training Focus 
The second major area of planned 
operations includes training and exercises. 
The 8th WMD-CST has two major areas 
of training on the calendar—training 
of/with other agencies and internal 
evaluation. The national WMD-CST 
program funds each team for 12 major 
field training exercises annually. These 
are intended to be multi-agency, multi-
threat exercises that integrate WMD-CST 
and responder capabilities. Most teams 
conduct far more than 12 exercises, as the 
mantra of “do not be caught exchanging 
business cards on the incident site” still 
holds true.  

For example, the 8th has already 
conducted nine exercises to date since the 
start of FY 15 on 1 October. Some have 
been team-only, working to hone team 
member skills and collective operations. 
Others involve local, state, and federal 
partners to enhance overall response 
capability. The remainder of the calendar 
for FY 15 includes approximately 25 
known exercises ranging from U.S. Army 
North Training Proficiency Evaluation 
to recertify the team for operations 
(required by Secretary of Defense every 18 
months) to responder-requested scenario 
development and execution to enhance 
local capabilities.  

In addition, the 8th WMD-CST 
has added Homeland Security Exercise 
Evaluation Program certification to its 
capabilities to add the ability to provide 
response agencies with DHS-compliant 
exercise packages for use in pursuing grant 
funding and federal recognition.

The final area of operations for the 
8th WMD-CST is not codified within 
the annual training plan. No-notice, or 

“real-world,” response missions cannot 
be planned, but the team must be at a 
constant level of vigilance for any requests 
for support. No one can say when the 
next major f lood, fire, hazmat incident, 
or “white powder” letter will pop up. All 
of these types of incidents, and more, 
have occurred in Colorado and have 
entailed response by the 8th. To ensure 
preparedness for this portion of the 
mission, the team has evolved its response 
structure to better meet the needs of 
requesting agencies without overwhelming 
the incident command structure. A 
smaller response package comprising 
between eight and 10 personnel with 
communications, analytical, and hazmat 
entry capabilities is on 24-hour, 7-day-
a-week standby for response in one hour 
or less. The remaining team personnel 
and assets can either be called forward 
to support if the incident escalates or 
additional resources are required or re-
tasked to support a different incident with 
the same basic capabilities. 

 The smaller response package is a shift 
from the full-team operations conducted 
in the initial years of the WMD-CST 
program and requires a shift in training 
and doctrine. Over the past several 
years, the 8th WMD-CST has exercised 
the “Small Response Team” concept in 
training and real-world action with great 
success. The team plans to continue 
to evolve and enhance the concept 
throughout 2015 to better serve partner 
agency needs.

Looking Ahead
Local, state, and federal partners have 
come to expect the high-quality and 
constantly evolving readiness of the 8th 
WMD-CST, and the unit will continue 
this legacy for years to come. For 2015, 
there are multiple planned events with 
support requests already received, a 
constant need to train the team and 
partners, and the ever-present threat of 
the unknown, ensuring the calendar is 
never empty. In order to meet this mission 
requirement, the 8th WMD-CST will 
live out its mission statement of “Quiet 
professionals, always ready” and remain 
on the front lines for the citizens of 
Colorado.

Lead art: A CST member tests for radiation at an exercise 
on Universal Studios’ back lot in Los Angeles, CA. (2nd Lt. 
Darin Overstreet)
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Lessons Learned Medical Ops

CST & CBRNE: Please speak to your role and functions 
as Medical Operations Officer, 41st WMD-CST, 
Kentucky Army National Guard. 

MAJ Finley: My role and functions are related to being a 
reliable and credible Medical Operations and Science Officer 
for a forward leaning, rapidly deployable CST on-call 24/7-
365. As part of the team, I respond, train to respond, and 
train others to respond to potential WMD or other all-hazard 
incidents and threats, assisting in the protection of life and 
property in our area of operations. When responding, I serve 
as a subject matter expert (SME) to the unit commander and 
incident commander for all medical and analytical issues 
as needed, from scene characterization and mitigation to 
mobile Analytical Laboratory System (ALS) operation and 
interpretation. When preparing to respond, I maintain 
readiness via section scheduling and administration as 
well as operate analytical instrumentation as necessary. 
When preparing others to respond, I coordinate, facilitate, 
and evaluate exercises and classes for the team and other 
responders.

 
CST & CBRNE: Please describe some of the challenges 
of a WMD-CST medical section and how solutions are 
developed to support the chain of command.

MAJ Finley: As the clinical and analytical advisement and 
execution for the team, the medical section of a WMD-CST is 
constantly ensuring that all aspects of clinical and analytical 
readiness are maintained. Much like the other sections of a 
WMD-CST, the medical section is also constantly pushing 
forward both individually and collectively, focused and ready 
for the next challenge. Cross-section collaboration is critical. 
On the 41st, we ensure that a solution is developed and executed 
for any concern that our commander or incident commander 
may have which falls within our lane.

 
CST & CBRNE: If you had five minutes to train a new 
WMD-CST Medical Operations or Nuclear Medical 
Science Officer, what would you tell them and why?

MAJ Finley: As a medical operations officer, you have to be 
good enough to execute all the functions of a WMD-CST 
medical section. If the worst case happens and you are the 
only person from the medical section available, you need to 
have the skills to complete all required tasks at the basic level. 
Whether in garrison or in the field, you need to ask yourself: 
“Can I perform medical operations, clinical and analytical?” If 
not, I would encourage personnel to gain the skills necessary to 
achieve that level of readiness. Whether you are an Analytical 
Laboratory System (ALS) operator or an emergency medical 
technician (EMT), with the proper training, you are a force 
multiplier. 

As a nuclear medical science officer, you are the science 
advisor and science advocate for the team. First, hone your ALS 
skills. They are paramount. Then, ensure that you understand 
and can convey analytical decision making. You need to know 
the science of precisely what and why there may be a hazard. 
Good analytical skills are important to execute, but they are 
also important to teach. Don’t just be a good science officer, 
grow good science officers. 

You can never be too prepared for the unknown.
 

CST & CBRNE: You mentioned “analytical decision 
making.” Can you elaborate on analytical guidance for 
downrange operations?

Rapidly Deployable
Forward Leaning,

CST & CBRNE Source Book sat down with Major Jason Finley, 
Medical Operations Officer and a Nuclear Medical Science Officer 
for the 41st Weapons of Mass Destruction Civil Support Team 
(WMD-CST), Kentucky Army National Guard, to discuss his 
technical and operational lessons learned over a thirteen-year 
career, and how they might address some of the challenges of CST 
medical personnel across a spectrum of readiness.

Interview by CST & CBRNE Source Book Editor Kevin Hunter
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MAJ Finley: In a traditional sense, for a WMD or other all-
hazard event to have occurred, some combination of three of 
the following variables may have taken place: process; product; 
and dissemination. I call this the WMD analytical triangle. The 
further removed that the downrange sample is from the triangle, 
the more its validity potentially decreases, because it is further 
removed from the source of potential exposure or harm. If you 
have a choice of sampling all three of the triangle variables, the 
priority should be to consider sampling the triangle in reverse: 
first dissemination, then product, then process. This priority 
exists because you want the target sample to be of the potential 
exposure or harm. Another scientist may have built this triangle. 
Therefore, there is always the possibility for intelligence, such 
as a laboratory notebook, at the scene. All science requires good 
data and documentation, [including] the science you respond 
with and the science you respond to.

In a non-traditional sense, the process or product may 
also be the dissemination, because that is where the potential 
exposure or harm has occurred or can occur. The sampling plan 
should be designed to acknowledge that potential for exposure 
or harm, but also to mitigate it and then to eliminate it. It may 
help to use the following analogy: If we responded to your 
house, what would it take for you to comfortably and confidently 
bring your family back in to your home and sleep well at night?

To further clarify and expand on this concept, it is 
important to remember that the hazard-harm continuum 
involves routes of entry. Therefore, routes of entry need to be 
understood, exploited, analyzed, and then eliminated. If there 
is no route of entry, can the hazard cause harm? A sampling 
plan should consider not only the real or perceived visual 
target sample, such as a “white powder” hazard, but also its 

relationship to the how the potential hazard may cause harm, as 
an invisible airborne particle. Hence, a white powder sampling 
plan should include an air sample because that is one of the 
ways that a white powder may cause harm (via the inhalation 
route of entry). 

The hotzone has no rules. Downrange findings can be 
traditional or non-traditional. Good analytical decision making 
competes against the unknown and allows for downrange 
operations to be safe and effective. Sound conclusions based on 
thorough diligence execute command guidance and incident 
command objectives. 

CST & CBRNE: What medical operational or analytical 
challenges do you see facing WMD-CSTs in the coming 
years?

MAJ Finley: I believe that the medical operational and analytical 
challenges of the future are going to include both qualification and 
quantification. 

Regarding qualification, medical sections of a WMD-CST 
will always have the challenge of supporting an effective team 
response to the unknown. This year began with the successful 
analytical response to the West Virginia Elk River chemical spill 
and is closing with the CSTs joining our partners in supporting the 
medical operational public health response to Ebola.

Regarding quantification, there is always more work to be 
done. WMD-CST medical sections acquire the character of 
their team. We strive to be the world’s best. That means not only 
meeting and exceeding the challenge of qualification but also 
quantification. The future, therefore, presents the possibility for 
difficult questions and potentially more difficult answers. We 
need to define and translate success through added value for a 
response into simple terms. This means simplifying the difficult 
questions we have asked and the difficult answers we have deduced 
into operational execution. For example, how do you quantify the 
amount of an uncontained liquid (to include blood in a clinical 
contingency such as a “man-down”) or uncontained white powder 
downrange to allow for further understanding of the threat? 
Further, how do you teach the science of liquid or white powder 
quantification, such as blood loss or predicting the size, weight, 
and number of particles in an unknown white powder to other 
responders in the CST and the greater response community? Blood 
loss is an important variable in patient care, and particle size can 
include or eliminate the respiratory route of entry.

The future is going to be about continuing to ask the question: 
“How do we increase our medical operational and analytical 
leadership?” I believe that the answer is this: Good CST medical 
section analytical and clinical professionals not only grow, they 
grow good analytical and clinical professionals, and the resulting 
intellectual operational growth is exponential.

WMD-CST medical sections acquire the character of their team. 
We strive to be the world’s best. That means not only meeting and 
exceeding the challenge of qualification but also quantification.

Solid red arrows depict a terrorist action and move 
from the origin of a potential hazard in the direction 
of a possible exposure or harm. Blue dashed arrows 
show counter-moves by responders from a sample of 
the potential exposure or harm in the direction of that 
hazard’s origin.
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Coordination Facilitator
While this scenario is fictitious, the threat 
of just such an attack on the U.S. is a very 
real possibility. Fifty-seven CSTs, located 
in each state and territory, are trained 
and equipped to support local, state, and 
federal organizations’ in the management of 
catastrophic events (e.g., chemical, biological, 
radiological, nuclear and high-explosive 
(CBRNE), all-hazard events, terrorist acts, 
etc.), emergency preparedness programs, or 
needs of the incident commander (IC). In 
addition, WMD-CSTs provide valuable civil-
military coordination among other military 
response elements [e.g., Joint Task Force (JTF) 
– State, NG CBRNE Enhanced Response 
Force Package (CERFP), Homeland Response 

Force (HRF), NG Response force (NGRF), or 
other Federal (Title 10) forces].

The Unified Command Suite (UCS) 
provides the critical communications 
capabilities to ensure effective 
communications across all these disparate 
organizations. The UCS aids first responder 
mission accomplishment by providing 
dedicated and continuous communications 
support via a self-contained, rapidly 
deployable, ground-mobile medium-duty 
truck.  

This capability is composed of two 
communication systems, the UCS and 
Advanced Liaison (ADVON), which serves as 
the initial communication element comprised 
of an integrated, rapidly deployable, fully-

mobile communications command suite 
that allows the WMD-CST commander to 
start characterizing the unknown threat 
and establish critical information exchanges 
with local first responders, as well as provide 
initial information to strategic decision 
makers within DoD. The ADVON ensures 
that military communications maintain 
information assurance integrity while 
working collaboratively with civilian response 
units; and simultaneously provide an 
integrated capability.  

Action Variation 
Response capabilities differ based on scope 
and type of disasters, but all share a common 
theme: In order to respond quickly and 
effectively, responders at all levels must work 
seamlessly together, while implementing 
a national approach to domestic incident 
management. An effective response relies on 
the communication system’s ability to provide 
timely, accurate, and accessible information to 
responders, the general public, and all levels 

Event Response Unified Command Suite

COMMUNICATING
Through the Chaos

I
t’s a normal day in Chicago. The city’s three million citizens are going 
about their daily routines, using public transportation to get to and from 
work. Amidst the crowds of tourists and commuters using the city’s 

famous elevated trains—or “L” system—there is a small group of unassuming 
young men boarding a train at Jefferson Park headed downtown. Unknown 
to anyone, this group has radicalized ideological roots, plus specialized 
experience gained in a war thousands of miles away. Their battle-proven 
training, experience, dedication, and know-how has allowed them to create 
powerful devices, carefully concealed in backpacks, which can be placed 
nearly anywhere along Chicago’s renowned shopping area, the Magnificent 
Mile. Quickly and discretely, the men set about placing the backpacks and 
then, without warning, detonate them. During the course of that fateful day, 
in the middle of the morning rush hour, explosions occur throughout the area 
in strategically placed, heavily trafficked locations.  

Sensors and alarms throughout the city ring out, and local response 
elements quickly realize they do not have all of the equipment or expertise 
readily available to respond to an event of this magnitude. The city’s first 
responders—police, fire, and medical professionals—are in need of additional 
expertise for advice and assistance in managing the unfolding incident. 
Fortunately, the Illinois Army National Guard (ILARNG) maintains the 5th 
Weapons of Mass Destruction Civil Support Team (WMD-CST) precisely for 
this reason.

How the Unified Command Suite provides critical 
communications capabilities for homeland defense.
By Mr. Nicholas J. Creswell, Communications Systems Manager, Joint Project Management 
Office for Guardian
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of government. Effective and timely dissemination of information is 
critical in lifesaving and continuity of government (COG) operations 
which, according to the White House’s COG plan, “ensure that 
National Essential Functions continue to be performed during a 
catastrophic emergency.”

Bridging the Comms Gap
While the various governmental departments, from the local first 
responders to the strategic response forces, view consequence 
management somewhat differently, the UCS provides a gateway to 
bring them together in an integrated manner.

The UCS and ADVON provide key communications capabilities 
to the entire response community. Originally, the UCS and ADVON 
were designed to fulfill a specific CBRN mission. The scope of mission, 
however, has changed to include domestic all-hazards response in 
support of civil authorities, and this evolution greatly increases the 
amount of interoperability required at federal, state, and local levels. 
The system continues to adapt to these new challenges. 

The National Guard Bureau (NGB) has also established the 
Homeland Response Force (HRF) and the CBRNE Enhanced 
Response Force Package (CERFP). This asset structure allows for a 
significant military unit response to a geographical area impacted by 
either a WMD or terrorism incident or a natural disaster of extreme 
nature, including our scenario. The WMD-CST, with its associated 

capability, is the tip of this response spear. The UCS has adapted to this 
changing environment and ensures that the National Guard CBRN 
response enterprise utilizes a common tactical architecture as well as 
integrated data networking domain.

Staying Current
In its 15th year of operation, the UCS has undergone multiple system 
modernizations to stay relevant within the emerging national CBRN 
response enterprise. The UCS shelter system is being reconfigured for 
increased operator functionality as well as better physical protection. In 
addition, networking and satellite technologies are being modernized 
not only to avoid obsolescence but also for continued alignment with 
other National Guard response capabilities and Army-directed cyber 
requirements.

 Utilizing the same modernization strategy as the UCS, the 
ADVON shelter system is also being attached to a Ford F-450 prime 
mover. The system is being modernized with additional networking 
capacity as well full Ku band satellite-on-the-move. The adaptability 
of the UCS is not only proven while on mission, but also within the 
defense acquisition process framework.

The UCS has provided mission-critical support for some of the 
most catastrophic incidents to take place in the U.S. in recent years, 
from the tragic devastation of 11 September 2001 to reestablishing 
communications within New Orleans parishes after Hurricane Katrina 

Downtown Chicago. The 5th WMD-CST of the Illinois Army National Guard would respond to any chemical, biological, or nuclear incident in America’s third largest city. (Rob Young)
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Back in Chicago...
The WMD-CST commander has interfaced with the IC 
and received mission objectives pertaining to the threat 
characterization and spread of “hazard” throughout 
multiple buildings in and around the incident scene. 
Utilizing the ADVON, the commander relays instructions 
to the other WMD-CST elements. Once the full WMD-
CST, consisting of the Analytical Laboratory System (ALS) 
and survey elements, is on scene, they immediately begin 
execution of mission objectives to include hazard and 
site characterization. The UCS quickly establishes full 
voice, video, and data reachback to the ILARNG, NGB, 
Pentagon, and other strategic entities while simultaneously 
establishing radio communications between the local 
Chicago incident response, other regional government 
agencies, and WMD-CST survey elements.  

While various governmental departments, from 
local first responders to strategic response forces, view 
consequence management somewhat differently, the 
UCS provides a gateway to bring them together in an 
integrated manner. The WMD-CST survey elements on 
Michigan Avenue are utilizing the down range voice and 
data capabilities provided by the UCS to stream full-
motion video of the incident scene while simultaneously 
maintaining voice communications. As Chicago Fire 
Department personnel on Michigan Avenue are working 
to evacuate citizens, the UCS is used to bridge voice 
communications between the WMD-CST and fire 
department assets.

Shifting wind patterns and characterization of the 
“hazard” as determined by the 5th WMD-CST (Illinois) 
hazard prediction modeler has alerted the Commander 
to the need for additional resources. Requested through 
appropriate channels, 53rd WMD-CST (Indiana) and 
51st WMD-CST (Michigan) are deployed to Chicago 
in support of the Illinois CST. Because of the network 
architecture established by the UCS, the supporting 
WMD-CST commanders, working through the ADVON, 
are able to access site characterization and hazard 
prediction information quickly, and begin to interact with 
the Illinois WMD-CST, already on scene in Chicago, while 
in route. 

Critical communications are maintained via 
telephone and radio, as well as by pictures and near real-
time streaming video. Once on scene, all WMD-CSTs’ 
UCS and ADVON are seamlessly integrated. As incident 
response capability and management escalates, the UCS 
architecture continues to extend voice, video, and data 
capabilities to those additional elements and decision 
makers throughout the entire response and recovery 
effort.

in August 2005 to the chaos and confusion of the Boston Marathon 
bombing on 15 April 2013.  Through countless natural disasters and 
crises, the systems are some of the most visible elements used to protect 
the U.S.  The WMD-CSTs and the UCS system are truly national 
assets—there when needed, performing admirably, to assist and advise 
our communities’ first responders.

The Unified Command Suite aids first responders by providing dedicated and continuous 
communications support through a self-contained, rapidly deployable, ground-mobile medium-duty 
truck. (Illinois Army National Guard)  
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Disaster Training 
Simulator Introduced
Argon Electronics, Inc, supplier 
of CBRN and hazardous 
materials simulation products, 
has introduced a simulator 
for the Bruker RAID-M100 
chemical warfare detector.  The 
RAID-M100-SIM is a high 
fidelity training simulator 
capable of responding to safe, 
environmentally friendly 
electronic simulation chemical 
warfare agent and TIC sources 
permitting the simulation of 
contamination, decontamination, 
and persistency. RAID-M100-SIM 
includes simulation confidence 
testers, sieve pack, drying filter 
and dopant.

In addition to incorporating 
Argon’s patented operator error 
reporting technology, the RAID-
M100-SIM is also compatible 
with PlumeSIM, providing CBRN 
instructors with the world’s most 
powerful CBRN training system.

Argon will also be 
demonstrating a wide range of 
chemical warfare and radiological 
simulators at the Future Forces 
conference, and members of the 
company will present a paper 
discussing the best practice in 
the use of simulation for CBRN 
training within NATO.

More info: argonelectronics.
com

Imaging IR 
Thermometer Released
FLIR Systems, Inc, a leading 
producer of thermal imaging, 
night vision, and infrared camera 
technology, recently released its 
TG165 Imaging IR Thermometer, 
a powerful, compact tool that 
enables viewing of invisible heat 
patterns, measures temperatures 
accurately, and conveniently 
stores images and measurement 
data for reporting.

Built around FLIR’s exclusive 
Lepton(R) micro thermal imaging 
camera core, the TG165’s thermal 
imaging technology provides 
users the ability to see where 
problems exist prior to measuring 

the severity of the problem with 
its built-in spot temperature 
capability.

Fast and easy to use, the 
TG165 lets users get right to 
work with an intuitive point 
and shoot capability. Its dual 
rotating lasers visually mark the 
size and location of what is being 
measured, while the on-screen 
crosshair pinpoints the region 
on the thermal image. The 
TG165 is designed to withstand 
a two-meter drop, making it 
rugged enough for industrial 
professionals while offering the 
simplicity valued by do-it-yourself 
homeowners.

More info: flir.com

Army Adopts Dermal-
delivered Ebola Drug
Microdermis Corporation, 
a privately held life sciences 
company with focus on military 
medicine and particularly 
infectious disease prevention, has 
announced that its new antiseptic 
product, Provodine, which 
incorporates a novel drug-dermal 
delivery system, has been adopted 
and will be deployed by the U.S. 
Army in the fight against Ebola 
virus in West Africa. 

Provodine is being applied as 
a final “molecular barrier” to viral 
exposure for healthcare workers 
and emergency responders using 
traditional layers of protective 
equipment. Preliminary testing 
by the U.S. Army Medical 
Research Institute of Infectious 
Diseases (USAMRIID) has 
demonstrated that Provodine 
provides superior antiseptic 
protection within 30 seconds of 
exposure with a greater than 99 
percent kill-rate against Ebola 
virus particles. The duration of 
the killing effect, also known as 
“active kill,” was initially tested at 
time points of up to two hours. 

Further testing is underway 
by USAMRIID under a Material 
Transfer Agreement (MTA) to 
confirm the active kill up to nine 
hours.

More info: microdermis.com
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Local Outlook Houlton Sector

T he border between Canada and the U.S. is one of the 
world’s longest and most peaceful, yet policing it remains 
an essential and challenging task for both countries. In 

Maine, the U.S. Border Patrol’s Houlton Sector consists of 611 
miles of rough terrain, with about 300 more coastal miles. The 
area is cold and snowy in the winter with dense foliage and 
swarms of mosquitos in the summer. Beautiful, to be sure, but 
no paradise for law enforcement. 

In terms of climate and terrain, the contrast with America’s 
Southern border is clear; however, the Canadian frontier 
is not crime-free. Illicit activities occur, and the Border 
Patrol must perform law enforcement and counterterrorism 
missions vigilantly, even in the wilderness of Maine. Houlton 
Sector exemplifies how “out of the way” border areas can be 
monitored without large amounts of manpower. To fulfill 
their mission, the sector’s 202 agents utilize forward operating 
bases, enhanced equipment, intelligence sharing, public 
awareness, and, of course, grit. 

Crime off the Highway
Interstate 95, one of the most trafficked highways in the U.S., 
has its northern terminus in Houlton, ME. So while the sector 
itself is isolated, it could serve as a convenient pass-through 
point for criminals seeking the huge markets of East Coast 
metropolises. Getting around ports of entry isn’t easy, but 
neither is policing the wilderness. 

Houlton Sector Intelligence Unit Patrol Agent in Charge 
Tony Barker told S&BP that the sector’s geography presents a 
special challenge. “The diversity of our operating area makes 
it very unique,” Barker said. Agents must work in the choppy 
waters of the Atlantic as well as urban areas and deep woods. 

The Border Patrol interdicts a variety of crimes in Houlton 
Sector, with no one type predominating. Transnational 
criminal organizations from Canada operate in the area, 
and narcotics and illegal alien smuggling are concerns. The 
Border Patrol must apprehend those who avoid official ports of 
entry. “We run into Canadian citizens with criminal records 
which make them inadmissible … so they try to enter the U.S. 
surreptitiously,” said Division Chief Patrick Murphy. “We 
[also] run into foreign nationals who have temporary status in 
Canada that may be running out, so they try to secretly enter 
the U.S.” 

These issues, however, are part of a larger, and challenging, 

responsibility. “Realistically speaking, I can’t say we focus just 
on narcotics or illegal aliens,” Barker said. “We’re truly an all 
threats agency that tries to provide the utmost security for the 
state.”

To accomplish this mission, agents are known to use 
snowmobiles, four-wheelers, and snowshoes; however, much 
of Houlton Sector’s equipment is identical to that used on the 
Mexican frontier. “Border Patrol work has core responsibilities 
and roles,” Barker stressed. “A lot of those are learned on the 
Southern border and are applied on the Northern border in the 
same fashion.”

Adding Depth to Enforcement
The first order of enforcement is simple: dedicated agents. 
Barker emphasized that agents are always on patrol. 
Circumstances dictate schedule; agents will stay on the job for 
as long as necessary to address the intelligence and the threat. 
Yet it’s clear from speaking with Houlton Sector agents that 
geography profoundly affects their operations, and finding 
ways to strengthen their capabilities at critical junctures 
is a priority. One way of doing this is having the Air and 
Marine Branch of Customs and Border Protection provide 
transportation across large areas. This can allow for a rapid 
response to actionable intelligence, effectively focusing limited 
resources. 

Forward operating bases (FOBs) are another force 
multiplier used in Houlton Sector. Often tucked away in 
arduous wilderness areas, these camps (usually permanent 
structures) help agents gain situational awareness and assist in 
rapid response. This “organic approach,” according to Barker, 
lets the Border Patrol “launch full operations out of [these 
facilities] in order to forward deploy agents to wilderness-type 

Prizing international and local cooperation, the
Border Patrol monitors Maine.
By George Jagels and Steve Melito

A Border Patrol agent leaving Camp Quinton for a snowmobile patrol in the remote northern 
woods of Maine. (DHS)
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operational environments [for] rapid response to threats and 
actionable intelligence.” 

Manpower stationed at FOBs varies, but a base’s capabilities 
are permanent. Along with full communications capabilities 
and housing for agents all year, FOBs allow agents to gain 
situational awareness on off-the-grid areas that have, 
historically, been very difficult to patrol, thus allowing them 
to determine threats, risks, and vulnerabilities, Murphy told 
S&BP. “If we don’t have any deployment in an area for a long 
period of time and we’re relying on anecdotal information, we 
don’t have a clear picture of what the actual situation is in that 
area. FOBs allow us to deploy specially trained agents for a 
time period … [so we can] gain better situational awareness.”

Partners: Local and Canadian
To strengthen its capabilities, Houlton Sector works with 
federal, state, tribal, and local authorities to better monitor the 
border. This “whole of government approach” is another way 
to increase the agency’s reach without requiring permanent 
personnel increases or significant investments. The Maine 
Warden Service and Border Patrol, Barker noted, have 
developed a close relationship. Both agencies operate in the 
state’s vast wilderness and share intelligence frequently. 

The Department of Homeland Security (DHS) grant 

program Operation Stonegarden (OPSG) has made cooperation 
easier by funding overtime and equipment purchases by 
local and state agencies that participate in homeland security 
missions. Through OPSG, the Maine State Police may enhance 
their patrol duties in an area where Border Patrol intelligence 
indicates more illegal activity is likely to occur. Each agency 
is still focused on its own primary mission, but OPSG funding 
fosters a more symbiotic relationship. “It helps other agencies 
come to the table and help us with our mission,” Murphy said.

Interagency cooperation with Canadian authorities is just 
as critical. Barker referred to the Royal Canadian Mounted 
Police, Canadian Border Services Agency, and Canadian 
intelligence service as “partners” with whom the Border Patrol 
collaborates constantly. The Integrated Border Enforcement 
Team program, for example, is a bi-national partnership that 
gives the Border Patrol a way to share information quickly with 
Canadian law enforcement. This program, Barker noted, helps 
“keep intelligence fresh and actionable” while adding another 
layer of depth, effectively “pushing the border out” through 
greater capabilities. 

“Criminals don’t worry about borders,” Murphy said. “In 
fact, they capitalize on them … We figured out a long time ago 
that working together with our Canadian partners … we could 
eliminate the border as a barrier to our enforcement efforts.” 
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Technology for All Conditions
Houlton Sector uses a variety of open-
source and DHS-specific technology 
to monitor the border. Working with 
the CBP’s Enforcement Technology 
Program (ETP), its last major project 
was a ruggedized Mobile Video 
Surveillance System, or scope truck. 
Used mainly during darkness, the 
truck’s thermal imaging is effective 
both day and night. The camera and 
lift were adapted to the Northern 
border, and the vehicle is deployed 
throughout the sector. ETP also 
deployed the most recent pole camera 
system. CBP’s Office of Technology, 
Innovation, and Acquisition assists 
the sector in deploying other 
technologies. Open source tech is 
also used, such as unattended ground 
sensors. Agents declined to discuss 
the make and model of either the 
camera or sensors.  

Barker praised the modernization of the sector’s land 
mobile radio system, often known as tactical communications. 

“Historically speaking, interoperability between state, local, 
county, and tribal partners was ad hoc,” he said. In other 
words, communications systems didn’t talk to each other. 
To address this, Border Patrol partnered with the Maine 
Emergency Management Agency to examine the problem 
holistically and find solutions. The result is a narrow-band, 
fully encrypted system with increased coverage through more 
numerous repeater towers. This was done in conjunction with 
state authorities, who will soon be fully integrated into the 
system. Here the “whole-of-government” approach is in action.

“This is a state-of-the-art, cutting-edge tactical 
communications platform that we rolled out,” Barker added. “It 
goes beyond [Maine]. It’s really an all DHS approach.” FEMA, 
Secret Service, and the Coast Guard are also integrated into 
the system through a DHS common network.

The Beyond the Border Initiative, a plan for integrated 
perimeter security between the U.S. and Canada, requires 
interoperability between U.S. and Canadian tactical 
communications. Despite the differences between the two 
countries’ systems, voice-over Internet protocol technology 
allows these independent systems to communicate. The project 
is ongoing, and proof-of-concept testing has been successful. 

Staying Local
As a large, rural, and relatively lightly trafficked area, 
Houlton Sector relies on local citizens to provide agents an 
extra advantage. In August 2014, an area resident called the 
Border Patrol to report that a person walking along the border 
seemed very out of place. Agents responded and apprehended 
a Rwandan for whom Canadian authorities had issued an 
arrest warrant for war crimes. “These are the kind of stories 
you don’t hear about in the numbers,” Murphy said. “We try 
to gain trust and understanding within the community … No 
matter how many agents we have, we can’t be everywhere at all 
times, but we have so many extra sets of eyes and ears with our 
community members.”

     3rd DoD UNMANNED  
     SYSTEMS SUMMIT 

  March 18-19, 2015 
  The Mary M. Gates Learning Center  

    Alexandria, VA 

  Presented by Defense Strategies Institute    

“Improving the Efficiency and Effectiveness of 
Current & Near Term Systems”       

                        

REGISTER NOW : 
http://unmannedsystems.dsigroup.org 

           (Mil/Gov attend complimentary) 

Local Outlook Houlton Sector

A recently installed digital radio tower in Maine provides 
enhanced interoperability between public safety and law 

enforcement organizations. (DHS)
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Small Arms Spotlight Optics

By George Jagels

W hether one serves in the military or law enforcement, 
shooting accurately is incredibly important. And while 
proper weapons and practice are irreplaceable, optics 

advances have made the average shooter quite a bit better. Now 
that many Army and Air Force and all Marine Corps rifles carry 
optics, they are no longer a specialized tool confined to the sniper 
community.

Testing Trijicon’s Ruggedized Miniature Reflex (RMR) sight and 
Variable Combat Optical Gunsight (VCOG), I was stunned at their 
ease of use and durability. Even an inexperienced shooter could hit 
steel 300 yards away without taking tens of seconds to reset, or hit 
targets with a pistol in quick succession or at extended distances of 
75 to 100 yards. Marked improvements have been documented by 
more accomplished shooters as well. As for durability, one could 
drop a rock on either of Trijicon’s sights without the slightest effect 
on its operation. In the intensity of a gunfight, these features could 
prove life savers for police and soldiers alike.

Rifle Optic: The VCOG
A 1x6 rifle scope with adjustable illumination, the VCOG is 
straightforward for the user and produces sophisticated results. It 
is parallax adjusted at 100 meters, which helps to compensate for 
imperfect alignment inevitable in tactical situations. The first focal 
plane reticle ensures accuracy at all magnification settings from 
room entry distances out to 800 meters. 

Frank Martello, head of law enforcement business development 
for Trijicon, noted that the VCOG’s versatility is what makes it a full 
mission-capable optic. Whether in close quarters or hundreds of 
yards away, the optic is clear and accurate. Adjusting magnification 
and reticle illumination is very user friendly—I did so without issue 
even with numb hands on a cold day. Trijicon currently produces 
VCOG reticles for 5.56, 7.62, and .300 blackout calibers, and the 
company plans on introducing a 4x8 version in the future.

The Marine Corps exclusively uses the Advanced Combat 

Optical Gunsight (ACOG), as do many Army and Air Force combat 
units. They have proven to be very durable over the years in combat 
operations in Iraq and Afghanistan, according to Martello, and the 
VCOG has similar characteristics. He cited day and reduced light 
versatility as a factor which is also critical to both military and law 
enforcement. “[Strict] rules of engagement for both military and law 
enforcement personnel make magnified optics particularly valuable 
in the area of threat identification.” 

Handguns/Long Guns: The RMR
Iron sights may never leave us, but optics improvements are making 
them more and more obsolete. Trijicon’s RMR (which weighs just 
over one ounce) fits snuggly on the slide of a semi-automatic pistol, 
and the shooter looks through the rectangular glass at a red dot--
essentially a hologram--superimposed over the target. This may not 
seem remarkable, yet the advantages are numerous whether on a 
handgun, rifle, or shotgun. 

“The reflex sight on service handguns will be as revolutionary 
for law enforcement as the switch from revolvers to semi-automatic 
pistols was,” Martello claimed. He cited two main reasons. First, a 
single plane of reference rather than two with iron sights means that 
acquiring and maintaining a good sight picture is easier and faster. 
In a gunfight, stress diminishes depth perception, and the reticle dot 
allows the shooter to look at the target instead of the sights. Second, 
the RMR allows shooters to naturally engage targets with both eyes 
open, thus increasing situational awareness. 

I found the sight remarkably easy to use shooting from seven to 
25 yards—within which FBI statistics show the majority of police 
shootings occur—while increasing distances show increasing 
benefits relative to traditional sights. Average shooters with basic 
skills can consistently hit silhouette targets out to 100 yards. Since 
the RMR is made of 7075-T6 aluminum, the durability of the sight 
is remarkable: I saw it pounded against a wooden table to no effect 
in either functioning or holding zero. The RMR comes in LED, 
adjustable LED, and dual-illuminated (no batteries) models.

EYE CATCHERS
The Ruggedized Miniature Reflex sight (Trijicon)The Variable Combat Optical Gunsight (Trijicon)

Sights for Rifles and Pistols Redefine Target Acquisition and Accuracy
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W ith the U.S. Marine Corps 
simultaneously deployed 
abroad and looking to reset 

its forces after two major campaigns, 
the coming years will be critical for 
equipment procurement. To flesh 
out current and future USMC arms 
buys and modifications, S&BP 
spoke with Lieutenant Colonel John 
Ethan Smith, who serves as Product 
Manager Infantry Weapons (PdM 
IW) within the Program Manager for 
Infantry Weapons at Marine Corps 
Systems Command. 

As an infantryman before 
entering the acquisition field, Smith 
knows the value of feedback from Marines. Infantrymen and 
maintenance personnel work in his office. Between regular lines 
of communication and discussions with capability developers 
and training institutions, he said, “There’s a kind of constant 
conversation amongst Marines about the state of the weapons, 
what’s working and not working … There’s a very real connection 
between Marines in the product office and our counterparts 
operating in the field.”

Adjustable Stock for the M16
Commanders and training institutions are now authorized to 
modify the M16A4 with a collapsible butt stock as necessary; 
however, the basic characteristics of the weapon remain 
unchanged. Done in a common program with the Army, the 
collapsible stock is a reaction to the widespread use of optics. In the 
last two major conflicts, Smith said, “the Marine Corps decided 
we would go with optics on all our carbines and service rifles, and 
you need to have the appropriate eye relief—the distance between 
the retina and rear glass.” This created a challenge for very tall and 
short Marines, especially when wearing body armor.

To solve this problem, and after evaluating a number of 
alternatives, the two services embarked on a years-long effort to 
ensure the collapsible stock was as reliable as the original.

Machine Gun Improvements
In another common program with the Army, the M240B, a general 
purpose machine gun using 7.62mm ammunition, is also getting a 
collapsible butt stock for the same reason. PdM IW is also fielding 
better bipod legs to accommodate uneven terrain. 

In an additional improvement for the M240B, the Product 
Manager for Optics and Non-Lethal Systems (PdM ONS) is 
currently fielding the AN/PAS-13G(V)1 Light Weapon Thermal 
Sight (LWTS), a compact, durable, battery-powered thermal sight 
that uses an infrared imaging sensor for target acquisition and 
engagement in almost any condition, day or night. Lieutenant 

Colonel Antonio Scoffield, who 
heads PdM ONS, said they plan on 
completing fielding of the sight to 
active and Reserve forces in 2016.

Old Standard Drops Weight
The M122 tripod was developed 
before World War II and has seen 
continuous service since. Smith’s 
office is working to cut the tripod’s 
weight from 12 to about eight 
pounds. At first glance this may 
seem rather banal, but the increasing 
gear requirements of infantryman 
demand weight be shed somewhere. 
Government offices are working to 

identify technical solutions to achieve this. According to Smith, 
the eventual goal of the Marine Corps is to field this lighter-weight 
tripod with every M240B and remaining M249 in service. 

Modifying the .50 Cal
Jointly with the Army, Smith’s office has also developed a 
modification to the M2 .50 caliber machine gun to accept a quick-
change barrel and have fixed headspace and timing. The gun’s 
high rate of fire, which can reach over 500 rounds a minute, causes 
overheating, and the barrel change option should mitigate some of 
these effects.

Currently, headspace and timing are set by the operator when the 
weapon is removed from the armory. A gauge is used to determine 
the distance between the bolt and the chamber. “This modification 
eliminates the requirement for an operator-level maintenance check 
to make sure the weapon is functioning correctly,” Smith told S&BP.  

Procurement on these modifications is complete, and Smith 
anticipates beginning to field them in FY 16 by cycling weapons 
through the USMC’s Albany, GA, facility. 

To increase the effectiveness of the modified M2, the AN/PSQ-
23A Micro Laser Ranger Finder (MLRF) is scheduled to appear 
in 2016. This multifunction device will help “determine range to 

targets and far target 
locations, to control fires 
using embedded aiming 
lights, and to illuminate 
targets at night for 
Marines equipped 
with image intensified 
night vision devices,” 
according to Scoffield. 
The MLRF can be 
mounted on the machine 
gun or tripod, or held in 
hand. 

Small Arms Spotlight USMC Procurement

STAYING READY FOR THE NEXT FIGHT
USMC SMALL ARMS ACQUISITION EFFORTS

The Light Weapon Thermal Sight is a compact, 
durable, battery powered thermal sight that can 
be employed on the M240B Medium Machine Gun 
and M249 Light Machine Gun. The sight operates 
in day, night, smoke, fog, dust, or haze. (USMC)

By George Jagels

Machine gunners fire the .50 caliber M2 machine gun. The upgraded M2 will 
feature a quick-change barrel and fixed headspace and timing. (USMC)
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Small Arms Spotlight USMC Procurement

Sniper Rifle Upgrades
With a range of around 1,000 yards and some of the world’s 
best shooters behind the scope, the M40A5 sniper rifle is quite 
capable, but Smith stressed that his office is closely tied to the 

user community in order to constantly improve the weapon. The 
system is completely controlled by the Marine Corps, and the 
service has approximately 1,000 of the rifles. 

Remington was awarded a contract in October for an 
aluminum frame modular stock. Low-rate production on the new 
modular stock version of the rifle, the M40A6, will commence 
in January 2015. To lay-in and cure a stock into the receiver 
requires a major time and resource commitment for USMC 
gunsmiths, whereas a modular stock diminishes production and 
recapitalization time. It also improves mobility and cuts down the 
weapon’s profile while offering more rail space on which to mount 
attachments.  

Smith is also evaluating options for reducing the 24-inch “bull” 
barrel, which is very heavy, down to around 19 inches—without, of 
course, giving up accuracy or range. “We’re looking at the effect of 
different twist rates to maintain the same precision while reducing 
the length of the barrel,” he said. 

Marine snipers will have an upgraded range finder for their 
new rifle as well. The Sniper Range Finder (SRF) “will contain an 
aiming laser capability to give the operator the ability to point to 
targets during the day or at night,” Scoffield said. Snipers will be 
able to rapidly determine a target’s range for standard man and 
vehicle-size targets with the system, which can be mounted to both 
sniper rifles and the Scout Sniper Observation Telescope.

A Marine sights in a M40A5 bolt action sniper rifle at an unknown distance qualification range. 
The new version of the M40 will feature a modular stock and, in the future, may have a shorter 
barrel. (USMC)
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Leadership Perspective

Orchestrating
Counterproliferation

Mrs. Maja Lehnus
Director
National Counterproliferation Center
Directorate of National Intelligence

Mrs. Maja Lehnus became the Director of the National 
Counterproliferation Center in January 2012. She came to 
NCPC after serving as Director of the Weapons Intelligence, 
Nonproliferation, and Arms Control Center (WINPAC) since 
2007. Previously, she served as Deputy Director of WINPAC 
since December 2003. WINPAC is chartered with assessing 
the strategic threat posed by foreign weapons, monitoring 
nonproliferation and arms control agreements, and combating 
proliferation.

Mrs. Lehnus has held a wide range of management positions 
working weapons-related issues. She drove analytic programs 
related to foreign delivery systems, space and counterspace 
systems, advanced conventional weapons developments, 
emerging technologies, and nuclear capabilities. Mrs. Lehnus 
also led special CIA and intelligence community projects. Her 
analytic career focused on the analysis of foreign weapons 
systems, heavily leveraging technical data sources.

Interview by George Jagels and Steve Melito

S&BP: Please discuss your office’s principal functions and 
goals and explain how the NCPC fits into the intelligence 
community. 

Mrs. Lehnus: The National Counterproliferation Center (NCPC) 
is a core intelligence mission in the Office of the Director of National 
Intelligence (DNI). My job is to integrate and synchronize the 
efforts of various elements of the intelligence community’s (IC’s) 
counterproliferation (CP) community to help the U.S. government 
counter the threats caused by the proliferation of chemical, biological, 
and nuclear weapons. NCPC develops and provides the IC with 
strategic guidance to enhance intelligence support to U.S. efforts to 
stem the proliferation of weapons of mass destruction (WMD) and 
related delivery systems, and monitors IC progress against strategic 
goals. I am also dual-hatted as the National Intelligence Manager 
(NIM) for CP, working closely with other functional and geographic 
NIMs to develop, plan, and execute the Unifying Intelligence Strategies.
 
S&BP: NCPC has four directorates, each lead by a deputy 
director. How do these directorates coordinate their regular 
activities, and what is your role in this process?

How the Intel Community Prevents the Spread, 
and Counters the Threat, of WMD 

Mrs. Lehnus: The deputy directors routinely meet to coordinate 
the numerous activities across the Center. Additionally, NCPC holds 
meetings twice a week to ensure cooperation. The deputy director role 
at NCPC is to provide strategic oversight across the Directorates to 
integrate the individual efforts. The Center is highly matrixed, with 
many activities involving officers from multiple directorates.

S&BP: What is some of the technical expertise you have at 
NCPC? How is it relevant to your work? 

Mrs. Lehnus: Around half of the NCPC officers are DNI cadre 
officers and the other half are detailees from other organizations, 
including CIA, DIA, NGA, NSA, DOE, and the military. Our officers 
have a wide variety of backgrounds, offering biological, chemical, 
nuclear, terrorism, and delivery system expertise as well as in-depth 
understanding of policy, operational, military, and collection support. 
Having such a variety of experiences and expertise on hand is critical 
to successfully understanding and integrating the CP-WMD effort.

S&BP: Please discuss how the NCPC looks beyond 
proliferation as a technical problem. What non-technical 
drivers do you analyze? How do you do this?

Mrs. Lehnus: NCPC helps the IC by developing strategies and 
actions to counter the current WMD threat and anticipate and 
counter future WMD proliferation, but does not itself perform 
an analytic function. We look beyond the technical problem by 
developing training, providing IC collaboration opportunities, and 
promoting multi-disciplinary efforts to address both technical issues 
and non-technical drivers, including political, economic, and security 
issues. 



tacticaldefensemedia.com S&BP and CST & CBRNE  |  Winter 2014/15 | 27   

Leadership Perspective

Advancing CBRN Response, Defense &  
Technology Readiness  

March 16-17, 2015 | Alexandria, VA 

Register, Exhibit  
& Download Agenda:  
 JointCBRN.dsigroup.org 

Defense Strategies Institute: 

3rd Annual Joint Civil & 
DoD CBRN Symposium 

FREE For Military & Government!  

S&BP: The Counterprolfieration Integration Board (CPIB) is 
tasked with advising and assisting the NCPC Director. How 
does this work in practice?

Mrs. Lehnus: The CPIB is comprised of the leaders and managers 
of the various elements in the IC working the CP mission who own 
the resources doing the mission. NCPC develops and implements 
strategies to further the mission, and buy-in from the CPIB members 
results in their resources being applied to that implementation. 
The CPIB meets regularly throughout the year to advise and assist 
me in developing coordinated, integrated, and effective CP-WMD 
strategies; evaluating IC performance against gaps and requirements; 
and examining strategic investments to advance the mission. NCPC 
and CPIB use multiple methods to evaluate the IC’s performance 
against key intelligence issues. These include using metrics to evaluate 
collection and analysis against key performance goals. The CPIB 
developed and updates a list of our highest priority CP threats, for 
which I implemented campaigns to make progress against these 
threats.  The campaigns focus on closing key intelligence gaps through 
integrated IC collection and exploitation efforts.

S&BP: Are you more concerned about state actors with 
WMD or non-state actors? Why? 

Mrs. Lehnus: I am very concerned about both state and non-
state actors with WMD. That said, terrorists’ acquisition of WMD 
capabilities is one of the highest priority national security threats 
facing the U.S. today and for the foreseeable future. The efforts of 
states, terrorists, and armed groups to acquire, develop, or mobilize 
resources for WMD purposes are closely monitored, as it is the U.S. 
government’s focus to discourage, prevent, roll back, or eliminate 
these capabilities. The globalization of technology is lowering the 
barrier and increasing the potential threat for terrorist acquisition of 
WMD expertise and material. Terrorist groups [still] need to acquire 
WMD-relevant expertise and material from either a state WMD 
program or from an academic or commercial entity involved in related 
research or production, so it is very important to monitor state WMD 
programs—particularly those with security vulnerabilities or a history 
of proliferation.  

S&BP: How does the NCPC keep track of WMDs in unstable 
countries such as Syria? What about dual-use materials? 

Mrs. Lehnus: NCPC facilitates the monitoring of WMD material in 
an unstable country in the same manner as a stable one, by leveraging 
IC resources and managing performance against gaps. Unstable 
country coverage may require more focus on the WMD-terrorism 
nexus and coordination between the CP and counterterrorism (CT) 
communities to better track material in the event of a crisis. We have 
taken a number of steps to prepare for a possible crisis—whether that 
be WMD use or loss of control. We host table top exercises that allow 
the IC the opportunity to work through various crisis scenarios, and 
have established Senior Leadership Panels and put in place auto-
recall capabilities that allow us to convene NCPC, NIM, and National 
Counterterrorism Center leaders, who own the key resources working 
the particular mission, on short notice. NCPC ensures that the CP 
community provides the relevant intelligence to key policymakers who 
make decisions on the export of dual-use materials.  

S&BP: A major portion of intelligence analysis seems to 
be prediction. How does NCPC look ahead to find and 
strategize against potential future WMD threats?

Mrs. Lehnus: NCPC assists in identifying over-the-horizon 
(OTH) proliferation concerns and requirements, and develops 
strategies to ensure the IC is well-positioned to address these 
OTH concerns. Coordinating the use of a variety of collection 
techniques, tradecraft skills, and IC collaboration is key in this 
effort.

S&BP: Please describe some of the newest or most 
successful counterproliferation tools NCPC has utilized.

Mrs. Lehnus: In addition to leveraging the CPIB and the 
Campaign structure to prioritize threats, we have also been 
successful in implementing cross-cutting initiatives that increase 
the IC’s capability to perform the mission. Each cross-cutting 
initiative supports multiple campaigns as well as other CP-WMD 
mission areas, including programs that improve the IC’s ability 
to follow people, follow money, and track ships. NCPC also 
utilizes experts inside and outside of government to advance the 
mission, including a Biological Sciences Experts Group to leverage 
academic and industrial scientific talent and a panel of former 
senior government officials.
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Threats
to the Grid

Invisible Electromagnetic weapons and 
cyberwarfare could disable some or all of 
the U.S. power grid. S&BP asks leading 
experts to assess these threats and 
recommend countermeasures. 

By Steve Melito, S&BP Editor

D r. William A. Radasky is an expert in improvised 
electromagnetic interference (IEMI), a term that he 
coined more than 20 years ago. During his 46-year 

career, he’s authored over 450 technical papers, articles, 
and reports about EMI, a disturbance that interrupts the 
operation of electronic circuits. In today’s world of high-
speed electronics operating at low internal voltages, short 
but sharp pulses of energy can disrupt or disable the digital 
technologies upon which the grid depends. The damage 
can be accidental or unintentional, but EMI can also be 
used as a weapon—and from a distance. 

As the chair of International Electrotechnical 
Commission Subcommittee 77C, Radasky writes the 
standards designed to protect digital controls against IEMI. 
As the president of the Metatech Corporation, he performs 
IEMI assessments of critical infrastructure such as power 
plants. The American way of life—and life itself—depends 
upon the controlled supply of electricity. If an adversary 
were to disable the power grid, warned a 2008 U.S. 
Congressional Commission, “[T]he consequences are likely 
to be catastrophic, and many people may ultimately die for 
lack of the basic elements necessary to sustain life in dense 
urban and suburban communities.”

Understanding the IEMI Threat
IEMI attacks are not aimed directly at transformers, 
electrical devices that transform electricity from one 
voltage to another and transfer energy between circuits. 
Instead, intentional EMI threatens the sensitive electronics 
that control transformers. In the power grid, electronics 
are used in high-voltage substations, facilities with 
computerized relays and communications gear; control 
centers that are connected to a power company’s high-
voltage substations; and to the facilities themselves. Today, 
these power generating facilities are operated by companies 
that sell electricity to the grid, and that use electronics to 
control the flow of fuel and to monitor the power output. 

In Radasky’s opinion, “Each power station is not 
critical by itself,” but the loss of controls at a nuclear power 
plant could create “significant problems” if operators were 
unable to shut down the facility properly. Nuclear power 
plants typically have better physical security, however, 
including fences and other physical barriers that prevent 
unauthorized access and even impede an adversary’s ability 
to approach the facility itself.

The “most critical” areas where electronics are used, 
Radasky contended, are at the high-voltage substations, 
which are typically unmanned; and the control centers 
where power companies manage and monitor their 
service areas. A single company may have several hundred 
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substations, but the loss of just two or more 
that transfer a large amount of power could 
disable the regional grid. (In the United States, 
there are three main regional grids: Eastern, 
Western, and Texas). “This is what happened 
in Ohio in 2003,” Radasky explained, when an 
outage on a hot summer day “cascaded to take 
out 50 million people in the Eastern grid and 
part of Canada.”

IEMI Device Design and Delivery
IEMI weapons can be the size of a cell 
phone, Radasky told S&BP, but smaller 
devices are “limited in scope” since distance 
is a factor with electromagnetic fields. In 
other words, the deployment of a handheld 
weapon requires close proximity to the 
target. Briefcase-sized IEMI devices are more 
powerful, but vehicle-mounted weapons 
provide even greater capabilities—and from 
a safer distance, such as beyond a facility’s 
fence. The bed of a pickup truck can provide 
a platform, as does the interior of a van with 
fiberglass side panels that are transparent to 
electromagnetic radiation. 

Sourcing the parts for an IEMI weapon 
isn’t as simple as taking a trip to the mall, 
but components are commercially available. 
Surplus radars can be weaponized.  Though 
expensive and difficult to transport, the MRI 
machines used in hospitals would be “very 
dangerous” if used as weapons, Radasky 
noted. The technical knowledge that’s needed 
to build an IEMI device is not especially great 
either. As Radasky explained, “There have 
been several studies in which second-year 
engineering students have built one.”

Readers may recall that an IEMI device 
featured prominently in the 2001 movie 
Ocean’s Eleven, but use of these weapons 
isn’t limited to Hollywood fiction. In May 
2012, over 500 airplanes in South Korea 
experienced global positioning system (GPS) 
failure from electromagnetic fields that were 
traced to the North Korean city of Kaesong. 
Two years earlier, North Korea reportedly 
purchased truck-based systems that could 
jam GPS signals. IEMI weapons were used in 
Chechnya against the Russian military and in 
Moscow against a standard telephone system. 
“Over 200,000 people went without phones,” 
Radasky said. The attack wasn’t deadly, but it 
was still highly disruptive.

HEMP vs. IEMI
These events are well-known to those who 
track IEMI attacks, but the possibility of a 
high-altitude electromagnetic pulse (HEMP) 
also concerns experts. The detonation of a 
nuclear weapon above 30 kilometers in the 
atmosphere could affect a wide area across 
the United States, and represents a potential 
threat. Radasky contended that IEMI is more 
realistic than HEMP, however, because only a 
limited number of countries could deliver and 
detonate a high-altitude missile over the U.S. 
heartland. Moreover, IEMI weapons don’t 
require explosives, which are significantly 
more difficult to acquire than commercially-
available electronic components. IEMI 
weapons also offer plausible deniability since 
they can disable targets without the tell-tale 
signs of a missile launch. 

Compared to a HEMP attack then, an 

IEMI weapon is relatively easy to acquire, 
assemble, and deploy. The effects of an IEMI 
device are more localized, but a coordinated 
effort to disable a limited number of high-
value transformers could prove disastrous. 
In a 12 March 2014 article in the Wall Street 
Journal, the former chair of the Federal 
Energy Regulatory Commission (FERC), John 
Wellinghoff, made this point, explaining that 
the disruption of just nine major transformers 
could cause a nationwide blackout. FERC 
has since approved Physical Security Grid 
Reliability Standards for the bulk power 
system, but concerns about IEMI weapons 
remain. 

How to Harden Facilities
FERC’s focus on physical security follows an 
April 2013 rifle attack on transformers near 
California’s Silicon Valley. The regulatory 
agency is also concerned about substation 
security, Radasky said, including at remote 
facilities on the southern border. In the event 
of a “terrorist attack in the middle of the 
night,” he explained, repair crews would need 
hours to reach some locations. The possibility 
of such an attack may seem unlikely, but 
“there’s concern about terrorists hiding 
among the other immigrants” who cross the 
U.S.-Mexican border, Radasky said. 

Today, electrical substations are installing 
security measures such as cameras, fences, 
and even radar. Cameras require monitoring, 
however, and that can challenge utilities 
where a handful of control room employees 
are responsible for watching video footage 
of hundreds of substations. Fences require 
periodic maintenance, though they do put 
distance between attackers and their targets. 
A “big fence footprint” helps support IEMI 
defense, Radasky explained, because the 
further a device is from its intended target, 
the less damage it will likely do.

However, fences alone won’t protect 
the grid from the effects of IEMI attacks. 
Power generation and transmission facilities 
need to harden walls with rebar or metal 
lining, eliminate windows or shield them 
with wire mesh, replace wires with fiber-
optic cables, and protect cables with metal 
jacketing. Cables leading into buildings need 
electromagnetic filters, and facilities should 
install electromagnetic detectors to sound an 
alarm in case of attack. Metal-lined rooms 
or equipment enclosures are essential. “It’s 
possible to do things cost-effectively,” Radasky 
said, but installations must begin by assessing 
vulnerabilities.

The digital controls used 
by high voltage switch-
gear like this are vulner-
able to IEMI. (Dingy)



tacticaldefensemedia.com S&BP and CST & CBRNE  |  Winter 2014/15 | 31   

  MILITARY MOBILE POWER  
                   SUMMIT 

  JAN 13-14, 2015 
The Mary M. Gates Learning Center |Alexandria, VA 

 

  Presented by Defense Strategies Institute 

   “Enhancing Military Capability through Effective 
Operational Energy”                               

REGISTER NOW : 
http://mobilepower.dsigroup.org 

            (Mil/Gov attend complimentary) 

Electric Grid Protection IEMI and Cyber Threats

Identifying Cybersecurity Risks
Meghan McGuinness, associate director for Energy and 
Environment at the Bipartisan Policy Center (BPC), also 
emphasized the importance of risk assessment, but with regard 
to cybersecurity. As a member of the BPC’s Electric Grid 
Cybersecurity Initiative staff, McGuinness helped write the 
February 2014 report on “Cybersecurity and the North American 
Grid: New Policy Approaches to Address an Evolving Threat,” an 
in-depth look at grid protection from cyber attacks as a “critical 
national security issue.”

In an interview with S&BP, McGuinness explained how the 
federal government could help the bulk power industry to assess 
its cybersecurity vulnerabilities. Although full federal subsidies 
for improved security would be a “tall order” in today’s political 
and fiscal environment, the Department of Energy (DoE) could 
help utilities to “self-evaluate.” McGuinness also recommended 
a role for trade groups such as the Edison Electric Institute, the 
American Public Power Association, and the National Rural 
Electrical Cooperative Association.

Rural co-ops and other utilities are under pressure to contain 
electric rates, but failure to invest in cybersecurity could be an 
expensive proposition. As Admiral Michael Rodgers, head of the 
National Security Agency and U.S. Cyber Command, recently 
claimed, China and possibly two other countries have “the ability 
to launch a cyber attack that could shut down the entire U.S. 
power grid and other critical infrastructure.” Determining who 
pays to harden utilities against cyber attacks is a matter of debate, 
but that’s not the only discussion about the role of the federal 
government in cybersecurity.

Command, Control, and Communication
McGuinness explained that FERC has jurisdiction over the 
bulk power system, which does not include facilities used in 
the local distribution of electric energy. “There’s more diversity 
in the distribution system,” she noted, where state regulations 
and voluntary industry compliance both play a role. In general, 
mandatory standards or requirements are helpful, but only to 
a point. “There needs to be a focus on what it takes to make a 
specific facility secure,” McGuinness said, and not just a concern 
with “checking off boxes” to comply with a published standard. 

Grid-related cyber attacks can stay within state lines and still 
have regional or national consequences. In the event of a cyber 
incident, there’s also a need to balance forensics with the desire 
to restore service as soon as possible. For the electric power 
industry, knowing who to contact is the first step. “The chain of 
command needs to be there,” McGuinness said, but it probably 
won’t be the same in every instance. In some parts of the U.S., 
communication with the Canadian Electricity Association is also 
essential. “The right Canadians need high-level intelligence,” 
McGuinness said.

Extending federal standards to the state and local level 
might solve some cybersecurity challenges, though FERC 
doesn’t specialize in state and local distribution systems. “The 
states know more,” McGuinness said, and some are developing 
their own response capabilities. In the State of Washington, 
for example, the National Guard is part of a utility response 
team. California, New York, and Ohio are also enhancing their 
response capabilities for cyber attacks on the power grid.

Response Protocols
Deciding which response protocol to use is important, too. “Cyber 
attacks can also have physical components,” McGuinness said, 
and noted that disaster response plans aren’t the same as interim 
cybersecurity plans. Cyber attacks could also be coordinated with 
IEMI assaults, affecting different parts of the grid in different ways 
and potentially confusing responders. As invisible threats to the grid 
continue to grow, experts such as Radasky and McGuinness hope 
that others will see them more clearly.

Control rooms at power plants depend upon computers and are vulnerable to cyber attacks. 
(phys.org)
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