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rom the conflicts in Iraq and Afghanistan to battles with the Taliban and
today’s commitment against the ever-growing threat posed by ISIS, these
far-away dangers may seem just that, however; the ever-growing reality is
that those who would do us harm in their name are closer to home than we’d like
to believe. Guarding against these threat realities and potential attack scenarios
are the men and women of organizations such as the 20th Support CommandCBRNE and the Joint Program Office for Chemical Biological Defense (JPEOCBD), Aberdeen, MD, both key entities in the U.S. arsenal against ever-present
dangers at home and abroad.
In this Q3 double issue of CST & CBRNE and Security & Border Protection
(S&BP), we take a look at the preparation that goes into keeping those who
would protect us ready to do so. At facilities such as Ft. Hood, TX, Ft. Campbell,
KY, and Ft. Irwin, CA, exercises involving explosive ordnance disposal (EOD),
chemical reconnaissance and decontamination, CBRNE response teams (CRT)
training, nuclear disablement, and heavy mobile expeditionary lab technologies
are enabling the evolution of techniques critical to unit readiness and response
capabilities necessary to counter the threat.
A look at this issue’s featured WMD-CST, the 72nd of the Nebraska National
Guard, the unit talks about embracing and adapting to the mission by forming
strike teams for rapid response and a smaller footprint. This allows incident
commanders (ICs) the ability to tailor the request for their specific needs. With
DHS’ termination of the Bio-Watch Gen 3 program due to excessive price tag (over
$3 billion) and concerns in Congress about the project’s effectiveness, the role of
vigilant biosurveillance as part of the layered approach to the nation’s biodefense
is taking a front seat in the advancement of innovative technology, enabling an
integrated systems approach to surveillance. In an exclusive interview with BG
Jonathan Ives, Deputy Commander, 377th Theater Sustainment Command, we
learn about the 377th mission, which includes anything from detailing a couple
of highly specialized soldiers to assist in meeting annual weapons certification, to
managing complex humanitarian aid and disaster response.
In this issue of Security & Border Protection (S&BP), we look at topics from
mobile surveillance and detection to the myriad security challenges Customs
and Border Patrol (C&BP) faces daily in the fight against drug smugglers, human
traffickers and transnational terrorists. Across the broad spectrum of technology
development and real-time application, the challenge is often as much about
investing as it is arresting translation; having the best system, at the lowest cost, to
take down the offenders. From a policy perspective, we offer readers insight from
the Domestic Nuclear Detection Office, DHS, and Director Dr. Huban Gowadia as
she details her office’s focus on countering nuclear terrorism through interagency
coordination on radiological and nuclear detection capabilities and technical
nuclear forensics.
We hope you enjoy this double issue and look forward to your comments!
Sincerely,

Proud Members
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Training Atropian Phoenix

SETTING THE STANDARD
The 20th CBRNE Command demonstrated its
readiness, agility and adaptability during Exercise
Atropian Phoenix this summer.
By Walter T. Ham IV, 20th CBRNE Command Public Affairs

T

he 20th CBRNE Command’s nation-wide command post and
field training exercise integrated the command’s Operational
Command Post in Edgewood, MD, with the Tactical Command
Post of the 48th Chemical Brigade Headquarters on Fort Hood, TX,
the 52nd EOD Group Headquarters on Fort Campbell, KY, and
CBRNE Task Force 110 at the National Training Center, or NTC, on
Fort Irwin, CA, during NTC rotation 14-08.
At Fort Irwin, Atropian Phoenix integrated 20th CBRNE
Command personnel with ground combat units from the 2nd Stryker
Brigade Combat Team “Lancers,” from Joint Base Lewis-McChord,
WA. South Korean troops from the Republic of Korea Army’s
Chemical Biological Defense Command also trained with 20th
CBRNE Command personnel at the NTC.

Multi-capable Mission

CBRNE Task Force 110 was made up of Explosive Ordnance Disposal
(EOD) units, chemical reconnaissance and decontamination units,
CBRNE Response Teams (CRTs), a Nuclear Disablement Team (NDT)
and a Heavy Mobile Expeditionary Laboratory. The task force also
included a CBRNE Response Team from the Republic of Korea Army.
“Our biggest challenge was forming a coherent battalion task
force out of units that came from four different installations and the
Republic of Korea Army,” said Lieutenant Colonel Brant Hoskins,
commander of the Joint Base Lewis-McChord-based 110th Chemical
Battalion (Technical Escort), who led CBRNE Task Force 110 at Fort
Irwin, as the live component of this first-of-a-kind exercise. “We were
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able to overcome this challenge by executing seven days of situational
training exercises prior to conducting the force-on-force part of the
rotation.”
Hoskins said his CBRNE task force tackled some tough scenarios.
“The scenarios that we encountered at the NTC were very realistic and
challenging,” said Hoskins. “The enemy, the environment, and the
operational tempo gave my soldiers the opportunity to practice their
craft in very tough conditions, which will ultimately serve them well if
they have to do it in combat.”
“The exercise forced the CBRNE task force to effectively integrate
with maneuver and other supporting units to conduct a coherent
counter WMD (weapons of mass destruction) campaign,” he
continued. “We see this as the wave of the future for our formations.”
According to Colonel Sven Erichsen, the 48th Chemical Brigade
commander, the exercise enabled his Fort Hood, Texas-based brigade
to serve as an integrated CBRNE headquarters, connected to both the
20th CBRNE Command headquarters in Maryland and his deployed
troops in California. “Atropian Phoenix improved our ability to
operate as a CBRNE Brigade Task Force by allowing us to train with a
set of enablers—communications capabilities, technical capabilities—
that we don’t have organically in a normal chemical brigade command
post,” said Erichsen.
Erichsen added that the inclusion of a CBRNE Coordination
Element (CCE) greatly improved his ability to command integrated
CBRNE operations. “Its complement of intelligence, EOD, nuclear,
and CBRN hazard prediction experts really gives us the capability to
function as a CBRNE headquarters,” said Erichsen, who is from Forest
Grove, OR. “With the CCE, we gain the analytical ability required
to plan future WMD elimination operations, as well as additional
specialized EOD and nuclear capabilities for current operations,” said
Erichsen.
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Training Atropian Phoenix
Mobile and Expeditionary

The Aberdeen Proving Ground, MD-based CBRNE Analytical and
Remediation Activity, known as CARA, a U.S. Army activity made
up of civilian scientists, validated its Heavy Mobile Expeditionary
Laboratory (HMEL) during the exercise.
Inside the laboratory tent on Fort Irwin, eight civilian scientists
from CARA tested environmental, chemical, biological and explosive
samples that were collected during simulated combat operations.
“This was the HMEL’s validation exercise and the first deployment
to the National Training Center at Fort Irwin,” said CARA Director
Christopher K. Chesney.
A retired U.S. Army officer from Chicago, Chesney said CARA
performed three crucial missions during Atropian Phoenix: serving
as the theater laboratory, setting up chemical and biological training
lanes, and providing technical escort aviation support of surety
material.
Command Sergeant Major Harold E. Dunn IV, the senior enlisted
advisor of the 20th CBRNE Command, said the capstone exercise
tested 20th CBRNE Command leaders at all levels. “Atropian Phoenix
created an opportunity to test the mettle of all levels of leadership
throughout the command,” said Dunn, the former senior enlisted
adviser for Combined Joint Task Force Paladin, in Afghanistan, and
the 52nd EOD Group at Fort Campbell. “Rapid situational scenarios
pushed decision making and on ground execution allowing leaders
and soldiers to learn and grow.

“This event encompassed tactical, operational and strategic
decision making while concurrent intelligence preparation
of the battlefield continued in order to mitigate future enemy
operations, enabling freedom of maneuver and ultimate
domination of the operational environment.” Dunn said
the 20th CBRNE Command fills a unique and crucial role
in defending the United States and its allies. “[20th CBRNE
Command] troopers are a highly adaptive and agile force
comprised of a rough, tough, and ready group of men and
women who knowingly place themselves directly in harm’s way
for the safety and security of others,” said Dunn. “What they do
must be done, and they are the ones to do it.”
Brigadier General JB Burton, the commanding general of
20th CBRNE Command, said his command tested portions of
its emerging concept of operations, including the inclusion of
regionally aligned, integrated CBRNE units, during the exercise.
“The complexity of Atropian Phoenix was a highlight in
and of itself,” said Burton, who leads more than 5,300 Soldiers
and civilians in two Explosive Ordnance Disposal Groups, one
Chemical Brigade and the CBRNE Analytical and Remediation
Activity, from his headquarters here. “Atropian Phoenix
demonstrated this command’s ability deliver and effectively
employ tailored, integrated CBRN and EOD formations in
support of a very complex operational environment,” said
Burton.

Training Integration Hones Readiness
From its Aberdeen Proving Ground
Lieutenant Colonel Brant Hoskins, the
headquarters in Maryland’s science,
commander of the Joint Base Lewis-McChord,
technology, and security corridor, the 20th
WA-based 110th Chemical Battalion (Technical
CBRNE Command commands units on
Escort), led a CBRNE task force during the 2nd
19 military installations in 16 states and
Stryker Brigade Combat Team rotation to the
deploys around the world. To stay ready
National Training Center, as a part of Exercise
for its high stakes global mission, the 20th
Atropian Phoenix 2014.
CBRNE Command trains regularly with allied,
At Fort Irwin, the CBRNE task force
interagency, and joint partners.
included Explosive Ordnance Disposal
In 2014, the 20th CBRNE Command
Soldiers from 20th CBRNE Command (Chemical, (EOD) units, chemical reconnaissance and
began training with U.S. Army combat units at Biological, Radiological, Nuclear and Explosives) decontamination units, CBRNE Response
breaching a door at Fort Irwin, California,
the National Training Center on Fort Irwin, CA, practice
Teams, a Nuclear Disablement Team, and a
during Exercise Atropian Phoenix. (Army)
and at the Joint Readiness Training Center
Heavy Mobile Expeditionary Laboratory.
on Fort Polk, LA. “It is essential to integrate CBRNE operations
“We have focused significant energy on developing the
into decisive action training during this critical time of transition
relationship between my unit and 2-2nd Infantry, for several
for our Army,” said Lieutenant Colonel Eric Towns, commander
months, and that paid dividends during the rotation,” said
of the 22nd Chemical Battalion (Technical Escort), based on
Hoskins. “This enabled us to leverage all the resources of the
Aberdeen Proving Ground, MD.
brigade for our missions, rather than just those available to my
The 22nd Chemical Battalion supported the Vermont
task force.”
National Guard’s 86th Infantry Brigade Combat Team training
Brigadier General JB Burton, the commanding general
rotation to Fort Polk. According to Towns, the exercise
of the 20th CBRNE Command, said the U.S. Army’s combat
demonstrated his task force’s ability to respond to CBRNE
training centers provide a realistic venue for training soldiers to
hazards in support of combat operations. At Fort Polk, the
operate in an all hazards environment.
CBRNE task force conducted counter-proliferation of chemical
Burton said the rotation to Fort Irwin for Exercise Atropian
agents, dismantled conventional and chemical improvised
Phoenix was a milestone for his command.
explosive devices, and responded to chemical hazards.
“Our mission requires that we provide integrated CBRNE
“We find more maneuver units regaining the decisive action
formations in support of expeditionary operations,” said Burton,
mindset,” said Towns. “As (Forces Command’s) sole provider of
who visited his troops on Fort Irwin during the exercise. “Those
CBRNE forces, we must ensure that maneuver commanders at
integrated CBRN and EOD capabilities require an integrating
all levels are capable of incorporating our unique capability set
headquarters which has the CBRN and EOD expertise
into their formations … Our capabilities will be essential in the
necessary to effectively employ those forces.”
preservation of combat power during the next conflict.”
–Walter T. Ham IV, 20th CBRNE Command Public Affairs

4 | CST & CBRNE and S&BP | Fall 2014

tacticaldefensemedia.com

Training Atropian Phoenix
Training Near Real Time

Burton said integrating CBRNE forces with maneuver units training
at the U.S. Army’s premier Combat Training Center significantly
increased the realism of the training.
“We have upped the complexity ante in partnership with
the leadership of the Combat Training Centers by introducing
the full range of CBRNE hazards our soldiers may be exposed
to on the battlefields of today and tomorrow—from improvised
explosive devices to chemical and biological laboratories producing
weaponized toxins to radiological facilities and counter-proliferation
opportunities,” said Burton.
According to the commander, the Fort Irwin-based task force
collected, evacuated, and transported physical and spectra samples
from the NTC to Edgewood for further analysis.
Burton said 20th CBRNE Command Nuclear Disablement Teams
also trained to eliminate radiological threats at one of the recently
constructed CBRNE training sites at the National Training Center.
“We employed one of our Nuclear Disablement Teams against a fullscale radiological target,” said Burton, adding that his command also
fully employed its capability to reach back technically to joint and
interagency experts during Atropian Phoenix.
“We were also able to fully exercise this command’s Operational
Command Post and Joint Technical Analysis and Intelligence Center
at Aberdeen Proving Ground to validate our ability to fully enable our
forward deployed forces with the technical reachback to the various
agencies that represent the CBRNE community of purpose, so that our

CBRNE Task Force could better exercise command and control of their
attached CBRN and EOD formations, while advising and assisting
their supported brigade combat team commander,” said Burton.

Integration at the Fore

In addition to improving the readiness of the 20th CBRNE Command,
Burton said the exercise validated the operational effectiveness of
integrating CBRN and EOD forces into all-hazards formations.
“Integrating these forces, under a unifying, technically competent
headquarters at the appropriate echelon, immediately improves our
capabilities,” said Burton.
Burton said he was proud of what the 20th CBRNE Command had
accomplished over the past year, including the successful culmination
of Atropian Phoenix. “Atropian Phoenix was a huge undertaking,
which has been in the works for the past year, from concept to
execution,” said Burton. “A lot of hard work and a lot of powerful
teaming efforts went into making this first of its kind training event
possible.”
Burton summed up the preparedness and purpose of the 20th:
“We are moving out smartly, and across a very broad front to deliver
a ready, reliable, and globally responsive CBRNE formation that
is capable of leading and executing CBRNE related operations,
anytime, anywhere.”
Lead art: A Soldier from 20th CBRNE Command (Chemical, Biological, Radiological, Nuclear
and Explosives) trains with the 2nd Stryker Brigade Combat Team at Fort Irwin, California,
during Exercise Atropian Phoenix. (G.A. Volb, Fort Irwin Public Affairs)
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Unit Spotlight 72nd WMD CST

INTEROPERABILITY

at all Levels
The 72nd WMD CST Nebraska National Guard
trains and readies for integrated response at
federal, state, and local echelons.
By 1SG Lucas Poppe, 72nd Civil Support Team

T

he mission of the CST is to support civil authorities at a domestic
chemical, biological, radiological, and nuclear high-yield
explosives, or CBRNE, incident site including natural disasters.
They do so by identifying CBRNE agents and substances, assessing
current or projected consequences, advising on response measures,
and assisting with appropriate requests for additional follow-on state
and federal military forces.
The 72nd Civil Support Team (Nebraska) embraces and adapts
to the evolution of the CST mission by forming strike teams for rapid
response and a smaller footprint. This allows incident commanders
(ICs) the ability to tailor the request for their specific needs. When
CSTs first stood up, they trained as if the entire team would respond
to an incident. Throughout the years CSTs have evolved to better meet
the needs of the first responders. Because of the support that comes
from National Guard Bureau and all the other supporting agencies
directly related to the CBRNE enterprise, CSTs have become more
modular.

A New Paradigm

In the past, the CSTs had to launch the entire team because of
connectivity limitations for reach back, operations, and command
and control. All vehicles, trailers, and sections had to be connected
by a cable, making the footprint at the incident site too big, between a
quarter and half of a football field. Moreover, each CST throughout the
country operated independently, which made interoperability between
teams very difficult.
Knowing these limitations forced the CSTs to evolve. With the
improvements in technology, now all CSTs are interoperable with
some minor user-level configurations. The standardization and
modernization of the CSTs has allowed them to create strike
teams. These teams are tailored based on what the IC
needs. This is better for the IC, who doesn’t always have
the room on the footprint to support the entire CST
or need all the assets the CST has. The commander
might only need communications, medical,
analytical, survey, decon, or just command, a need
that is now easier to support. It also allows the CST
to launch to an incident much faster, increasing our
response times and thus being better asset for the IC.
Because of the modularity of the strike teams CSTs can use
many different modes of transportation (air, ground, water)
to arrive at an incident, thus allowing the CSTs access to more remote
locations.
One limitation the 72nd CST has learned about the strike team
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concept is that there must be more preplanning before the strike team
launches. In some cases, a strike team might not have the ability to haul
everything they usually have.

Alaska: Training for any Scenario

The Nebraska National Guard sent the Lincoln-based 72nd CST to
the rugged outdoor terrains of the Last Frontier in support of the
Alaska Shield 2014 exercise this March. The 72nd CST looked
to train in an austere environment that would pose many
challenges, and near Anchorage, south of the Brooks
Range, that’s exactly what they found.
“This (exercise) has better prepared us by helping
develop our strike team concept,” said LTC Jan
Behn, commander of the 72nd CST. Surrounded
by treacherous geographical features, emergency
responders, Guardsmen, and civil authorities such
as the Federal Emergency Management Agency may
find themselves relying upon nontraditional methods of
transportation.
“For example, some of the things they’re responding to, they’re
getting on snow mobiles and responding to those incidents,” said Behn.
The commander highlighted positive interactions and well-versed
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Unit Spotlight 72nd WMD CST

Members of the 72nd Civil Support Team pause for a scenic photo during the National Level
Exercise Alaska Shield. (72nd WMD-CST)

SSG Ty Tucker and SGT Travis Benda mitigate
a 100lb leaking cylinder by putting a A-Kit on the
cylinder. (72nd WMD-CST)

individuals are a staple in the CST’s line of business. “It doesn’t seem to
matter where we go, the professional interaction with other CSTs and
civil authorities is some of the best that I see,” she said.
“There is a big trend surfacing out there: the CSTs are going in to
strike teams,” said Officer Candidate Cassandra Day, a CST operations
team member. “Today, we really got to exercise sending out a strike
team to a remote location where the operations section is not there and
the survey section is in a completely different area.”
The 72nd CST was requested from a local IC in the MatSu Valley
of Alaska to assist with a leaking 100-pound cylinder. The CST sent
a strike team consisting of five survey team members, a physician’s
assistant, and a decontamination NCO. The strike team utilized a
UH-60 Blackhawk helicopter from the Alaska Army National Guard
because of the remote location of the incident. This allowed for a faster
specifically tailored strike team for the IC.
Alaska Shield 2014 commemorates the anniversary of the 1964 9.2
magnitude Alaska earthquake. More than 130 people from Alaska,
California, and Oregon lost their lives during the 1964 earthquake,
a number that could be much higher today as the populations have
swelled significantly. Because of that, the National Guard stands by
its slogan: always ready, always there. “Our mission is life, safety and
property,” Day said with confidence. “We’re here to protect and serve.”

phone 301.941.1828 info@tex-shield.com
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DHS Watch Cost-effective Solutions

Making a NECESSITY A REALITY
DESPITE DEMISE OF DHS PROGRAM, A PRESSING NEED FOR BIODEFENSES
By Matthew J. Shaw, Battelle CBRNE Defense Business

T

he recent cancellation of a government program to improve
protection of cities against biological attack shines a light on
the nation’s bio defenses and the pressing need to develop
them against an increasingly sophisticated threat that—unlike
other potential terror weapons—is relatively easy to make and
disseminate.
While earlier generation defenses remain in place, Jeh Johnson,
the Secretary of the Department of Homeland Security (DHS),
terminated the BioWatch Generation-3, or Gen-3, because of its
excessive price tag (over $3 billion) and concerns in Congress
about the project’s effectiveness.
Gen-3 was being designed to continuously monitor the air
for dangerous aerosolized biological agents and provide officials
with an improved early warning capability over the Gen-2 variant,
which is currently deployed around the country. The promise of
Gen-3 was the ability to collect and analyze air samples in less than
six hours, unlike Gen-2, which can take up to 36 hours to detect
and confirm the presence of biological pathogens.
At a 10 June congressional hearing on the program
cancellation and the nation’s biodefenses, DHS officials stressed
cost controls: “This cancellation reflects the need to implement
cost-effective solutions, as it is critical that any upgrades to the
technology be acquired and deployed in a staged manner and in
parallel—not in place of—the current operational program.”
Even in the wake of the program’s demise, the Obama
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administration has reiterated the need to develop systems capable
of monitoring for biological attack and providing information to
decision makers instantaneously.
“We want to emphasize that the Secretary, the Department,
and our offices remain committed to the operational BioWatch
Program, the role of vigilant biosurveillance as part of the layered
approach to the nation’s biodefense, and the advancement of
innovative technological capability as part of an integrated systems
approach to surveillance,” Office of Health Affairs acting Assistant
Secretary Dr. Kathy Brinsfield and Science and Technology Under
Secretary Dr. Reginald Brothers stated.

The cancellation comes as concerns
about a bio attack are on the rise.

“The possibility of unlawful acts using biological materials
represents a growing concern for law enforcement, governments,
and public health officials around the world,” according to
Interpol.
The situation is changing because the latest discoveries in the
life sciences diffuse globally and rapidly, increasing the threat.
At the same time, the knowledge and know-how emerging from
the biotechnology revolution is often accessible given its dualuse nature. “As technology proliferates, chemical and biological
weapons are becoming more sophisticated,” said a Defense
Intelligence Agency report to Congress from earlier this year.
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DHS Watch Cost-effective Solutions
According to Interpol, biological materials, such as
bacteria, viruses, and toxins “are significantly cheaper and
easier to produce, handle, and transport than nuclear or
chemical materials.” And that makes them attractive for
terrorists and rogue nation states. What’s more, the biological
agents “are difficult to detect and symptoms from exposure
may not appear for days, possibly weeks,” the world’s largest
international police organization noted on its website.

How to combat such an increasingly
dangerous threat?

One fundamental pillar of the Obama administration’s
strategy is robust biosurveillance capabilities that provide as
early detection as possible. The faster a bio event is detected,
the faster the threat can be contained and medical assistance
dispatched.
Even with the demise of the Gen-3, DHS is still prioritizing
the quest for rapid detection. “In the coming years, we intend
to focus our limited developmental resources on capacities
to detect bio attacks in near-real time in order to enhance
protective response actions,” said Drs. Brinsfield and Brothers.
A handful of organizations are focused on developing
technology that can detect bio attacks in quickly and cost
effectively.

For example, Battelle recently introduced REBS (Resource
Effective Bioidentification System)—a significant advance in
biological warfare-agent collection and identification. REBS is a
ruggedized, battery-powered system that is small and easier to
carry than existing gear, yet capable of continuous, autonomous
operation in missions lasting for days or weeks with supply line
power, or up to 18 hours if the integrated batteries are used.
Perhaps most important in an era of government austerity,
REBS drives down the cost for continuous monitoring because
liquid consumables (e.g., chemistries, reagents) are not used.
Rather, REBS employs patented aerosol collection and Raman
spectroscopy to provide rapid and autonomous identification
of an ever-expanding list of potential biological threats. This
significantly drives down costs of operations to pennies per day.
President Obama, in the government’s first ever National
Strategy for Biosurveillance, said that developing effective
biosurveillance is “a top national security priority,” adding that
rapid detection is critical for saving lives and improving outcomes.
With the cancellation of Gen-3 now in the rearview mirror and
the bio terror threat a major concern enabled by the proliferation
of technology, pressure is on Congress and the administration to
field cost-effective yet capable safeguards for the American people.
Lead art: Hazmat team inspects for source of threat alert from next-gen chem-bio identification
system. (Battelle)
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Commander’s Corner

Theater-level Support,

Global Response Readiness
Brigadier General Jonathan Ives became the Deputy Commander
of the 377th Theater Sustainment Command located in Belle Chase,
LA, in November 2012. He has more than 34 years of continuous
commissioned service.
In his previous assignment as the Commander 364th ESC, he
led the unit’s mobilization in support of Operations New Dawn, for
the final retrograde from Iraq, and Enduring Freedom for the initial
set-up of retrograde from Afghanistan. The 364th ESC was credited
with successfully saving over $200M in operational expenses
through process of proactive management of projected missions.
As Commander of Task Force Cincinnatus, in eastern Afghanistan
from 2007-2008, the command provided security and development
across five Afghan Provinces and had full-spectrum operational
control in the region. In 2008, Ives was assigned Taskforce Lafayette.
In 1985, then Cpt. Ives transitioned to the Army Reserve to
serve with the 124th U.S. Army Reserve Command in Seattle. He
commanded the 409th Engineer Company (Panel Bridge), Everett,
Wash., and then was the maintenance and materials officer for the
Facilities Engineer Team, 416th Engineer Command. He served on
the training staff for the 124th Army Reserve Command (ARCOM)
as a Military Occupational Specialty (MOS) schools officer, then as
the operations officer, and executive officer of the 124th Engineer
Battalion (Provisional). With his promotion to lieutenant colonel,
he was selected to command the 321st Engineer Battalion, Boise,
Idaho, most geographically-dispersed engineer battalion in the
Army Reserve. Prior to his Afghanistan service, Col. Ives served
as operations chief for the 70th Regional Readiness Command, Ft.
Lawton, Wash.
Interview by CST & CBRNE Editor Kevin Hunter.

CST & CBRNE: Please speak to your role and functions as
Deputy Commanding General, 377th Theater Sustainment
Command (TSC), U.S. Army Reserve.
BG Ives: I serve as the Deputy Commanding General to the 377
TSC, headquartered at Belle Chasse, LA. The 377 TSC is one of
five theater-level support commands in the U.S. Army inventory,
which includes the 21st TSC in Germany, 8th TSC in Korea, 167th
TSC Alabama National Guard, and 1st TSC at Fort Bragg, N.C.
The sustainment commands are each aligned to support one
of the geographical combatant commands (GCC), 21st TSC to
EUCOM, 8th TSC to PACOM, and the 377th TSC is aligned [with]
SOUTHCOM.
Based on our mission requirements in support of the GCC,
the TSC headquarters constantly prepares itself for eventual
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national response in the region. These missions include anything
from detailing a couple of highly specialized soldiers to assist
in meeting annual weapons certification, to managing complex
humanitarian aid and disaster response (HADR). Notably, the
377th TSC was recently recognized with the Superior Unit Award
for our role in 2010 Operation Unified Response [in Haiti].
Simultaneously, in our mission support to SOUTHCOM
and U.S. Army South, we exercise pre-mobilization mission
command over approximately 36,200 Reserve sustainers in
445 units—roughly 36 percent of the total Army sustainment
capability. This effort constitutes the core of our Army Reserve
mission, providing ready soldiers and units with the operational
flexibility and strategic depth to enable the Army to win decisively
in any environment. Our units continuously [rotate] in support
of Operation Enduring Freedom in Afghanistan, as well as
supporting new U.S. Code Title 10 Section 12304 authorizations
employed in support of Hurricane Sandy Relief Operations.
CST & CBRNE: What does the 377th TSC do to address
the continual need for first responder training and
preparation of Army Reserve and joint force crosssector information sharing and integration?
BG Ives: Today, the Army Reserve plays a significant role in the
DoD’s disaster response planning and readiness. This has not always
been the case. Until the attacks of 11 September 2001, the Army
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Our avenue for partnering has been through state leadership,
specifically our National Guard partners, who are truly the conduits
to local industry.
Reserve played a very limited role in disaster response. Army Reserve
forces stood ready to assist communities in responding to disaster,
but could not do so due to a lack of authority to mobilize and deploy
Federal Reserve Forces for domestic disasters.
This partly changed with the establishment of U.S. Code Title 10
Section 12304, which was enacted over a decade ago, in response to the
attacks of 9/11/01. Section 12304 provides authority for Federal Reserve
and National Guard units, and their members to respond to certain
man-made emergencies.
When a major earthquake struck Haiti in 2010, and the 377 TSC
rapidly mobilized and deployed over 700 soldiers in response efforts
to that disaster. This marked the first use of Section 12304 authority.
Although the Haitian earthquake showed that federal Reserve
soldiers, sailors, airmen, and Marines could mobilize rapidly for
disaster response operations, no mobilization authority existed to call
federal Reserve forces for domestic disasters involving earthquakes,
hurricanes, floods, and other natural disasters.
This changed in 2012 with Section 505 of the National Defense
Authorization Act, which authorized access to Title 10 Reserve Forces
for domestic response involving natural disasters. Section 505 has
been codified in Title 10 Section 12304a, U.S. Code. Section 12304a
lists the authority for members of the Selected Reserve to be ordered to
active duty, involuntarily, in response to a major domestic disaster or
emergency not covered by Section 12304.
If federal capabilities are needed, requests for federal assistance for
domestic disaster response start at the state level. State governors may
request federal assistance once a major disaster is imminent and local
resources are projected as insufficient to meet potential requirements.
Therefore, the 377th TSC has been active in working cooperatively
with our respective National Guard headquarters to ensure we
understand our role. Part of cross-sector information sharing and

A U.S. Army Reserve firefighter, left, and two Mississippi Air National Guardsmen work to put out a
fire at Volk Field Combat Readiness Training Center in Camp Douglas, WI during exercise Patriot
13. The Patriot exercise is a domestic operations scenario to assess the National Guard’s ability
to assist state and local agencies in response to multiple emergencies. (USARNG photo by Pfc.
Christopher Enderle)
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integration of the Reserve in support of [a] state’s first responders
requires an understanding of the NDAA 2012 authorization, and
its purpose in support of the Dual Status Command and mission
command of the Unified Command Group.
CST & CBRNE: How is your command working with
industry to share knowledge on training techniques and
attack scenario preparation?
BG Ives: Our avenue for partnering has been through state
leadership, specifically our National Guard partners, who are truly
the conduits to local industry. To this end, we have participated
in a variety of exercises on domestic emergencies response. The
state emergency management teams, often working under the
auspices of their deputy governors, have been very supportive of
the cooperative manner in which the 377th TSC major commands
have conducted themselves in a very hat-in-hand approach. While
we do have some experience in the short notice mobilization of
the units in support of the devastating tornados in Illinois and for
Hurricane Sandy in the Northeast, our National Guard partners
are the experts.
Our immediate response to the category four tornado in
Washington, IL, by a local reserve unit was followed up with
after-action reviews with state and local authorities. The request
for help, which came from the local police authorities direct to the
Reserve unit, was for them to help direct traffic in support of the
local first responders. We reviewed the actions taken and shared
them collectively with local and state authorizes as well as our
entire structure. The result has been overwhelmingly positive to
create a more robust response to future events and planning with
the local emergency responders through table-top exercises.
Our mobilization process was tested when Superstorm
Sandy struck the mid-Atlantic and Northeastern States causing
widespread devastation only ten months after the passage of the
National Defense Authorization Act of 2012. The 377th TSC
mobilized three quartermaster units to perform dewatering
operations in buildings and low lying areas in and around New
York City, at the request of the state of New York.
Our Reserve units from Pennsylvania, North Carolina, and
Florida rapidly mobilized and deployed to the disaster area,
performing extensive de-watering of businesses, schools, and
houses. The selection, mobilization, and deployment of Army
Reserve units was accomplished quickly. From all accounts, these
units performed superbly.
CST & CBRNE: What are some of the key challenges you
see facing the 377th looking ahead at changing Army
Reserve requirements for dealing with an increasingly
asymmetric global threats to U.S. homeland security?
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Army Sgt. Robert Digsby, assistant squad leader, 410th Quartermaster Detachment, Jacksonville, FL, leads soldiers placing a six inch water hose while wading through storm water in
a residential area, Breezy Point, N.Y. The unit is in direct support of the Federal Emergency
Management Agency, state and local officials as a result of the devastation caused by Hurricane
Sandy. (USARNG)

BG Ives: Our key challenge is to ensure we provide the timely and
necessary notification of employers and families, if a violent domestic
event requires a no-notice mobilization of Army Reserve soldiers.
Employers of the Army Reserve and Guard soldier are critical to the
technical capacity that our soldiers provide the nation. The continued
support of employers allows our Guard and Reserve soldiers to
perform their mission on behalf of the nation, with the understanding
that their jobs and families are secure.
In support of disaster consequence management Reserve units are
tapped for preparation for no-notice domestic disaster response. We
train these soldiers in annual exercises similar to the recent Vibrant
Response 13-2, a national catastrophic disaster exercise conducted
primarily at Camp Atterbury and the Muscatatuck Urban Training
Center and at various locations in central and southern Indiana.
377 TSC had three units and over 230 soldiers this year at Camp
Atterbury. They are part of the ready force for Command and Control,
Chemical Biological Radiological and Nuclear, Response Elements
(C2CRE). These C2CRE units are selected and trained on a rotating
basis that form what becomes a critical national response team. If not
a planned exercise, we are expecting very short notification timelines,
similar to Superstorm Sandy.
Our leadership team at the 377th TSC is acutely aware and work
tirelessly to emplace protocols for early and effective notification of
employers and families. Our burden in managing the new authorities
is to balance our responsibility to provide notification in the event of a
no-notice catastrophic disaster.
This challenge is related to the [updates to] the U.S. Code Title 10
Section 12304a, which allow for the mobilization of Reserve soldier
for domestic response. As leaders of a Reserve all-volunteer force, we
are dedicated to defending our employers’ and families’ commitment
to support their soldier and to mitigate or lessen any potential
impacts.
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Bio-protection Trends Detection, Triggering, & Identification

Industry Partner

TRENDS IN

BIO-PROTECTION
Combining Detection with Triggering to Improve
Emergency Response Efforts
By Tom Pilholski, Bio Detection Product Manager, FLIR

B

iological agents are widely considered to be the most difficult
threat to quickly and accurately detect among the CBRNE
(Chemical, Biological, Radiological, Nuclear, and Explosive)
hazards. The bio-protection mission requires early warning to alert
security personnel within the first few minutes of a biological agent
release happening. This ability to detect trace levels of hazards quickly
can protect people from low-level, long-term exposure and, in turn,
save lives. It is imperative that the first indicators do not result in false
alarms and cause unnecessary panic. Initial detection results must
be accurate, as they drive a secondary measurement to confirm a real
event has occurred prior to taking high-regret actions.

Challenges with Bio-protection

Unlike more mature chemical and radiation detection products, a
single commercially available system that can instantly detect and
also identify airborne biological agents does not yet exist. Historically,
airborne biological protection systems consisted of two stages:
continuous sample collection and sample identification. Sample
collection involved the impaction of aerosol particles onto a filter
surface or liquid container. This physical sample was then manually
or automatically inserted into a separate identification system to
confirm the presence of harmful bio-agents and to identify the specific
organism. This two-stage process resulted in several challenges for
emergency managers:
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1. Lack of Situational Awareness: Sample collection and identification
may occur at random or periodic times, perhaps hourly or once
per day. If the identifier confirms a true positive, no information is
available about when the biological agent release actually occurred.
The lack of temporal information makes it difficult to track the
source of contamination and determine its impact.
2. D
 elayed Results: Sample identification may take place hours or days
after a sample collection period—and well after a biological agent
release has occurred. This allows any infectious disease to spread
exponentially and also minimizes the effectiveness of medical
treatments.
3. Contaminated or Dirty Samples: Sample collectors continuously
operate, collecting background particles over long durations.
Biological particles may be present in the air for only a few minutes
before blowing past the collector or settling. The remaining sample
period collects background dust and other ambient particles that
reduce the identifier’s sensitivity.
4. Expensive Consumables: All biological collectors and identifiers
require the use of consumables such as liquid buffers, hand-held
test strips, or polymerase chain reaction (PCR) assays to analyze
samples. Running these tests on an hourly or daily basis can lead to
significant consumable supply and labor costs.
Collectively, these obstacles make deployment of biological
protection systems too costly and not effective enough to support the
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requirements of the CBRNE community. First responders, special
event security, and facility protection managers need real-time
information to quickly secure affected areas and minimize the spread
of contamination.

New Trends in Bio-protection

To address these challenges, the industry trend in biological protection
has begun to adapt toward a three stage process starting with a detectto-warn sensor used to trigger a sample collection for subsequent
identification.
1) Real-time
detection

2) Triggered sample
collection

3) Sample
Identification

Real-time bio-detection can be achieved using fluorescencebased particle counters, such as the FLIR Systems Fido B2 with
IBAC technology. The sensor reliably detects all four classes of
bio-agents—airborne spore, viral, cellular, and protein toxins—
within sixty seconds at concentrations at or below industry goals.
The sensor continuously monitors the air looking for changes
in biological particle concentration. When a potential threat is
detected, an alarm is issued and a sample collection is triggered.
The bio-trigger occurs within seconds of detection without any
consumables or human interaction. Although this bio-protection
system cannot perform the third stage of the process and identify
the organism, its advanced alarm algorithm detects the presence of
biological particles with confidence and low false alarms.
Real-time bio-detection combined with triggered sample
collection provides a low-cost and accurate biological monitoring
solution. Instead of randomly or continuously sampling the air
onto a collection surface, the system only triggers the collector
when there is a high probability of a biological agent attack. This
greatly reduces the cost of consumables and number of samples to
analyze. It triggers the process to immediately run an identification
analysis of the sample rather than waiting hours or days after an
event. It also provides the end user an early warning to potentially
initiate low-regret countermeasures such as shutting down a
building’s air supply in order to redirect air flow or slowing down
train movements in a subway system while waiting for the identifier
confirmation.

Case Study: Building Protection

Bio-detectors such as the Fido B2 have demonstrated utility in a
number of operational deployments including multiple large scale
release trials as well as test and evaluation events sponsored by the
U.S. government at open test ranges, mass transit facilities, and
other indoor and outdoor environments. In these scenarios, the
system is most often used as a continuously running bio-aerosol
detector and collector for building protection applications, but it can
also be used for mission-based first responders or force protection
applications.
The objective in building protection is to maintain situational
awareness, promote rapid response, and mitigate hazards in
interior environments. A system-level approach is employed to
alert emergency managers expeditiously so they can reduce overall
exposure of any threat to the facility and its occupants. In the case
of a biological attack, the heating, ventilation, and air conditioning
(HVAC) system of a building can be an effective way to spread
contamination as air is taken into the building from outside, mixed
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Fido B2 - IBAC combines rapid bio-detection with triggered sample collection to improve
emergency response measure. (FLIR Systems, Inc.)

with recirculated air, and piped throughout all the vents. The HVAC
system can also be part of the solution if the system is tied to sensors
that direct a response in the case of an attack.
During a recent demonstration, the Fido B2 detected a simulated
bio release in a mass transit facility. The Fido B2 was connected to
the HVAC system of the building through a data fusion tool. The
data fusion tool analyzes the state of the sensors and alarms after
detection. When integrated with the building automation system
(BAS), this software tool instructs the BAS to pressurize adjacent
zones and therefore contain contamination. The response is similar
to a smoke alarm algorithm in which, depending on the capability
of the HVAC system, zones can also be preferentially vented or
completely shut down. In side-by-side testing, this approach has
shown to reduce the spread of biological threats by greater than 90
percent.

Acquisition

Every field operator’s mission to protect is endless, making realtime, efficient lifecycle support a necessity. This support is achieved
by the strategic partnerships of product manufacturers and other
industry organizations multiplying support forces for end users. One
example is the joint effort between FLIR Systems, the manufacturer
of the Fido B2, and Federal Resources, an organization that provides
procurement support, training, technical services, logistics support,
and other incidental services to the armed forces and federal,
state, and local emergency response teams. Federal Resources’
straightforward procurement support, through various industry
contract vehicles, enables bio-detectors and other mission critical
instruments to be efficiently delivered to the hands that need them
most. Federal Resources participates in a rigorous annual training
regime that enables them to stay up to date with the latest features,
enhancements, and operational techniques that will support field
operators. By creating this strong industry partnership, end users
have multiple points of support in their daily mission.

Looking Ahead

Detect-to-warn sensors provide early notification of the presence of
biological aerosol threats so emergency managers can contain them
quickly, treat them effectively, and decontaminate affected areas
rapidly. The combination of real-time detection and triggered sample
collection into a single bio-protection unit simplifies the process,
minimizes costs, and instills confidence in the first responder. Given
the harrowing conditions under which these individuals must work,
this combination is less a luxury than a needed improvement.
Lead art: Fido B2 - IBAC combines rapid bio-detection with triggered sample collection to
improve emergency response measures. (FLIR Systems, Inc.)
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TechUpdate
Hazmat Suits for Ebola

Lakeland Industries, Inc., a leading global
manufacturer of industrial protective
clothing for industry, municipalities,
healthcare and to first responders on
the federal, state and local levels, has
announced the global availability of its
protective apparel for use in handling the
Ebola virus. In response to the increasing
demand for specialty protective suits to
be worn by healthcare workers and others
being exposed to Ebola, Lakeland is
increasing its manufacturing capacity for
these garments and includes proprietary
processes for specialized seam sealing, a far
superior technology for protecting against
viral hazards than non-sealed products.
U.N. Secretary-General Ban Ki-moon
has laid out plans to set up an Ebola crisis
center, with a mission to halt the spread of
the virus in West African countries in six
to nine months. He is counting on public
and private funding from around the world
of some $600 million needed for supplies in
West Africa. Nearly 2,300 people have died

NCT

and 4,300 confirmed or probable cases of
Ebola have been reported since March.
Within the past several weeks,
Lakeland has provided suits that are being
used by Doctors Without Borders in West
Africa. Lakeland’s ChemMAX 1 garments
are being used in the fight against the
Ebola virus based on their certification
to EN 14126, the European standard for
protective clothing for use against infective
agents, and ASTM F1671 certification for
protection from blood-borne pathogens
along with its availability in sealed
seam configurations. Lakeland has the
same certifications for other protective
garments, including MicroMAX NS and
the remaining ChemMAX product line.
More info: lakeland.com

Integrated CBRNE Modeling
and Simulation
Alion Science and Technology, a global
engineering, R&D, IT and operational

solutions company, has won a $11.4
million Defense Threat Reduction Agency
(DTRA) contract to develop an integrated
set of chemical, biological, radiological,
nuclear and high-yield explosives (CBRNE)
modeling and simulation tools to support
Counter Weapons of Mass Destruction
(CWMD) mission operational support,
analysis and training.
Under the contract, Alion will
make enhancements to the Force-onForce Evaluation and Analysis of Key
Performance Parameters (FREAK)
toolset by modernizing and managing
code and software development, software
production and distribution. FREAK is
a comprehensive solution that supports
training, security analysis and investment
decision support related to weapons of
mass destruction (WMD). The system can
accurately model the most challenging
WMD situations.
“FREAK provides operational support
to CBRNE missions as well as training in
wide area search missions and analysis on
physical security and personnel recovery,”
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said Terri Spoonhour, Alion Senior Vice President and Distributed
Simulation Group Manager. “Alion’s years of Joint SemiAutomated Forces (JSAF) code development and configuration
management experience, coupled with a vast understanding of the
Counter Weapons of Mass Destruction (CWMD) mission space,
are the keys to our ability to enhance the FREAK architecture.
Ultimately, this means better training support for our warfighters
and faster responses to real-world threats.”
More info: alionscience.com

Unattended Ground Sensing

Brimrose Technology Corporation (BTC) has received a patent
related to improved data capturing for military and security
purposes. The patent, entitled Unattended Spatial Sensing,
involves a low-cost, ground-based imaging sensor that can capture
pixel data from a radiating target. The pixel data are sent to a
remote location, where they are analyzed to fully identify the
target.
“The patent involves a remote sensor and process for easily
disseminating small data packages in a wireless or wired format,”
said Dr. Sudhir Trivedi, Brimrose Technology Director of Research
and one of the patent’s contributors.
The patent was originally engineered to improve the
capabilities of the company’s Unattended Ground Sensor (UGS)
product, known as SPOT (Silhouette Profiling Optical Tripwire),
which can identify targets in hostile environments using
narrowband imaging.
Using SPOT, the electromagnetic radiation from the target
is intercepted and sent to a remote command location via a
communications system, often including a satellite. The detector
array included in the patent improves the information-capturing
capability of SPOT so that the person receiving the signals will
better be able to discern exactly what the target is.

Polymide Resin

Nexam Chemical introduces NEXIMID® MHT-R a new ”easy to
process” resin for use in high temperature applications, with Tg above
400° C. The resin is primarily intended for use in Resin Transfer
Molding (RTM) of high temperature composite parts for the aerospace
industry. Other areas, such as machine manufacturing industry and
different transport sectors will also benefit from this material where
metal replacement of parts exposed for high temperatures are possible.
NEXIMID®MHT-R is a polyimide resin which is based on Nexam
Chemical’s crosslinkers NEXIMID®100 (PEPA) and the Nexam
Chemical unique NEXIMID®400 (EBPA) in combination with other
high temperature resistant monomers.
• A high softening temperature (Tg): From 330°C and up to 420⁰C via
post-curing
• Very low melt viscosity at processing temperatures: Enables superior
processing properties
“Our new product, NEXIMID®MHT-R, creates vital benefits for
both composite manufacturers and end users. It allows automation
with higher levels of productivity and quality control instead of today’s
labor intensive process, which leads to huge savings of time and cost
for manufacturers. The end customers will benefit from a higher
level of sustainability and lower costs compared to the metal-based
applications in use today, due to lower weight and avoiding metal
fatigue among other things”, says Jan-Erik Rosenberg, Director of
Commercial & Market Development at Nexam Chemical.
More info: nexamchemical.com

Defense Strategies Institute:

US Border & National
Security Summit

More info: brimrosetechnology.com

FEMA Awards Disaster Training Grants
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The Department of Homeland Security’s Federal Emergency
Management Agency (FEMA) has awarded six training grants
for the Fiscal Year (FY) 2014 Continuing Training Grant (CTG)
program totaling $11 million. These awards will result in trained
and certified members of the whole community to include
first responders, emergency managers, technical specialists,
community leaders, and tribal and local governments, and it
will help prepare them for all types of disasters. The period of
performance for the FY 2014 CTG program is 36 months.
The FY 2014 CTG program focuses on the following
six areas: Hazardous Materials (HazMat)/Weapons of Mass
Destruction; Cybersecurity; Countering Violent Extremism;
Maturing Public-Private Partnerships; Medical Readiness/
Immediate Victim Care at Mass Casualty Events; and Rural
Training.
Rural Training includes the following topics: HazMat;
Mass Fatality Planning and Response; Crisis Management for
School Based Incidents; Development of Emergency Operations
Plans (EOP); Bioterrorism Awareness; and Media Engagement
Strategies for First Responders.

Infrastructure Protection Defending the Grid

Against All Threats:

Protecting
America’s
Power Grid
S&BP asks experts about the best ways to
protect electrical infrastructure from physical and
cyber attacks, geomagnetic disturbances, an
electromagnetic pulse, and radio frequency and
microwave weapons.
By Steve Melito, TDM Contributing Correspondent

O

ne day after the Boston Marathon Bombing, American soil
was the site of a different type of attack. Operating under
cover of darkness on 16 April 2013, unknown assailants
disabled a piece of electrical infrastructure in one of the most
populous parts of California. At the Metcalf transmission substation
near Silicon Valley, attackers cut underground fiber optic cables,
deactivating security and communications. Using high-powered
rifles, they then began a 20-minute barrage on the substation’s 17
transformers and cooling system. By the time police arrived, the
marksmen had fled, leaving only spent casings without fingerprints.
Damage to the Pacific Gas and Electric facility forced the re-
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routing of electricity, and repairs took several months. Initially,
the FBI dismissed claims that the incident was a terrorist attack,
and Santa Clara County Sheriff Laurie Smith described it to local
reporters as “sabotage.” John Wellinghoff, who was then chairman
of the Federal Energy Regulatory Commission (FERC), would later
call the attack “the most significant incident of domestic terrorism
involving the grid that has ever occurred.”

A National Blackout?

As the federal agency charged with ensuring the reliability of the
nation’s power supply, FERC was featured in a 12 March 2014 article
in the Wall Street Journal on the risks of a national blackout resulting
from a small-scale attack. The story, which quoted Wellinghoff,
revealed aspects of a FERC study that forecast the devastating effects
of a coordinated attack on just nine of the country’s 55,000 electricaltransmission substations. Several U.S. Senators joined industry trade
groups in demanding an investigation into Wellinghoff’s role in
this disclosure, while other legislators responded by re-introducing
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Many of us in the industry years
ago always suspected a highprobability attack would be exactly
what happened at Metcalf.
weapon or a natural event such as a geomagnetic storm could destroy
or disable electronic equipment. The scope of the damage would
depend on the nature and power of the weapon.
Although some national security analysts have warned that Iran
or North Korea could cripple the power grid by detonating a nuclear
weapon high above the U.S. heartland, other experts discount this
threat because of its relatively low probability. Meanwhile, recent
cyber attacks such as Dragonfly have hit grid operators, electricity
generation firms, and energy industry equipment providers. As the
computer security company Symantec reported on 30 June 2014,
“Dragonfly bears the hallmarks of a state-sponsored operation,”
possibly from Russia, and “is well resourced, with a range of malware
tools at its disposal.”

Physical and Cyber Attacks

Satellite imagery of the U.S. at
night underscores the nation’s
dependence on electricity.
(NASA Earth Observatory,
Robert Simmon)

the Grid Reliability and Infrastructure Defense (GRID) Act, which
eventually died in committee.
The 2014 GRID Act echoed a May 2013 Congressional staff
report called “Electric Grid Vulnerability: Industry Responses Reveal
Security Gaps.” Published just a month after the physical attack
at Metcalf, the report claimed that “the electric grid is the target
of numerous and daily cyber-attacks.” Most utilities comply with
mandatory standards for cybersecurity, but have not yet implemented
voluntary safety recommendations from the North American
Electric Reliability Corporation (NERC), a non-profit international
authority. “Physical damage by terrorists to large transformers,” the
report added, “could disrupt power to large regions of the country.”
In seeking to provide additional regulatory authority to FERC,
the 2014 GRID Act sought a stronger standards-making role for
NERC. The proposed legislation also cited potential threats such
as an electromagnetic pulse (EMP), geomagnetic disturbance, and
radio frequency or microwave weapons. By producing a powerful
electromagnetic disturbance, a man-made device such as a nuclear
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For Chris Humphreys, director and CEO of the The Anfield Group,
Inc., based in Austin, TX, new regulations won’t necessarily help
the electric power industry to address physical and cyber threats.
Humphreys, who started his career at the Department of Homeland
Security’s National Infrastructure Coordination Center, explained
to S&BP that the current regulatory approach is “an unsustainable
model.” His company, which provides security convergence and
compliance strategy services to bulk electrical system asset owners,
helps electrical utilities plan and prepare for a spectrum of threats.
Before starting The Anfield Group, Humphreys was the
development lead at the United States Computer Emergency
Response Team and the Critical Infrastructure Protection (CIP)
Manager for the Defense Department’s Counterintelligence Field
Activity. A certified NERC Compliance Auditor, he also served as
NERC CIP Program Manager at Texas Regional Entity, Inc., the
FERC-approved Regional Entity for the Lone Star State. Humphreys
said that federal regulators need to focus on “viable threats,”
including “real-world problems” such as the theft of copper wire from
electrical substations.
The Metcalf attack may seem spectacular, but “many of us in the
industry years ago always suspected a high-probability attack would
be exactly what happened at Metcalf,” Humphreys noted, adding that
the rifle assault required “less effort than a coordinated cyber attack.”
That doesn’t mean digital threats should be discounted, however.
“I see cyber attacks as far more likely than physical [ones],” said
Humphrey’s colleague at The Anfield Group, Patrick C. Miller. “They
are happening right now, and they can do it without setting foot on
our soil—which has numerous advantages.”
To strengthen grid security against physical and cyber attacks,
regulators and the industry need to evolve. “There’s still not a sense
of proactively mitigating these attack methods within the industry,”
Humphreys said, “and regulation is completely reactive.” He believes
regulations need to feature a more “proactive” approach instead,
but without “a shift to granularity” that is unsustainable for grid
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Solar flares can cause geomagnetic storms that induce high current in power lines and result in
the failure of transformers. (NASA, ESA, L. Calcada)

operators and asset owners. At a time when some utilities are still
using email and spreadsheets to track compliance, automation will
become essential for reporting.
Power industry executives may need to adjust their
perspectives. “The compliance framework is a baseline,”
Humphreys contended, so complying with regulations doesn’t
necessarily mean that a utility or facility has taken all of the
necessary security measures. By implementing “operational and
security best practices” such as those outlined in NIST 800 series
publications, however, the industry can chart a more sustainable
path than “chasing compliance with the latest regulation,” which
in the case of cybersecurity especially, “tends to be a moving
target.” NIST 800 series publications are produced by the National
Institute of Standards and Technology (NIST), and address not
only computer security, but collaborative activities between
industry and government.
By providing “a more focused set of regulations” instead of
layers of new requirements, the CEO of The Anfield Group can
envision consolidated standards that apply not just to the electrical
power industry, but also to “multiple verticals such as oil and gas”.
By applying the NIST approach to risk management, for example,
NERC’s CIP V5 Program is already taking some steps in this
direction.
Humphreys also pointed out that the formation of a separate,
detailed set of physical security standards to complement current
and future cyber standards is also possible. NERC is unlikely to
mandate specific products, but may require technologies such
as physical access control systems, monitors, closed circuit TV,
physical penetration tests, access control, and badging control. The
electric power industry could be required to complete more audits
and third-party assessments, too. Finally, Humphreys noted,
“enterprise-wide governance, risk, and compliance solutions” are
critical to balancing operations and security with compliance.

EMP Attacks and Geomagnetic Storms

Michael A. Caruso, director of government and specialty business
development for ETS-Lindgren Inc., is also working with industry
leaders and following the legislation and regulations that could
affect them. Although the GRID Act of 2014 went dark, Caruso
sees a brighter future for H.R. 3410, the Critical Infrastructure
Protection Act (CIPA), since it “shifts responsibility to the
Department of Homeland Security (DHS).” Under CIPA, the
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Assistant Secretary of the DHS National Protection and Programs
Directorate would include EMP events in national planning
scenarios and educate CIP owners and operators about EMP
threats.
Caruso has been advising power companies about EMP threats
for several years, and recently worked with a large operations and
data center that is the first such facility to be EMP-protected. ETSLindgren Inc., based in Cedar Park, TX, and a subsidiary of ESCO
Technologies, is a leading provider of detection, measurement,
and management technologies for electromagnetic energy. The
company’s Red Edge™ Pulse Protection line includes enclosures,
doors, filters, and vents that are designed by professional engineers
and independently certified by Little Mountain Test Facility, an
Air Force Materiel Command laboratory dedicated to simulation
testing of nuclear hardness, survivability, reliability, and
electromagnetic compatibility of defense systems.
As Caruso explained to S&BP, power industry executives
need to consider that there are two types of EMP attacks:
intentional electromagnetic interference (IEMI) and high-altitude
electromagnetic pulse (HEMP). Geomagnetic storms caused
by solar flares are “different problems with different solutions,”
he said. EMP shielding can block the radiated effects, but the
DC currents that are imposed on power lines must be treated
separately. Protecting against geomagnetic storms alone can
reduce—but will not block—the effects of an EMP attack. “The
biggest challenge is in treating points of entry,” such as doors,
power lines, control lines, and fire alarms, he noted.
Caruso is concerned about all of these threats, but describes
IEMI attacks as “medium probability and high impact.” IEMI
devices are relatively inexpensive and easy to construct, and can be
vehicle-borne or hand-carried. Unlike the Metcalf incident, which
lasted approximately 30 minutes, an IEMI attack is what Caruso
termed “a drive-by event.” Such an attack could happen so quickly,
he told S&BP, that computer loggers could not register it. “Within
10 nanoseconds, it’s over,” he claimed.
Although a HEMP attack is less likely than an IEMI incident,
the detonation of a nuclear weapon above 30 kilometers in the
atmosphere could effect a wide area across the U.S. The detonation
of a nuclear device at lower altitudes would produce an EMP pulse
that’s probably less intense, but still strong enough to induce fields
that would cause electrical systems to fail in a more localized area.
To mitigate potential HEMP effects, the U.S. military establishes
an electrical perimeter around mission-critical facilities. Yet a
large part of the energy infrastructure upon which the Defense
Department depends is commercially-owned.
Hardening civilian facilities to the military standard is
“overkill for industry,” Caruso maintained, so ETS-Lindgren has
“developed a more economical approach.” Depending on what
an operations center needs, a facility can choose Level 1 or Level 2
protection with the Red Edge line. Level 1 products protect critical
assets such as transformers, but exclude generators and cooling
systems. Level 2 products protect all of a facility’s infrastructure
and support continuous operations.
Ops centers are important, but they’re not the only parts of the
grid that require protection. “There’s a need to protect the relays
and switching operations at remote substations, too,” Caruso
noted. He also said that power companies need to install “neutral
blocking devices” on high and medium voltage transformers.
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Determining whether a facility needs to enclose units separately or
install EMI-shielded rooms to protect every asset is part of ETSLindgren’s consulting process.
Understandably, the electric power industry is concerned
about costs. For a new operations center, Caruso estimated that
EMP protection could account for as much as 20 percent of the
construction total. In terms of total costs, including operations,
that amount is significantly lower – typically six to seven percent.
For industry executives then, it’s essential to determine “what must
stay live” and what can be “sacrificed.” Medium and high voltage
transformers are expensive to replace and require protection, whereas
rooftop microwave communications links are lower-cost items, and
spares can be warehoused off-site.
Retrofitting an existing facility also requires analysis. Older,
wooden buildings can’t attenuate signals from an IEMI device or
HEMP attack. Concrete buildings with metal roofs provide some
protection, and metal-clad buildings offer even more. By enhancing
an existing structure with several small rooms or enclosures, utilities
can contain costs. Utilities can also begin by protecting critical
systems, and then upgrade to protect the entire facility. “There are
things that can be done,” Caruso stressed.

Small Grids, Big Changes

“If you’re going to talk about protecting the grid,” explained Jack
Eisenhauer, president and CEO of Nexight Group LLC in Silver
Spring, MD, “it needs to be in the context of how it’s changing.”
For 35 years, Eisenhauer has led planning efforts in fields such as
infrastructure protection and resilience, cyber security, and advanced
energy technologies. Past projects include work on studies for the
DHS National Infrastructure Advisory Council and the Advanced
Grid Integration Division at the Department of Energy.
“Every sector is dependent upon the power grid,” Eisenhauer
told S&BP, “but the whole structure of the grid is changing in a
fundamental way.” These changes, he contended, are driven by new
technologies, competition, and business models. Traditionally, the
focus of the grid was maximum reliability built around centrallycontrolled, base-load power generation. Today, a new class of power
producers is emerging. This includes factories, universities, and even
home owners who generate their own power, often with solar panels
and other renewable sources.
Distributed power generation may represent the most significant
transformation to the grid in decades. “New technologies that
enable energy consumers to become energy producers and create
micro grids,” Eisenhauer explained, “are moving the U.S. towards a
transitive energy model.” These changes could force the loosening
of constraints on the purchase and sale of electric power, which
traditionally has been well-controlled. In an environment where
individuals provide their own electricity, such as after a major power
disruption, there are questions about how operators would manage
the flow and “what the grid would look like,” Eisenhauer said.
A broad portfolio of advanced grid technologies known as the
“smart grid” is also changing the industry. An electricity supply
network that uses digital communications technology to detect and
react to local changes in usage, the smart grid can “greatly reduce
outage times and speed recovery,” Eisenhauer said. Yet the smart grid
also includes “millions of new access points,” so smart meters and
even appliances such as refrigerators can represent points of cyber
vulnerability.
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Cyber attacks could darken control rooms like this at power generation plants. (phys.org)

To address potential digital threats, Eisenhauer envisions a future
of smarter devices and greater coordination between government and
utilities. The electrical power industry already monitors suspicious
activity, he noted, and collaboration between the private and public
sectors is increasing. For proponents of resiliency, what Eisenhauer
described as “almost a self-healing grid” holds great appeal. “The
very technologies that are the focus of concern,” he explained, “are
also increasing the resilience of the grid by enabling distributed
generation; providing faster, more automated recovery; and laying
the foundation for a more robust and dynamic electric grid overall.”

No Time to Lose?

For some, the future of power grid security is now. For example,
Virginia-based Dominion Resources plans to spend up $500 million
to harden its facilities over the next seven years. In addition to
installing physical barriers and EMP protection, the Mid-Atlantic
region’s largest electricity supplier is ordering additional spares and
storing these assets off-site in secure areas. The company also plans
to build a new Systems Operations Center to replace its 1980s-era
facility.
On the West Coast, Southern California Edison has been
working with the Defense Department and intelligence agencies
to implement advanced cyber security technologies. The initiative
is part of the Irvine Smart Grid Demonstration, a public-private
partnership that includes SCE; University of California, Irvine’s
Advanced Power and Energy Program; and the Department of
Energy.
Maine may lack the population of the Mid-Atlantic or Southern
California, but the New England state is also a leader in grid
security. On 11 June 2013, Maine passed LD 131, which requires
the state’s Public Utilities Commission to examine vulnerabilities
in the electrical transmission infrastructure to an electromagnetic
disturbance or geomagnetic disturbance. State lawmakers cited a
moderate solar storm in March 1989 that caused a province-wide
blackout in nearby Quebec.
The electric power industry faces a spectrum of threats, and
experts may disagree about which are most likely—and likely the
most devastating. Still, inaction is not an option. “If the power grid
were taken off-line in the middle of winter and it caused people to
suffer and die, that would galvanize the nation,” said retired Admiral
Mike McConnell, former Chief of U.S. National Intelligence, in a
2009 television interview. “I hope we don’t get there.”
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Countering Nuclear Terrorism:

How DNDO Supports Detection and Forensics
Dr. Huban A. Gowadia was appointed as the Director of the U.S.
Department of Homeland Security’s Domestic Nuclear Detection
Office (DNDO) on 20 September 2013. Under her leadership,
DNDO develops nuclear detection capabilities, measures detector
system performance, ensures effective response to detection
alarms, conducts transformational research and development,
and coordinates the improvement of technical nuclear forensics
capabilities across the U.S. Government. Prior to this role, Dr.
Gowadia served at DNDO as the Acting Director from 2012 to 2013
and in several other roles since 2005.
Before joining DNDO, Dr. Gowadia led DHS’s Science &
Technology Countermeasures Test Beds as Program Executive
from 2003 to 2005. She also worked for the Transportation Security
Administration and Federal Aviation Administration. Dr. Gowadia
received a Bachelor of Science degree in Aerospace Engineering
from the University of Alabama and a Ph.D. in Mechanical
Engineering from the Pennsylvania State University.

Dr. Huban Gowadia
Director
Domestic Nuclear Detection Office
U.S. Department of Homeland Security

Interview by S&BP Assistant Editor George Jagels

S&BP: Why was the Domestic Nuclear Detection Office
(DNDO) created, and what is DNDO’s mission?
Dr. Gowadia: At DNDO, we have a singular focus: countering
nuclear terrorism. In 2005, DNDO was established through
Presidential Directive within the Department of Homeland
Security (DHS) as an interagency office to coordinate U.S.
radiological and nuclear detection capabilities across the
government. In 2006, we were assigned similar responsibilities
for technical nuclear forensics.
Let me first discuss detection. We conduct our detection
coordination efforts through the global nuclear detection
architecture, which is a framework for detecting, analyzing,
and reporting on nuclear and other radioactive materials
that are out of regulatory control. We are responsible for
collaborating across the nuclear security enterprise to ensure
a managed, coordinated response to potential nuclear threats.
To accomplish this, DNDO invests in programs to conduct
transformational research and development, measure detector
performance, develop and deploy nuclear detection capabilities,
and ensure effective response to detection alerts, while
enhancing the capabilities of our partners.
With respect to forensics, DNDO provides centralized
stewardship planning and integration for federal nuclear
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forensics and attribution activities. We are responsible for
a ready, robust, and enduring national nuclear forensics
capability.
I have the privilege of leading an exceptional team of
professionals. Their incredible energy, passion, and work ethic
are on display every day as we, together, keep a sustained focus
on a very significant national security mission. DNDO has 127
federal employees and, in FY 2014, a budget of $285,255,000.
S&BP: What are some of the benefits of centralizing
these functions into a single DHS office?
Dr. Gowadia: Nuclear terrorism is an enduring threat. As
President Obama said in a speech in March 2012, “The danger
of nuclear terrorism remains one of the greatest threats to
global security.” We begin by assessing the threat environment,
and take a holistic and integrated approach to address it.
The DNDO team brings an incredible breadth and depth of
experience to bear—systems analysts, engineers and scientists,
staff with law enforcement and intelligence community
backgrounds, policy analysts, and acquisition professionals.
Importantly, our experiences in technology development
have validated the critical need for close coordination between
DNDO technology developers and testers and their operational
partners, especially as concepts mature from early research into
our prototypes. At DNDO, this coordination occurs constantly
and seamlessly.
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S&BP: What are some of the challenges in developing
a global nuclear detection and reporting architecture?
How do you work with partner nations to maximize
reporting?
Dr. Gowadia: To remain one step ahead of an ever-evolving
threat environment, we continually adapt our methods and
strategies to ensure nuclear terrorism remains a prohibitively
difficult undertaking for any actor. Our guiding principle
is the critical triad of intelligence, law enforcement, and
technology. Mission success is enhanced by the use of
intelligence-driven searches conducted by well-trained
law enforcement and public safety officers using the right
technology.
But developing a multi-layered, multi-faceted global
nuclear detection architecture also relies on the decisions of
foreign partners regarding their own national and regional
detection programs. To support these efforts, DNDO
collaborates with interagency partners at the Departments of
Defense, State, and Energy, and through multilateral groups,
such as the Global Initiative to Combat Nuclear Terrorism and
the International Atomic Energy Agency (IAEA). For example,
DNDO assisted in the development of guidelines and best
practices that the IAEA has used for regional training courses,
helping more than 20 nations initiate planning for nationallevel detection architectures. Our efforts abroad help bring
together the international nuclear detection community and
make the world and our nation more secure.
S&BP: Specifically, can you give our readers insight
into the Global Nuclear Detection Architecture and
some anecdotes as to how it works?
Dr. Gowadia: Global Nuclear Detection Architecture is the
framework for the implementation of radiological and nuclear
detection capabilities, with a number of federal, state, local,
tribal, territorial, international, and private sector partners.
A detection event can be in the form of information or
intelligence alerts, technical detection alerts, and traditional
law enforcement work. Indeed, for many partners, detection
is just one of their many law enforcement and public safety
duties.
As an illustrative example, law enforcement officers
may uncover efforts to forge radioactive material licenses
in order to smuggle radioactive materials across a border.
The law enforcement agency could arrange a sting operation
and employ detection equipment to verify the source of the
material involved, thereby leading to the seizure of material
and arrest of the buyer, seller, and facilitators.
S&BP: In what ways is DNDO involved in post-event
detection and classification?
Dr. Gowadia: The Departments of Defense, Energy,
Homeland Security, Justice, and State, and the Office of the
Director of National Intelligence all have responsibilities for
the U.S. government’s national technical nuclear forensics
capabilities. The Department of Defense leads the development
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A prototype gamma-ray sensor system is mounted in the white pod on a helicopter for aerial
radiological detection. (DHS)

of post-detonation nuclear forensics, and DNDO assists in the
development of requirements for this mission.
Additionally, DNDO is responsible for ensuring [that] the
nation’s nuclear forensics capability is ready to respond to a
radiological or nuclear event—from interdiction of smuggled
nuclear or other radioactive material to a terrorist detonation
of a nuclear device. DNDO is able to aid in the attribution of
the event with federal partners through centralized planning,
assessments, exercises, and stewardship of national technical
nuclear forensics programs.
S&BP: How does DNDO ensure effective domestic
responses to detection alarms?
Dr. Gowadia: DNDO’s Joint Analysis Center facilitates alarm
adjudication and provides situational awareness to federal,
state, and local decision makers. The Joint Analysis Center
Collaborative Information System provides stakeholders’
adjudication connectivity, a detector database, and information
regarding the events and activities related to a detection event.
In addition, we assist state, local, tribal, and territorial
agencies with establishing a robust and integrated radiation
detection capability. We work with partners as they develop
customized concepts of operations and standard operating
procedures. We also support the development of training and
exercise products—from basic awareness and knowledge to
tabletop exercises and full-scale exercises—which ingrain
alarm response procedures into day-to-day activities.
S&BP: What are some of the metrics that you use to
measure DNDO’s performance?
Dr. Gowadia: We can measure performance in multiple ways,
including improvements to fielded detection capabilities [and]
progress towards supporting next-generation expertise.
As a result of our acquisition and deployment
collaborations, at our ports of entry, almost 100 percent
of maritime containerized cargo and 100 percent of land
border conveyances are scanned for radioactive threats by
Customs and Border Protection (CBP) officers. All Coast
Guard boarding parties carry radiation detectors, and the
Transportation Security Administration’s (TSA) Visible
Intermodal Prevention and Response teams use these systems
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To remain one step ahead of an ever-evolving threat environment,
we continually adapt our methods and strategies to ensure nuclear
terrorism remains a prohibitively difficult undertaking for any actor.
every day during the course of their
activities and at special events. In
addition, we are expanding the Border
Patrol’s nuclear detection capabilities for
agents on patrol between ports of entry.
Our Securing the Cities program
has supported the establishment of
robust capabilities in major urban areas,
including the New York City and Los
Angeles/Long Beach regions. We also
carry out robust program assistance
efforts. DNDO has engaged with 29
states to support the development of
state and local detection programs, and
is working on expanding these efforts to
all 50 states.
We are focused on the next
generation of scientists in fields
relevant to our mission. In 2013 alone,
our Academic Research Initiative
supported 140 students, and, to date, our
National Nuclear Forensics Expertise
Development program has placed 19 new
nuclear forensics scientists at National
Laboratories. We are on track to add
35 new Ph.D. scientists to the nuclear
forensics field by 2018.

sometimes called “pagers,” radiation
isotope identification devices, and
radiation detection backpacks.
S&BP: How does DNDO enable
other agencies to make more
informed radiological/nuclear
procurement decisions?
Dr. Gowadia: DNDO assists federal,
state, local, tribal, and territorial
operational partners make informed

S&BP: What kinds of equipment
does DNDO procure? Is this often
used by your personnel, or do
you procure equipment for other
organizations?
Dr. Gowadia: At DNDO, we develop,
procure, and deploy both large- and
small-scale radiation detection
equipment, predominantly for use by our
DHS operational components—CBP, the
Coast Guard, and the TSA. Large-scale
equipment includes fixed, transportable,
and mobile radiation detectors, like
those used by CBP officers to scan
incoming cargo and conveyances at
ports of entry.
Small-scale equipment includes
portable radiation detectors, some of
which are hand-held or may be worn by
law enforcement officers. These sensors
include personal radiation detectors,
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procurement decisions of radiation
detection systems through several
mechanisms. First, we partner with
experienced equipment users, industry,
scientists, and the National Institute of
Standards and Technology to develop
standards that establish the minimum
performance requirements for such
systems. Then we plan and execute
rigorous test and evaluation campaigns
to test sensors against standards and
in relevant operational scenarios with
a variety of sources to include special
nuclear material. These campaigns
provide information regarding technical
performance, operational effectiveness,
and system limitations to help our
partners select the right equipment and
develop the right concepts of operation
to meet unique mission requirements.
DNDO also has in place a test and
evaluation program through which the
private sector may submit their products
for independent testing.
S&BP: Are there emerging
technologies for radiation and
nuclear detection that you are
particularly excited about?
Dr. Gowadia: DNDO’s transformational
research and development efforts
transition ideas to laboratory prototypes
and from laboratory prototypes to
commercially available products. DNDO
has developed and worked with industry
to commercialize several breakthrough
sensing materials with enhanced detection
characteristics for gamma-rays and
neutrons. Some materials can sense both
types of radiation simultaneously. Others
focus on neutron detection without
requiring the rare isotope Helium-3 that is
traditionally used for neutron detection.
Some of the most interesting work
DNDO supports is improving instrument
algorithms and analyses. We are
developing advanced algorithms that can
distinguish between naturally occurring
background radiation or benign sources

tacticaldefensemedia.com

Leadership Perspective
from threat materials in urban and cluttered environments,
thereby greatly reducing the number of nuisance alarms from
fielded systems and minimizing operational costs.
Finally, new technologies for the detection of shielded
special nuclear material—which is one of our toughest technical
challenges—continue to show promise. We are also developing
software to automatically detect special nuclear material and
shielding material in radiography images.
Together, these successes contribute to core technologies that
will support a range of future capabilities.
S&BP: Before joining DNDO, you led DHS’s Science &
Technology Countermeasures Test Beds program and
were the Checkpoint Program Manager in the Office
of Security Technologies at TSA. How have these
experiences shaped your perspective as DNDO Director?
Dr. Gowadia: As a checkpoint program manager, I had a front
row seat on 9/11, and it remains the most impactful event of my
professional life. Through it all, I witnessed leadership in a crisis;
every day, I try to emulate the best leaders I saw in action.
First and foremost, I’ve learned the importance of focusing
on and staying closely tied to end users and operators.
Their unique insights and understanding of the operational

A truck is scanned through a radiation portal monitor. (DHS)

environment are critical to building relevant and effective
capabilities.
[Second], in every assignment, I have been fortunate to be
a part of truly exceptional teams. It is a privilege to learn from
some of the smartest scientists and engineers in the world [as
well as] from courageous law enforcement and public safety
officials.
And finally, I have developed a deep appreciation for the
privilege of federal service in the homeland security mission. I
am blessed to have what Teddy Roosevelt called the “best prize
in life…the chance to work hard at work worth doing.”
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Surveillance and Detection Mobile Solutions

STRONGER,

FASTER,
LIGHTER,
CLEARER

How mobile surveillance and detection
technologies help to secure borders, protect cities,
and keep fans at sporting events safe.
By Steve Melito, TDM Contributing Correspondent

M

obile surveillance and detection are an integral part of border
protection and homeland security. Mobile towers, vehiclemounted cameras, modular air samplers, and portable
pathogen identifiers combine mobility and flexibility with rapid
results. In addition to innovative equipment, suppliers offer softwarebased technologies that provide an integrated picture of potential
threats. For civilian and military responders alike, the number of
available products is impressive.
Whether along a border, outside a sporting event, or on the city
streets, mobile technologies travel the front lines of security and
defense. To examine innovation in several key areas, S&BP interviewed
suppliers of products that are used in the United States, South Korea,
and Brazil.

Mobile Towers

SkyWatch mobile observation towers from FLIR Systems, based in
Wilsonville, OR, are more than just an elevated platform for manned
surveillance. Rugged enough to handle off-road conditions, these
moveable security towers also have been used at public events in New
York City and Washington, D.C., to improve law enforcement vantage
points and reduce the number of officers needed for observation.
Regardless of application, only one person is needed to set up and
deploy each hydraulic tower.
As David Cullen, vice president of detection, told S&BP, agencies
can integrate SkyWatch towers with infrared or thermal cameras,
radios, and public address systems. FLIR’s mobile observation towers
can also provide a platform for chemical, biological, and radiological
sensors. This “hasn’t been a huge focus to-date,” Cullen added, but
notes that SkyWatch offers a “convenient deployment platform” for
various detection technologies, including radar.
In addition to mobile surveillance and threat detection, SkyWatch
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U.S. Customs & Border Protection
personnel use MSC technology from FLIR
Systems to help patrol remote areas.(CBP)

towers are used for force protection. Designed with safety and comfort
in mind, each tower features heat and air conditioning, seating, and
tinted sliding glass windows. Ballistic resistance options meet National
Institute of Justice (NIJ) Level III and IV standards for small arms fire
and armor-piercing rounds. Additional applications for these wheeled,
vehicle-towable towers include forward-deployed military forces and
disaster response.

Vehicle-mounted Radar and Cameras

As a supplier of multiple solutions for surveillance and detection,
FLIR Systems has also developed Mobile Surveillance Capability
(MSC) technology for Customs and Border Protection (CBP) in the
Department of Homeland Security. A long-range detection system that
can be integrated with a Ford or Toyota truck chassis, MSC combines
ground-based radar with FLIR thermal cameras to detect and track
humans at distances in excess of six miles in a 360-degree field of view.
According to Cullen, MSC technology provides CBP agents with
“a visual image of what the radar is seeing.” Sensor-based detection
is also “integrated with command and control” to allow field agents
simple control of these systems deployed along the U.S. southern
border. Stable in high winds, truck-mounted MSC technology provides
mobility, flexibility, and ease-of-use. Because the system is fully
automated, agents can setup or stow equipment in minutes, allowing
personnel to respond to changing conditions on the ground.
According to the technology website CNET, CBP seeks to maintain
as much line-of-sight coverage as possible. The Tucson Sector’s
tower-mounted cameras can’t cover every square inch, however, and
smugglers who cross the Arizona desert can hide in washes, brush,
and other naturally-occurring features. FLIR’s MSC and mobile
video surveillance system (MVSS) technology may assist personnel
patrolling a remote area. In just minutes, an agent can deploy a truckmounted mast with rotating radar, daytime and infrared cameras, and
a laser range finder.

Concentrating Pipettes

The U.S.-Mexico border is far from the demilitarized zone (DMZ)
between South and North Korea, but American forces on the
Northeast Asia peninsula are also using mobile surveillance and
detection technologies. Under the Joint United States Forces Korea
Portal and Integrated Threat Recognition (JUPITR) program, the
Joint Program Executive Office for Chemical and Biological Defense
(JPEO-CBD) is working with the Edgewood Chemical Biological
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Center (ECBC) to deploy
enhanced biosurveillance
capabilities.
One part of the
JUPITR program is
Concentrating Pipette
technology. Made by
InnovaPrep of Drexel,
MO, the automated
micro-particle
concentrator is “about
the size of a coffee
maker”, according
to the company’s
The JUPITR program uses InnovaPrep’s Concentrating
marketing director,
Pipette technology. (InnovaPrep)
Ann Packingham, and
this makes it “a perfect match for mobile labs.” The microbiology
instrument “can take any liquid sample—blood, environmental
water, drinking water, food—and concentrate the pathogens for rapid
detection,” she added.
By eliminating the need for incubators and plating in the sample
enrichment process, the Concentrating Pipette requires less space than
other biodetection techniques. This technology also allows for the use
of polymerase chain reaction (PCR) methods. In the JUPITR program,
a pipette is used to concentrate batched samples collected from various
locations. “If [test personnel] get a hit,” Packingham explained, “they
can go back and carefully analyze the aliquots of individual samples.”
Bill Baker, president of BioMatrix Sciences, Inc., provided
S&BP with additional insights about how the Concentrating Pipette
supports mobile detection. Noting that ECBC was “instrumental”
in introducing the technology both to the U.S. military and to the
Republic of South Korea, Baker emphasizes the importance of response
times. “When you can improve your end response by a factor of four,”
he said, “the technology quickly speaks for itself.”

responders analyze and
address CBRN threats.
The speed of biological
detection is increasing,
but it’s still not as fast as
chemical and radiological
detection.
As Neil Cohen,
Director of Business
Development for the
CoBRA Software supported the Brazilian Army
and Navy during the 2014 FIFA World Cup.
CoBRA Division of
(CoBRA Software)
Defense Group Inc. (DGI)
said of biological detection, “We’ll have to wait for hardware
in the form of sensors” that can integrate with CoBRA
software. Today, this dynamic application integrates chemical,
radiological, nuclear, and weather-related information into a
data-rich map and common operating picture.
According to Cohen, CoBRA works with multiple brands of
chemical sensors, each of which typically has its own software.
By serving as “the common glueware” then, the application
helps to maximize existing investments in detection
technology. “We don’t do detection ourselves,” Cohen
emphasized. Instead, CoBRA software displays information
in a unified way and supplies appropriate response procedures
based on detected threats.

COLLABORATION IS KEY.
Incident Management and Decision Support System

High-flow Air Sampling

In addition to Concentrating Pipettes, InnovaPrep makes the SpinCon
II, a high-flow air sampler that the Minnesota National Guard’s 55th
Civil Support Team (CST) has deployed at sporting events. Portable
and energy-efficient, this wet concentrator air sampler is designed to
collect bioaerosols, particulate matter, and soluble vapors, including
submicron-sized particles. To address air sampling requirements,
the SpinCon II collects and highly concentrates particles in a liquid
medium.
Suitable for most detection technologies and platforms, the
SpinCon II has a sampling time that’s user-settable from just a few
minutes, or that can be configured to run continuously since its
sample fluid is replenished continuously to remain at the same volume
as evaporation occurs. In addition to stadiums and sports arenas,
SpinCon II technology has been used at military bases and by federal
departments, including the Department of Defense. Additional
homeland security applications include critical infrastructure
protection at airports, train stations, and financial institutions.

Common Operating Pictures

Providing a common operating picture is a major advantage
for large groups working in complicated settings. Software
that updates and integrates data in a graphical display helps
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Surveillance and Detection Mobile Solutions
For years, responders in the U.S. have used CoBRA as
CBRNE and HAZMAT software. With the product’s transition
to a Web-based architecture for all-hazards environments,
CoBRA was adopted by Brazil’s Army Technology Center.
During the 2014 World Cup, the Brazilian military used
CoBRA to monitor soccer stadiums in 12 cities. “CoBRA
enhanced Brazil’s ability to achieve a true common operating
picture, and allowed the Emergency Operations Center to
view all sensors and resources on a single map and dashboard,
across multiple venues simultaneously,” Cohen explained.

BioFlash-E technology is also faster than immunoassays and PCR
methods.
PathSensors also supplies the Zephyr pathogen identifier
for the rapid detection of biological threat agents from surface
samples. Available in wheeled and rack-mounted configurations,
the Zephyr is “operator-friendly and easy to use,” Spindler said,
with a touch screen with prompts that “walks the technician
through the test protocol step-by-step via visual instructions and
animations.” PathSensors also offers robot-mounted biodetection
equipment for use in hot zones.

The software also enabled Brazilian soldiers who were
not trained radiological responders to perform critical
surveillance activities. “These 18 or 19 year old kids,” Cohen
said, walked through crowds carrying handheld detectors. The
devices weren’t wireless-enabled, but the soldiers could use
their Android phones to “read and submit” data. “You need
lots of bodies to do this type of surveillance,” Cohen added,
“and they fit the bill [by using this approach].”

From Planning to Response

Pathogen Detection

PathSensors of Baltimore,
MD, also supplies
mobile detectors for
the rapid identification
of biological materials.
The company’s BioFlash
and Zephyr products
are based upon the
CANARY test platform,
which was developed
at the Massachusetts
Institute of Technology’s
Lincoln Laboratory
under a DARPA contract.
BioFlash technology from PathSensors uses living
Commercialized by
cells to amplify the signal. (PathSensors)
PathSensors, CANARY
uses biosensors that have been modified to express antibodies
on their surfaces against targets of choice and that express a
bioluminescent protein called aequorin.
“These biosensors literally emit light if a pathogen such as
anthrax is detected”, explained Daniel Spindler, New Product
Development and Sales Manager. Unlike other biodetectors,
PathSensors products “use living cells to amplify the signal,” he
noted. Because of the rapid kinetics and signal amplification,
pathogen detection offers sensitivities down to 50 cfu/pfu with
a five-minute time-to-result. To detect and identify specific
pathogens, sophisticated algorithms are used to analyze biosensor
light emissions.
The BioFlash-E Biological Identifier from Path Sensors is a
lightweight, portable, ergonomic device that Spindler said has
been used at sporting events and other public venues. “Speed,
sensitivity, and ease-of-use,” he explained, make the device ideal
for bioaerosol detection at points of entry where detectors such
as X-ray machines are also typically located. “It’s as easy to use as
putting a disc into the CD player of your car,” he added. With its
rapid detection of airborne pathogens such as aerosolized anthrax,
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AristaTek of Laramie, WY, also supplies innovative software that
can integrate with sensor systems. As Scott Bunning, director
of marketing and sales, told S&BP, the PEAC-WMD application
“could figure into a surveillance model to give a wealth of
information” about detected substances. From recommended
exclusion zones to personal protection equipment (PPE), users
could learn about appropriate responses. Typically, however,
responders use PEAC-WMD as a “planning tool, including at
high-profile events.
PEAC-WMD was deployed in advance of recent Super Bowls
in Miami, FL, and East Rutherford, N.J. “It allows responders to
run multiple scenarios in advance of the event to coordinate game
day plans and response,” he explained. By integrating Aristatek’s
software with HazMat ID 360, HazMat ID Elite, and GUARDION
instruments from Smiths Detection, responders can also access
technical references about identified substances.
To share information with an operations center, PEAC-WMD
conforms to Common Alerting Protocol (CAP) requirements
that support standard alerting messages. This means emergency
personnel can do more than print and email screenshots. “The
CAP allows inclusion of shape files such as plume or explosive
model as defined in the standard,” Bunning said. Instead of
computational fluid dynamics, the software’s vapor cloud
dispersion model uses proprietary algorithms.
“The beauty or utility of PEAC,” Bunning continued, “is that
AristaTek doesn’t embed other applications [that could disrupt
the user’s experience].” The product’s graphical user interface is
consistent and supports how “the user expects all tools to work in
a similar manner and give results in a common format.”

Adaptation and Innovation

From towers to trucks to sensors to software, civilian and military
responders can choose from a wide array of mobile surveillance
and detection products. By understanding innovative technologies
that are now available, agencies can examine options for
challenges ranging from border protection to homeland security.
Procurement officers can also expect new advancements and
breakthroughs that emerging technologies are sure to provide.
Threats evolve and adversaries adapt, but current trends
in mobile surveillance and detection are likely to continue.
Manufacturers continue to find ways to make equipment
smaller, faster, more affordable, and easier-to-use. At the same
time, industry leaders are developing innovative products that
provide greater flexibility for end-users. As Cullen said of his
company’s integrated systems, “Everything has the potential to
be fixed or mobile.”
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Local Outlook Yuma Sector

IMPERIAL

YUMA

SECURING THE
YUMA SECTOR
SONORA
How Border Patrol’s Yuma Sector faces border
security challenges and stops drug smugglers,
human traffickers, and transnational terrorists.

n Washington, D.C., the debate over immigration reform
continues. Resolution seems no more likely after the
November 2014 elections than it does today. Meanwhile, U.S.
borders must be secured, an immense task under the best of
circumstances. The Southwest Border, however, rarely offers easy
days or simple decisions.
Customs and Border Patrol (CBP) agents combat drug and
human trafficking, the smuggling of contraband, and terrorism.
Their job requires dynamism and an acceptance of great risk.
By examining how a small but important Border Patrol sector
operates, S&BP puts political posturing aside and considers the
real-world challenges of border security in the U.S. Southwest.

Mountains are reminiscent of the most picturesque Southwestern
landscapes. To the west, the Imperial Sand Dunes are a different
type of desert, popular with recreational vehicle enthusiasts.
The sector also contains the ever-changing Colorado River, the
rocky Cabeza Prieta National Wildlife refuge, the border city of
San Luis, significant agricultural acreage, and busy roadways
(Interstate 8 passes through Yuma). In addition, there are large
and active military installations. The Barry M. Goldwater Air
Force Range is a 1.7 million acre bombing range, and Marine
Corps Air Station Yuma is home to multiple squadrons.
The beauty of the land and the variety of human activity
do not change the harsh realities of desert life. Extreme heat is
the norm during summer months, with temperatures as high as
120 degrees Fahrenheit. Unlike travelers on Interstate 8 or local
residents in their homes, Border Patrol agents aren’t immersed
in air conditioned comfort throughout the day. Such hightemperature conditions also challenge those who would enter the
U.S. illegally.

Diverse Desert Terrain

Stopping Illicit Activity

By Steve Melito, TDM Contributing Correspondent,
and George Jagels, Editor, S&BP

I

Straddling the Mexican border for 126 miles, Yuma Sector
is neither a highly populated area like El Paso-Juarez, nor an
extremely rural region like the border sector between North
Dakota and Manitoba. With a population of 95,500, Yuma, AZ,
is the largest city in the sector. The Border Patrol, part of U.S.
Customs and Border Protection (CBP) at the Department of
Homeland Security, maintains a station there, along with stations
in Blythe, CA, and Wellton, AZ. Yuma Sector is also responsible
for all of Nevada.
Within this region of responsibility, Yuma Sector agents
cover a diverse desert terrain. To the east, the jagged Gila
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Over the past eight years, Yuma Sector has seen a remarkable
decline in illicit activity. In FY 2005, agents conducted 138,438
illegal alien apprehensions, or almost 13 percent of all CBP
apprehensions that year. By last year, however, that percentage
had gradually fallen to 1.5 percent, or just 6,106 apprehensions.
Given recent media coverage of the Southwestern border, these
numbers may seem surprising.
A number of factors account for the statistical changes.
Although CBP staffing levels grew, the number of arrests fell—a
pattern which suggests less illegal immigration overall. National
Guard assistance, border security technology, and improved
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People walking through the
desert can be out there for a
week or two. We’ll track them in
our trucks, on ATVs, or on foot.
infrastructure also played a role, as Supervisory Border Patrol
Agent T. David Lines told S&BP.
For example, during Yuma Sector’s busier years in the mid2000s, agents worked closely with the National Guard to increase
protection of the border. The Guard assisted with administrative
duties as well as the repair of border fences and the maintenance
of surveillance equipment.
Yet the Yuma Sector still faces three key challenges: drug
trafficking, terrorism prevention, and stopping the entry of
weapons of mass destruction (WMD). Smugglers, Lines said, are
always trying to find new ways to cross the border. In the past,
transporting narcotics in vehicles was common. Today, Border
Patrol agents are encountering “trekkers” who cross the desert
with 50-pound backpacks full of marijuana.
“You get a group from five to ten people. Nine will have
[marijuana-filled] backpacks and one will be in charge of
carrying water for the group,” said Lines, who is based in the
remote Wellton Station. “The nearest road in the desert can be
from 20 to 80 miles away. People walking through the desert can
be out there for a week or two. We’ll track them in our trucks, on
ATVs, or on foot.”
Smugglers still find ways to adapt. “They’ll try to hide
their footprints in the sand by putting foam booties on their
feet,” Lines said. Smugglers also use the Yuma Sector’s military
installations for cover. “Sometimes people walk right through
[the ranges], day or night,” Lines said. “They know that if they
do get on a range and jets are flying, it will be more difficult for
us to go and apprehend them. You have to get clearance and it
takes a little time.”
These methods are hardly the most desperate ones seen by
Yuma Sector agents. Agent Douglas Choi, who is based at the
station in Yuma, told S&BP that “people have tried to build
ramps to get [vehicles] over the barrier,” a reference to fencing
along the border. Choi also described how smugglers “built a
pneumatic cannon shooting Folger cans stuffed with marijuana.”
These tactics may seem humorous, but might also indicate how
effective the agency’s interdiction efforts are.

Leveraging Technology

In addition to halting drug traffickers and human smugglers, the
Border Patrol is responsible for stopping transnational criminals
and terrorists who would enter the U.S. Stopping weapons of
mass destruction is, of course, a high priority.
At border checkpoints, each agent carries a personal
radiation detector (PRD) that resembles a pager. Any radiation
passing through a checkpoint triggers the PRD. The closer
an agent moves to the source of radiation, the higher the
number on the display. Agents may also use a radiation isotope
identification device (RIID), which analyzes the energy
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spectrum to determine which type of radioactive material is
present.
In the backcountry, the Border Patrol maximizes manpower
through simple but effective means. Ground sensors, similar
to the trail cameras that hunters use, detect movement and
alert agents to intruders. “There are ground sensors for vehicle
traffic and foot traffic,” Lines explained. “Cameras are deployed
in strategic places that send snapshots to cell phones to show
exactly what went by.”
Since most illegal activity occurs at night, personal infrared
technology is highly valued in Yuma Sector. The hand-held
infrared system available to agents is mobile, and can be used
to track suspected illegals or smugglers. Foam booties can hide
tracks, but they can’t hide a person’s heat signature. The Yuma
Sector has also made improvements in surveillance equipment
such as the Mobile Surveillance System (MSS), an infrared radar
system that allows agents to maintain enhanced surveillance of
large areas of the border. “The MSS and its operator act as a force
multiplier for agents in the field,” Lines told S&BP.
Night vision equipment and long arms are available at the
armory. “I encouraged taking out a long arm at my musters
[because] agents are isolated,” Lines said, “but if [agents] don’t
want to take one out, they don’t have to.” When non-lethal force
is required, Yuma Sector agents have access to the Fabrique
National (FN) 303, a semi-automatic weapon capable of
launching five different types of non-lethal projectiles up to 100
meters, as well as an electronic control weapon to enhance nonlethal force devices.
Equipment testing is not performed by agents themselves,
and Choi noted that nothing used at Yuma is sector-specific. The
CBP’s Office of Technology Innovation and Acquisition, among
others, handles the procurement of new equipment. Still, agents
can and do offer feedback about what works best.
Given the remoteness of Yuma Sector, S&BP asked Choi and
Lines if small unmanned aerial vehicles (UAVs) could help agents
who patrol vast swaths of desert. (Yuma Sector does not have
any drones, but CBP has around ten.) Inexpensive and relatively
easy to operate, battery-powered planes and helicopters can be
equipped with thermal cameras and night vision capabilities.
Conventional air units, Choi explained, “are very helpful
[because] they can get places more quickly, especially if we’re on
foot.” Yet neither Lines nor Choi were ready to endorse drones, at
least in Yuma Sector. “A UAV could be useful,” Lines said, “but
it depends on the Barry Goldwater Range. [There are] constantly
planes up there [and] this might make UAV use challenging.”
Choi added that crop dusters and other air traffic around the
city of Yuma could also pose problems. Ultimately, considering
the needs of neighbors remains on the sector’s radar.

Building Partnerships and Facing Challenges

Today, Yuma Sector maintains extensive partnerships with state,
local, tribal, and military organizations. This practice is “a vital
segment of the strategy that has aided efforts to improve border
security,” Lines explained.
In FY 2014, a Homeland Security Grant Program called
Operation Stone Garden was allocated $55 million to bolster
cooperation among local, state, tribal, and federal law
enforcement in border areas around the U.S. The program funds
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support from various law enforcement
agencies of Yuma and San Luis, as well
as the Cocopah and Quechan tribal
nations. “This provides incentive for their
personnel to patrol areas of the border
within their authorized areas and provide
assistance to Border Patrol agents,” Lines
contended.
During ongoing efforts to combat
smuggling, terrorism, and other criminal
activities, the Border Patrol is still
confronted by what Lines described as
a “well-funded and creative ‘enemy.’”
Technology helps, but a flexible response
is essential. Day-to-day and on the
ground, challenges evolve but the story
remains the same. “It really comes down
to the agent being vigilant, knowing
what’s going to be in his area, what types
of people and traffic will be in his area at
that time of the day,” Choi emphasized.
Lead art: Across the Yuma Sector, CBP faces challenges on
foot and in vehicles, and from underground, over walls, and
above fences. (CBP)

Health and Safety on the Border
S&BP: What does a Border Patrol agent’s first aid training consist of, and
what medical devices or equipment are taken into the field?
Lines: All Border Patrol agents are trained in CPR and AED while at the Border
Patrol Academy, and they have access to first aid kits while out in the field. Through
classes, selected agents received intensive training that leads to national certification
as emergency medical technicians (EMTs). Additional training can lead to paramedic
designation for those who successfully complete the training.
S&BP: Are agents trained and equipped to diagnose infectious diseases
(e.g., influenza) in the field? Along these same lines, how do you keep
personnel safe from infection?
Lines: Because Border Patrol agents are not certified medical personnel, they are
not qualified to diagnose specific diseases in the field. Those in custody showing
symptoms of illness, pain, or injury are transported to qualified medical personnel for
diagnosis and treatment.
Agents are equipped with protective gloves, masks, and various sanitizers to
protect against infection. Agents are also required to undergo mandatory online
training designed to instruct them in avoiding infection and various diseases, and
identifying and dealing with symptoms.
Every effort is taken to protect against contact with and the spread of disease.
The health and well-being of Border Patrol agents and those taken into custody is a
serious consideration at all times.
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